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A Government 
Guide to Secure  

Big Data Practices

Five Essential Security Questions to Ask When Implementing a Unified 
Platform for Big Data 

Often, the public sector struggles to keep up with and take advantage of information-driven 
decisions. Stores of untapped big data sit within agencies and organizations due to difficulties 
with accessibility or the inability to securely share over the network.

Building an enterprise data hub (EDH) solution can help operationalize and manage big data 
across departments and within agencies, supporting both current and future needs.

Ultimately, a revamped data management architecture, like an EDH built with and powered 
by Apache Hadoop, will help lead government in a direction where big data can be securely 
shared, processed, and analyzed.  
 
Security is a key concern for public sector adoption of enterprise data hub solutions, a 
concern that many financial and health sector businesses have already overcome says Eddie 
Garcia, Cloudera’s Chief Security Architect.

When it comes to security, many agencies must comply with regulatory mandates, such 
as Federal Information Security Management Act (FISMA). And, since the business of 
government is rapidly evolving, Garcia says the public sector needs something flexible.

“Public sector operations change all the time, which is why the Hadoop platform is such a great 
fit. It’s scalable, flexible, and secure,” Garcia says. “Keeping in mind just a few key and critical 
questions will go a long way towards ensuring your agency’s data is accessible and safe.”

That’s why Cloudera created a checklist of the five most important questions to ask before 
implementing an EDH with Hadoop. These essential questions can help agencies take stock 
of their readiness and build out enterprise data solutions.

 

Eddie Garcia is chief security architect at Cloudera, a leader in enterprise analytic data management. In this role, he helps Cloudera enterprise 

customers reduce security and compliance risks associated with sensitive data sets stored and accessed in Apache Hadoop environments. Working 

in the office of the CTO, Garcia also provides security thought leadership and vision to the Cloudera product roadmap.

Formerly the vice president of InfoSec and Engineering for Gazzang prior to its acquisition by Cloudera, Garcia implemented secure and compliant 

big data infrastructures for customers in the financial services, healthcare, and public sector industries to meet PCI, HIPAA, FERPA, FISMA and EU 

data security requirements. He was also the chief architect of the Gazzang zNcrypt product and is author of two patents for data security.
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Your Checklist for Building an Enterprise Data Hub



How do I prepare a secure foundation for Hadoop?

Government agencies — including the healthcare, financial, and defense sectors —are seeing a critical advantage in analyzing and using 
data, especially when it comes to accessing large, historical data sets. When rethinking data management, the first question you should ask: 
How do I prepare a secure foundation for Hadoop?

The public sector may have concerns about Hadoop because it’s an open-source software solution that embraces innovation, which can 
sometime translate into updated and new components that are released every month if not every day, Garcia says. Which is why he believes 
it’s important to make sure your agency understands that while the technology seems to change quickly, many of the tried and true 
security rules and best practices for hardening the system foundations can control and meter these changes to maintain effective security 
and governance without sacrificing innovation.

Agencies first need to apply well-known security measures to the underlying infrastructure and systems, for example:

• Turning off services that are not required

• Restricting access to users

• Limiting super-user permissions

• Locking down network ports and protocols

• Enabling audit, logging and monitoring

• Applying all the latest OS security patches

• Using centralized corporate authentication

• Enabling encryption in-transit 

Before even laying down a platform like Hadoop, it’s important to take these measures into consideration, Garcia says.

At the same time, he recommends seeking out executive leadership and sponsorship for security. “Everyone wants to move quickly and 
adapt. But for these projects you have to be the one who raises flags on security,” Garcia says. Security can add time to a project on the 
front end and may require skilled resources, but company and executive sponsorship will ensure the resources are in place and remove 
common roadblocks. 
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2 What type of perimeter security is in place?

With a Hadoop cluster installed on a secure platform, the next questions to address revolve around the perimeter security: Who can access the 
Hadoop cluster, from where, and how are users authenticated.

“Perimeter security restricts users by requiring entry through a secure gateway over secured networks and with approved credentials,” Garcia says. 
 
Just as agencies need multiple data sources and multiple frameworks to truly instill a data-driven workflow within their organizations, 
government leaders also need a secure enough network system that is agile and can handle a variety of workforce needs.

To learn more about the benefits of Cloudera’s  
security solutions, visit: cloudera.com/security
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3 What security regulations must I meet?

There are two kinds of interests when it comes to compliance – those that have to be compliant, or those that want to follow compliance 
guidelines, Garcia says. For those that are following compliance guidelines, they typically do so to establish differentiation, mitigate risks, 
and promote a culture and mindset of security.

For those that must be compliant, they’re usually operating under a mandate such as FISMA, which establishes the compliance and 
regulations required, including data encryption. Data encryption is the safety lock to the most sensitive data an organization has access 
to, Garcia says. But, keep in mind: Compliance is not just about the technology.

“It’s also about the people and the process too,” Garcia says. “You must promote a security culture as an enabler and resolve any 
challenges that may arise like performance. You have to encrypt data while maintaining high performance in your workforce, otherwise 
you slowdown the operation.”

A data breach can have serious consequences for the public sector, even in situations where security is not as strictly mandated. 
Organizations and businesses should always take a proactive approach to their security needs, even if it’s not regulated, Garcia says. 
“Just think how much sensitive data agencies, both state and federal, hold. They don’t want it to be breached and a lot of agencies are 
taking a safety-first approach going above and beyond the requirements that may be enforced,” he says. Government leaders also need a 
secure enough network system that is agile and can handle a variety of workforce needs 

4 Who are the ‘need to know’ users on the Hadoop platform?

This is really where agencies struggle the most, Garcia says. There are sub-groups and divisions built into larger agencies, and with 
increased organizational complexity come increased difficulty in monitoring and accessing data. The power to bring data together, like 
that of a Hadoop-powered EDH, also comes with a challenge: Who are the ‘need-to-know’ users within a larger organization that require 
access to key and critical data?

“It’s important to only share data on a ‘need-to-know basis,’” Garcia says. “And use solutions like Apache Sentry that enable role-based 
access controls to fine grained data sets. It defines users by ‘need-to-know’ roles rather than organizational structures.”

Essentially Sentry is the critical, central authorization framework that gives your Hadoop platform the ability to store sensitive data, while 
providing secure access to the agency’s ‘need-to-knows.’

5 How do I monitor and audit Hadoop security after it goes-live?

Auditing your Hadoop platform is the final key piece of an effective and secure data practice. “It’s knowing what your user is doing and 
addressing any anomalies that may be suspicious,” Garcia says.

From here, tools that inspect the Hadoop logs and enable predictive tracking can help detect bad behaviors and target them before they 
become a bigger threat. Simply running a data audit and indexing data can help inform you of new data and security permissions and 
policies that need to be applied.

“It’s about tracking usage and routes and knowing your data,” Garcia says. “It’s the visibility to see where the data is coming from, and 
how it’s being used, all the time without exceptions.”

Build Your Enterprise Data Hub in a Secure Environment
Cloudera offers comprehensive security configurations across an enterprise data hub. With Cloudera, government can drive a vision for security in an 
open, unified, and comprehensive way. The breadth of security capabilities also helps to meet the requirements of public sector work:

• Perimeter Security and Authentication — Guarding access to the system, big data, and its various services

• Entitlement and Access — Defining and enforcing what users and applications can do with big data

• Data Protection — Protecting data from unauthorized access either while at rest or in transit

• Data Visibility — Understanding where data came from and how it’s being used
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About Cloudera
Cloudera is revolutionizing data management with the first unified platform for big data, an 
enterprise data hub built on Apache Hadoop. Agencies today must be information driven while 
managing risk and costs. Cloudera offers agencies a secure and cost efficient place to store and 
analyze all their data, empowering them to derive new insights and correlation while extending 
the value of existing investments.

With Cloudera at the center of an agency’s enterprise data hub (EDH), analysis and business 
users gain unprecedented visibility to contemporary and archival data and releases data 
sequestered in stand alone applications. An EDH offers a wide range of computing capabilities, 
including interactive SQL, search, and machine learning, and offers mission operators the right 
mix of flexible analysis and data depth and breadth to find the answers without sacrificing 
oversight and security to protect and govern the data and its use.

Cloudera helps agencies make the most of their data, their infrastructure, and their most 
valuable resource — their people. Cloudera was the first and still is the leading provider 
and supporter of Hadoop for the public sector and offers software for mission critical data 
challenges including storage, cloud, security, management, and analysis. Cloudera works with 
over 1,450 hardware, software, and services partners to meet agencies’ data goals.
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