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INTRODUCTION

The Shift to Private Al

Generative Alhas unlocked unprecedented
potential forenterprise innovation, but for
regulatedindustries—Finance, Healthcare,
Government, and Retail—the path forwardis
not through public models. Therisks of data
leakage, intellectual property theft, and
regulatory non-compliance associated with
public LLMs have created anewimperative:
Private Al.

Private Al refers to the deployment of Al
models within a controlled environment
where the organizationretains fullownership
of the data and the model weights. While
Private Al can exist entirely within a public
cloud (using Virtual Private Clouds), true
sovereignty oftenrequires a hybrid approach
that spans on-premises data centersand
cloud environments.

Regardless of thelocation, the goalis the
same: ensuring that your proprietary data
neverleavesyourcontrol.
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Intherecent session “Securing Generative
Al Across the Data Cloud,” leaders from
Cloudera and Protegrity outlined ajoint
blueprint. The consensus was clear: Towin
with Al, you must combine a flexible hybrid
platform with granular, data-centric
protectionthat travels with the dataitself.

This ebook explores the technical
architecture for Private Al, demonstrating
how Cloudera’s platform and Protegrity’s
advanced security solutions combine to
deliver meaningful business outcomes—
turning dataliability into a strategic asset.
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CHAPTERT1

The Public Al Paradox

Why “Good Enough” Isn’t Safe Enough

While public Generative Al services offer
convenience, they present existential risks
forthe enterprise. According to arecent
Foundry Cloud Computing Study, 64% of
financial firms cite analytics and Business
Intelligence (Bl) as their top investment
priority, with Al/ML following closely at 62%.
However, 54% admit that security concerns
are the primary barrier slowing this adoption.

The speakers highlighted three critical
friction points that necessitate a Private
Al strategy:

1. The Data Exfiltration Risk

When employees paste sensitive customer
dataorproprietary codeinto apublic LLM,
that data effectively leaves the organization.
It may be usedto train futureiterations of the
model, potentially surfacing yourtrade
secrets to competitors.
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2.The “Black Box” Compliance Nightmare
Regulators (GDPR, CCPA, HIPAA) require
clearlineage and the “right to be forgotten.”
If apublic modelabsorbs yourdata, you
cannot easily requestits deletion. Private Al

gives you full control over the training corpus.

3.Latency and Cost at Scale
Round-tripping massive datasets to a public
APlincurssignificantlatency and egress
costs. Forhigh-frequency use cases, the
physics of moving data simply doesn’t work.

Accordingto arecent
Foundry Cloud
Computing Study

64%

of financial firms cite

analytics and Business
Intelligence (Bl) as their
top investment priority
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CHAPTER2

The Foundation

Bringing Al to Your Data with Cloudera

While many vendors offer Private Al
solutions—oftenlocking youinto a specific
cloud ecosystem—Cloudera offersa
distinctive approach tailored to your specific
datastrategy. Clouderaenablesyouto bring
the Alto where your dataresides, ratherthan
forcingyouto move yourdatatothe Al.

Cloudera DataPlatform (CDP)is uniquely
positioned to address Private Al needs
through three core differentiators:

1. Treating the Data Centeras a
First-Class Citizen

Formanyregulated enterprises, the data
centerisnotalegacyburden;itis astrategic
asset. Unlike cloud-only vendors, Cloudera
treats on-premises environments as
first-class citizens. This allows youtorun
sophisticated Alworkloads securely
behind your firewall, leveraging existing
infrastructure investments without forcing
amigrationto the cloud.
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2. Optimized Inference for Constrained
Infrastructure

Private Aldoesn’t always require massive
GPU clusters. Cloudera supportsinference
with private endpoints on smallermodels
optimized forconstrainedinfrastructure.

¢ Flexible Deployment: Whetheryou are
operatingin ahighly restricted on-prem
environment or a Virtual Private Cloud
(VPC), Cloudera allows you to deploy
rightsized models (like Llama or Mistral)
closerto the data source.

e Efficiency: Thisreducesthe
computational overhead and latency
associated with routing requests to
external APl endpoints.

3. Seamless Discovery and Preparation
“InPlace”

AmajorhurdleinPrivate Alis simply knowing
what data you have and gettingitready for
models. Clouderaintegrates the entire
lifecycle without moving the data:

¢ Discovery (via Octopai): Instantly
visualize datalineage andlocate relevant
datasets across your hybrid estate.

e Preparation (via ClouderaData
Engineering): Clean, transform, and
curate data for RAG (Retrieval-Augmented
Generation) or fine-tuning pipelines.

The Result: Yourdataremainsinplace—
secured end-to-end—while becoming
Al-ready.

Unified Governance (SDX)

Underpinning all of thisis Cloudera’s Shared
DataExperience (SDX), which ensures that
the same security policies apply whetheryou
arerunninga SQL query oraVector Database
search. This creates a single source of truth
forsecurity policy, which serves as the
perfect foundation for Protegrity’s
advanced protection methods.
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CHAPTER 3

The Enabler: Protegrity’s Data-Centric Security

Delivering Outcomes Beyond Defense

While Cloudera provides the secure
perimeterand the compute, Protegrity
provides the key that unlocks the value
of the data withinit. Protegrity’srole goes
beyond simple encryption;itis about
enabling business agility in highly
regulated environments.
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As James Rice, VP of Product Marketing
at Protegrity, notes: “Incorporate security
and privacy into the dataitself, as opposed
to surrounding the data with layers of
security. Thatreduces frictionand makes
the datamore easily consumable.”

The “Better Together” Value Proposition

Integrating Protegrity into Cloudera allows
organizations to:

® De-Scope for massive ROI: By replacing
sensitive data with Vaultless Tokens,
organizations canremove entire systems
fromthe scope of PCI-DSS, GDPR, and
HIPAA audits. Thisisn’tjust a security
measure; it’s a cost-saving strategy.

* Enable Cross-Border Analytics: Data
residency laws often trap datainsilos.
Protegrity allows you to tokenize data
inonejurisdiction (e.g., Germany) and
analyzeitinanother(e.g., the US) without
violating GDPR, unlocking globalinsights
that were previously impossible.

% -
e Accelerate Innovation: Developers
and Data Scientists often wait weeks
for “sanitized” data. With Protegrity, they
canworkimmediately with tokenized or
synthetic datasets that retain analytical

value, drastically shortening time-to-
market for Almodels.

Core Capabilities Driving These
Outcomes

¢ Vaultless Tokenization: The industry
standard for scalability. Unlike vault-based
solutions that choke on Big Data volumes,
Protegrity scales linearly, protecting
billions of transactions without latency.

¢ Format-Preserving Encryption (FPE):
Ensureslegacy apps and Almodels
don’tbreak when processing protected
data. A16-digit credit card numberremains
16 digits, ensuring seamless integration.

¢ Synthetic Data & Anonymization:
Protegrity can generate statistically
accurate “fake” data formodeltraining,
ensuring that the Allearns the patterns of
your business without ever being exposed
to the secrets of your customers.
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CHAPTER4

The Private Al Lifecycle

Operationalizing Trust from Ingestion Stage 2: Training & Fine-Tuning
toInference (Safe Learning)

Asuccessful Private Al strategy integrates Data scientists access the Cloudera Al
security into every stage of the machine Studio to build models. They work with
learning lifecycle. Protegrity and Cloudera Protegrity-protected datasets.

workintandemto ensure this flowis seamless. . .
e Outcome: The modellearnsrelationships

Stage 1: Ingestion (The Clean Start) (e.g., “Customersin Region A buy Product
B”) but creates weights based on tokens.
The model effectively “knows” the
businesslogic without “knowing” the
customeridentities.

Raw data flows into Cloudera fromvarious
sources. Protegrity interceptors tokenizes
sensitive fieldsimmediately uponingestion.

e Outcome: Your Data Lakehouseis “secure
by default.” Data atrestis protected,

meaning a physical breach of the storage
layer yields no usable information. When abusinessuserqueries the Private

Al application, therequestis processed
within Cloudera’s secure boundary.

Stage 3: Inference (Identity-Aware
Responses)

e Outcome: Protegrity enforcesreal-time
access control.

® Marketing Analyst? Sees

. anonymized trends.

e Customer Service Agent? Sees
' . detokenized (clear) data for the
. specific customer they are helping.

e The Model? Only ever sees tokens.
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CHAPTERS

Q&A from the Field: Solving Real-World Challenges

During the live session, the discussion turned
tothe practicalroadblocks preventing
organizations from scaling their Alinitiatives.
Two questions from the audience highlighted

the most common “silent killers” of Al projects:

audit fatigue and dataresidency paralysis.

Below are the solutions presented by the
Cloudera and Protegrity team, illustrated
by real-world client success stories.

Challenge 1: The Spiraling Cost
of Compliance

Audience Question:

“We are underimmense pressure toinnovate,
but every new systemwe add foranalytics
orAlincreases ourscope forPCI-DSS and
GDPR audits. Ourcompliance costs are
skyrocketing. How can we expand our data
footprint without drowningin audit fees?”

The Solution: De-Scoping via Tokenization

The speakers addressed this by explaining
that compliance audits typically apply to any
system holding “clear text” sensitive data
(like credit card numbers). If youreplace that
datawith Protegrity tokens before it hits the
disk, those systems often fall out of scope
forthe audit.
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Real-World Proof:

Amajor Credit Reporting Agency faced
this exact dilemma. Their audit costs
were consuming the budget needed
forinnovation.

e Action: They deployed Protegrity to
tokenize sensitive fields at the point of
ingestioninto their Cloudera environment.

e Result: By “de-scoping” hundreds of
systems that nolongerheld clear-text
data, they achieved approximately
$60 million in annual savings on audit
and compliance costs.

e Key Takeaway: Security isn'tjust a cost
center; when architected correctly, it
returns capital to the business.

Challenge 2: The Data Residency Barrier
Audience Question:

“We operate inover 100 countries. We have
massive datasetsin Europe and Asia that we
want to use for global fraud detection
models, butlocal dataresidency laws (like
GDPR) prevent us from moving that datato
ourcentral analytics hubinthe US. How do
we solve this?”

The Solution: Cross-BorderAnalytics

The panelhighlighted thatresidency
laws usually restrict the movement of
personally identifiable information (Pll),
not the movement of insights. By using
consistent tokenization, you can protect
the Plllocally while keeping the data’s
analytical valueintact.

Real-World Proof:

ATop-5 Global Bank used this strategy
tounify theirdata estate.

e Action: They implemented Protegrity to
tokenize data within eachlocaljurisdiction.
Because the tokens were consistent (e.g.,
“User A” is always “Token123”), they could
aggregate the tokenized dataina central
Clouderalakehouse for analysis without
violating residency laws.

e Result: This enabled them to run global
fraud models on 27 billion transactions
daily, achieving a 126% ROI within just
eight months.

e Key Takeaway: Youdon'tneedto
choose between compliance and global
intelligence. Private Al allows you to
have both.
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CONCLUSION

Achieving Al Sovereignty

The future of enterprise Alis not public;
itis private, secure, and sovereign.

By combining Cloudera’s distinctive
Private Al capabilities with Protegrity’s
Data-Centric Security, organizations can
finally bridge the gap betweeninnovation
and compliance.

While Cloudera allows you to run Alworkloads
inthe public cloud, its ability to treat the data
centeras afirst-class citizen—and bring Al
towhere the datalives—makesit the ideal
partnerforregulated enterprises.

Take the Next Step toward Private Al

Read: Generative AlNeeds to Become
Private to Thrive

Watch: Achieving Secure and Scalable
Private Al Webinar

Deploy: Bringing Private Al to Your
Data Center

© 2025 Cloudera & Protegrity. AllRights Reserved
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About Cloudera

Clouderais the only data and Al platform company thatlarge organizations trust to bring
Altotheirdataanywhereitlives. Unlike other providers, Cloudera delivers a consistent cloud
experience that converges public clouds, data centers, and the edge, leveraging a proven
open-source foundation.

Clouderaempowers businesses to apply Aland assert control overlO0% oftheir data,
inallforms-whetheritisin Cloudera oranywhereinthe entire data estate-delivering unified
security, governance, andreal-time insights. The world’s largest organizations across all
industries rely on Cloudera to transform decision-making and ultimately boostbottomlines,
safeguard againstthreats, and save lives.

Tolearnmore, visit Cloudera.com and follow us on LinkedIn and X. Cloudera and associated
marks are trademarks orregistered trademarks of Cloudera, Inc. All other company and
product names may be trademarks of theirrespective owners.
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