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The New Telecommunications Economy

The Telecommunications industry is
experiencing transformationat a
staggering pace. Powered by an
increasingly hyperconnected world,
generating massive amounts of data,
telecommunication companies are
reinventing themselves as technology
and digital service providers for the
connected modern era. Today’s “buy
now” economy has changed consumer
expectations. Streaming video now
accounts for two-thirds (63%) of all
mobile data traffic.! This has forever
changed the competitive landscape.
Massive amounts of structured and
unstructured data are generated every
day, and emerging technologies such as
5G and loT have created opportunities
never before imagined.
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The convergence of these technology
trends holds great promise for
communication service providers (CSPs)
looking to move beyond connectivity to
drive true business value for consumers and
enterprises. By harnessing and analyzing the
datathat they capture, CSPs can monetize
5G and meet the needs of a changing
industry with technology that enables smart
cities, self-driving cars, connected homes,
connected factories, and more.
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The Role of Analytics in Telecommunications

Communication service providers are
among the world’s biggest aggregators of
consumer data and work under the most
uncertain regulatory and market conditions.
CSPs today generate and have access to
vast amounts of valuable data including
everything from detailed customer profiles,
content preferences, and usage patterns to
device, network, location, sensor, and
application usage data.

Giventhe access to unprecedented volumes
and varieties of data, analytics and machine
learning will play a key role in CSP digital
transformation. Whether used to analyze
churn, conduct targeted marketing, identify
fraud, optimize networks, orlaunch
compelling new revenue engines, data —
andtheintelligence from that data — have
the potential to fundamentally redefine the
telecommunications space.

Service providers today are capitalizing on
all of this data at their disposal to effectively:

e Enhance the end-to-end
customer experience

e Createreal-time targeted
marketing and promotions

e Optimize network performance
andinvestments
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e Enable predictive maintenance
to proactively fixissues

e Reduce therisk of fraud and cybersecurity
e Monetize 5G

e Capitalize on new business and
digital services opportunities

What CSP’s need today is the ability to
ingest, process, store, and analyze any type
of data, regardless of whereitlands — at the
edge, in the data center, in any public
cloud, orin ahybrid cloud. They need to be
able to drive insights and use cases not only
from data at rest, but also from datain
motion and streaming data sourcesinreal
time. Machine learning, advanced analytics,
and Al will enable you to identify patternsin
petabytes of data, detect anomalies, and
predict potential outcomes for your
business.

With greater visibility and insights at the
point of decision, CSPs can use the data
they generate every day to drive down
operational costs, deliveramore compelling
and personalized customer experience, and
help drive new revenue streams.

Telecom operators can
reduce costs by

30-40%

andincrease cash
flow margins

25-40%

using machine learning
and applied analytics?
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5G - The Next
Frontier for CSPs

Telcos are pumping in over 1.5 trillion dollars
intorolling out 5G, and are focused on
monetizing these investments by rolling
out new services and use cases.

Although 5G could theoretically achieve
speeds greaterthan 20GB per second,
ultimately, itis not just about faster speeds.
5G offers enterprises superlow latency
and, crucially, ultra-high reliability, and
security to enable more real-time mission-
critical applications. Things like autonomous
driving, remote health monitoring or
surgeries, smart grids, and factories

— all of these require high reliability and
low latency to be powered well. This is
really the next big opportunity for Telcos.
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The Economic
Impact of 5G

Overthe next decade, therollout of 5G
networks will have massive impact onthe
global economy. Abroad range of industries
across healthcare, transportation, and retail
stand to gain fromincreased productivity,
new products and services, optimization

of service delivery, and data driven

decision making.

|
By 2035,5G
will contribute:
in global economic value
$2.11
in GDP growth
-IHS Markit, The 5G Economy
J
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5G Enables Innovation and
Transformation Opportunities

Mobile Broadband and Fixed
Wireless Access

CSPs will offer faster speed, lower latency
and greater capacity to enable on-the-go,
ultra-high-definition videos, virtual reality
and other advanced applications.

And, 5G paves the way for mobile
technology to intersect with fixed-line
services, whereby CSPs deliver 5G fixed
wireless access connections replacing
wired internet services.

loT

The advent of 5G willunlock the potential
of the loT by improving the connection
density — enabling more connections at
once (up to 1 million per square kilometer) at
very low power, to enable [oT use cases,
creating additional revenues for CSPs.
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Mission Critical Applications

This presents the biggest opportunity for
CSPs. 5G’s highreliability and ultra-low
latency connectivity with strong security
and availability will allow wireless technology
to provide an ultra-reliable connection for
critical applications such as autonomous
vehicles and remote operation of complex
automation equipment where failure is not
anoption.

Ultimately, 5G and |loT are going to drive
an explosionin data and the success

of these initiatives will depend on the
ability to ingest, process, analyze,

and act on massive volumes of
streaming data.

5G Industry Application
Examples

Healthcare
e Remote health monitoring

e Remote surgeries

Manufacturing
e Smart factories

e Connected machinery

Automotive
e Autonomous vehicle

e Driver assistance

Utilities

e Smart grids
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Top Analytics Use Cases
iIn Telecommunications

Today’s leading communications service providers rely on data, analytics,
machine learning, and Al technologies to drive digital transformation —

converting raw datainto actionable insights. Here are the top five use case
domains that have the greatestimpact for CSPs.




1. loT and Digital Services

With mobile devices and sensors
becomingincreasingly connected to the
digital world, the Internet of Things (loT)
is having a profound effect on the way
we live, the way we work, and how we
get value from technology. With the
emergence of 5G, Telcos will play a key
role in connecting people to their data,
creating value from data generated by
mobile devices, wearables, sensors,
connected cars, and many other
devices. As the connectivity layer for loT,
CSPs consequently become part of the
loT ecosystem, enabling them to play an
activerole inthe digital sphere by
providing solutions for loT analytics,
data monetization, and more.

loT Analytics

According to industry sources, the number
of connected devicesrepresenting the loT
ecosystemis expected toreach 25 billion by
2025, generating more than 1.4 billion 5G
connections by 20253. As data volumes
fromloT are expected toincrease at an
accelerated pace, CSPs, due to their
inherent proximity to data generated, can
play adominantrole. Beyond managing the
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connectivity requirements for billions of
connected devices, CSP’s are ideally
positioned to provide end-to-end loT
solutions to collect streaming data while
processing, storing, analyzing, and serving
that data andresultingintelligence back to
their customers.

Similarly, CSPs can addlocation-based and
geo-spatial elements to the streaming data
to provide enriched and valuable insights to
enterprise verticals. And since most of the
streaming data from sensors needs to be
encrypted beforeit can be transferred
across a wide area network, CSPs are well
positioned to integrate and aggregate data
while also providing security and analytics.

With the rapid evolution of 5G and enabling
technologies, CSPs are driving the evolution
of key loT solutions and use cases across
diverse verticalsincluding smart factories,
industrial loT, e-health, telematics,
connected utilities, and consumerloT.

The demand fordata management and
analytics services will only continue to

grow as these offerings mature.

The number of
connected devices
representingthe loT
ecosystemis expected
toreach

25B

by 2025.
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Data Monetization

Inthe loT ecosystem, CSPs have a unique
advantagein that they have accesstowide
varieties and ever-increasing sources of
data, like subscriber demographics, network
usage, device usage, application usage, and
subscriber preferences. Given the data at
theirdisposal, CSPs are able to begin mining,
modeling, aggregating, and anonymizing
these data sets to create powerful analytics
that can be of significant value.

By combining customerlocationinformation
with customer demographics and
preferences, CSPs can provide data
analytics as a service (DAaaS) to key
customer-facing verticals like retail, financial
services, advertising, healthcare, and public
services. These verticals have found a wide
variety of applications and use cases for
data-centric analyticsincluding:

o Customer footfall analytics which helps
retail chains decipherwhois visiting their
storesand when

o Traffic patterns and bottlenecks, helping
logistics companies fine-tune their
delivery processes
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e Targeted campaign and advertising -
dataforadvertising agencies
targeting specific micro segments

Anumber of leading service providers
across the globe are already capitalizing
on these opportunities and have
created specific business entities that
focus on delivering analytics services
and monetizing data assets.

Of course, data security and privacy issues

CSPsare startingto
mine, model, aggregate,
and anonymize data
setsto create powerful
analytics that canbe

of significant value.

are at play. Carefully navigating data privacy
issues and anonymizing customer data to
ensure confidential informationis not
disclosedis an essential part of data
monetization. If executed correctly, CSPs
can effectively monetize customer data and
provide relevant, valuable insights without
compromising subscriber privacy.
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2. Customer Experience Analytics

Fortoday’s CSPs, improving and
optimizing the customer experienceis
key to maintaining market differentiation
and improving the lifetime value of the
customer. By bringing together the right
datasets, they can stitch togetheratrue
360-degree view of their customers
along theirjourney and across all of the
diverse interaction channels, products,
lines of business, and more.

CSPs can now bring together diverse types
of dataincluding customer profiles and
usage data, network performance metrics,
location data, and social media streams to
enable targeted marketing, develop
personalized offers and recommendations,
and predict and prevent churn.

This analysis enables CSPs to discover new
ways to increase customer retention,
improve the effectiveness of marketing and
promotions, enhance the end-to-end
customer experience, and become a trusted
partner to the customer.

n Top 5 Data and Analytics Use Cases

Churn Analytics

Customer churn continues to be one of the
most important concerns forcommunication
service providers across the globe. Research
by Tefficient shows that the average service
providerin mature markets spends 15-20%
of service revenues on customer acquisition
andretention activities.* Withits direct effect
onrevenue, churn continuesto be akey area
of focus for service providers and offersripe
opportunity for data analysis.

Reducing churninvolves developing ways to
betterunderstand, monitor, and predict
customer behavior. Identifying customers
who are most likely to defect and finding
factors thatincrease churnwill enable you to
take the necessary steps toretain theirmost
valuable customers.

Cutting-edge analytics will let operators
apply advanced algorithms to vast troves
of data to predict the most vulnerable set
of customers. Churn prediction models will
also allow CSPs to identify the key factors
contributing to churn and thenlaunch

retention campaigns that identify
and then address at-risk customers
via outbound channels.

Forexample, CSPs can proactively reach out
to high-value customers who have
experienced a series of service quality issues
orwho shared a negative sentiment on social
media. And then address those issues and
offer discounts or service credits to prevent
customers from defecting.

Telecommunication
companies thatimplement
acomprehensive,
analytics-based approach
canreduce theirchurn

by asmuchas15%.°
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Targeted Marketing

Traditionally, marketers use data to create
ads and campaigns that are targeted

to broad demographics. With the

limited effectiveness of this approach,
personalizationis becoming a core strategy
formany marketers. With detailed customer
profiles, CSPs can develop targeted micro-
segments of their consumer base and create
personalized offerrecommendations.

This helps improve the effectiveness of
campaigns while also improving the ways
customersreceive andinteract with the
organization through those campaigns.
Using analytics and intelligence from data
collected, CSPs can personalize the next
best offers, optimize campaigns, and
create location-based promotions —
proactively presenting the right offer at the
right time, in the right context, to the right
customertoimprove conversionrates.
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Using data analytics, some CSPs

have been able to drive significant
improvements such as an uplift of one
percent of revenues just by optimizing

their campaigns targeted to subscribers.

11

Delivering the right offer at the
right time to the right customer.”
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3. Network Optimization

Keeping up with the explosive growthin
mobile and loT data requires that CSPs
continue to invest heavily in their
networks, requiring as much as
30-40% of their capital and operating
budgets every year. However,
effectively predicting and managing
the traffic that moves through the
network is a challenging endeavor.
Optimizing the network requires a
complex analysis of usage, mobility
patterns, network logs, hardware
bottlenecks, peakloads, and other
granular details that will enable CSPs to
optimize network utilization and traffic.

Network capacity is a highly valuable
resource and CSPs are using advanced
analytics and machine learning to
effectively monitorand manage
network capacity, build predictive
capacity models, and prioritize and
plan network expansion decisions.

Real-time Network Analytics

The need toreduce costs and streamline
operations, while meeting rising customer
demands, is driving CSPs to find new and
better ways to optimize the network. Real-
time network analysis plays akeyrolein
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understanding where problems and
bottlenecks exist and how to optimize your
network for peak performance.

With data collected from the network, CSPs
can build real-time capacity heat maps
that continually monitor the quality of the
user experience. This allows engineers to
effectively monitorany dropin service
performance at a specific locationand
determine a proactive resolution.

Real-time data synthesis and analysis will
enables CSPs to optimize the network to
better predictloads and outages,
understand bottlenecks, and provide faster
download speeds. With this data, CSPs can
proactively address network performance,
capacity optimization, and network
infrastructure management.

Dynamic Network Provisioning

Intoday’s digital era, ensuring optimal
network performance can mean the
difference between meeting the rising
demands of customers and losing out to the
competition. With its inability to scale and
associated high costs, manual provisioning
is athing of the past. Technologies like
machine learning now enable networks to be
more dynamic, flexible, and customizable.

Using advanced analytics, CSPs canuse
network and device data to predict and
dynamically provision network capacity.
This “zero touch” provisioning requires a
move from traditional, hardware-driven
networks to software-defined networks.
By transitioning to a software-defined
approach, CSPs can effectively automate
traffic management, improve bandwidth
engineering, and better tailor the network
to customerneeds ondemand.

r

The network continues to
be the biggest cost center
for CSPs, consuming

30-
40%

of their capital and
operating budgets.
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4. Operational Analytics

Ensuring peak operational performance
for CSPsis key to reducing costs and
growingrevenues. Key day-to-day
operational data sources offerinsights
into many areas of the organization
including revenue assurance, fraud,
cybersecurity, financial forecasting,
and equipment maintenance.

Cybersecurity

Communication service providers have
become atarget of cyber-attacks because
of theirrole in building, controlling, and
operating infrastructure thatis widely used
to transmit large volumes of sensitive data.
As device proliferation continues,
cybersecurity takes center stage and they
must race to ensure theirnetworks and
associated systems are secure from
malicious attacks.

The solution to this challenge lies in analyzing

and securing network traffic and end points
within this connected ecosystem. CSPs can
analyze theirdataand useit as aweapon
against networkintrusions. However,

due to the sheer cost and complexity,
legacy event detectiontechnologies are
unable to collect and analyze the many
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data sources necessary foridentifying
and responding to advanced threats.
Security professionals need to be able to
access and analyze an avalanche of data
(including network logs, events, packets,
flow data, asset data, and configuration
data)inreal time to mitigate risk, detect
incidents, andrespond to breaches.

Big data analytics platforms, coupled with
machine learning and Al capabilities, enable
CSPsto collectand analyze log data, find
anomalies that alert unusual activity, and
create an event for the security analyst. Data
hubs can provide a cost-effective platform
forreal-time dataingestion, storage,
processing, and offer advanced analytics
capabilities to support deep packet
analysis, behavior analytics, profiling,

and threat modeling.
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Fraud Analytics

More than any otherindustry,
telecommunications is experiencing arisein
fraud. With new technologies comes anew
breed of fraud tactics. Telecommunications
fraud takes the form of schemes to defraud
the service providers themselves, attempts
to defraud subscribers, and fraud
conducted over the phone through

the network.

Criminals are increasingly adopting
hyperscale techniques to perpetrate fraud
quickly and more efficiently than ever
before. Acyber-fraud gang cansetup, go to
work, and disappearin 24 hours orless, often
before an operator even knows the attackis
happening. With roaming and subscription
fraud, premium rate service fraud, and
domestic and international revenue share
fraud, modern, sophisticated attacks
mutate, evolve, and arbitrage faster than
analysts can write rules to detectand
protect against them.
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With the significant financial losses that
fraud creates, detecting and preventing
fraudis crucial. Leading CSPs are turning to
cutting-edge analytics, machine learning,
and Altechnologies to analyze large
amounts of real-time data, detect fraud in
real time, minimize false positives, and
identify both new (unknown) and old (known)
types of fraud.

These next-generation data analytics
solutions enable CSPs to analyze their
network and events to conduct anomaly
detectioninreal time and discover 250% to
350% more fraud while generating 20 to 30
times fewer false positives. Machine learning
algorithms and natural language processing
enhance the data to enable the dynamic
fraud detection that protects the business.

Mobile and fixed-line
carrierslose

$29B

peryearto fraud.
Thisamountsto 1.2%
of revenues.®

CSPscandiscoverup to

350%

more fraud using
analytics and
machine learning.

6 Communications Fraud Control Association,
Global Fraud Loss Survey, 2017.
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5. Connected Ecosystems

Our society is more connected than
ever. New technologies enable us to
connect everything from cars and
refrigerators to light bulbs and doorbells
to theinternet. Powered by 5G, this
connectivity extends beyond personal
smart homes and enables acomplete
ecosystem of connectivity among
communities, the government,
commerce, hospitals, and neighboring
cities. Communication service providers
play akeyrole in enabling these
connected ecosystems.

Smart Cities

A smart cityis anurban area thatuses
sensor data to develop efficiencies,
improve sustainability, create economic
development, and enhance quality of

life. Rapid urbanization has led to the
development of smart city technologies
that have evolved from discrete products
to a sizable market opportunity. CSPs are
uniquely positioned to drive the smart city
revolution by offering connectivity and
value-added solutions for governments and
cities across the globe.
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Abig data analytics platform enables the
smart city by collecting and processing loT
sensor datainreal time and applying artificial
intelligence toimprove the lives of citizens
and visitors. Smart cities put data and digital
technology to work to create smart energy,
smart transportation, smart infrastructure,
and smart mobility of data throughout the
city and between cities.

Connected Vehicles

Today’s auto manufacturers are
collaborating with CSPs across the globe
using connectivity and the power of [oT to
create connected cars of the future. These
connected cars are intelligent machines that
can communicate with othervehicles and
connected infrastructure while optimizing
theirown operation and maintenance to
enable comfort and convenience for drivers
and passengers.

Data, analytics, artificial intelligence, and
machine learning technologies form the
backbone and foundational platform for the
development of these connected and
self-driving cars. Forexample, some of the
leading automotive manufacturers use a big
data platform to effectively ingest, process,
store, and analyze diverse data sets from
connected cars. Data types include sensor

data(i.e., vehicle acceleration and angle of
incline), cameraimages, LIDAR, GPS,
weather, image metadata, and more.

The platform also helps auto manufacturers
use this data to accelerate the development
and testing of self-driving technology.

Connected Marketplaces

Onlineretailis at aninflection point andis
experiencing major shiftsintechnology and
business models. With the impact of mobility
and therole of digital channels, retailers are
creating connected marketplaces that
enable personalized buying experiences.
Connected marketplaces have shifted from
traditional e-commerce platforms like eBay
to hypermarkets, assistive selling, and
omnichannel capabilities. Communication
service providers play arole in enabling the
connected marketplace by providing the
network through which market automation,
omnichannel selling, cognitive learning, and
assistive selling take place. The data
platform empowers these capabilities by
delivering artificial intelligence and machine
learning technologies to communication
service providers.
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Telecommunication Analytics in Action

Today a number of service providers
across the globe are leveraging
Cloudera’s data management
platformto gain a 360-degree view
of their customers, reduce churn,
improve network performance

and drive innovation.

of the world’s top 10
communication service
providers run on Cloudera.
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Case Study: Leading North American CSP

Data plays a keyrole in enabling the growth
of one of the nation’s largest communication
service providers. Cloudera helped the
company create a big data center of
excellence that spans acrossits wireless,
wireline, cable, satellite, and all global lines
of business to develop aninfrastructure built
ondata.

With more than 200 data-intensive
applications and use cases fromthe
Cloudera platform, the company is now able
to make analytics-driven decisions around
the 360-degree customer view, context-
aware marketing promotions, network
analytics, network decommissioning, fleet
predictive maintenance, cybersecurity,
fraud, and more.

They deployed a data lake for capturing

and analyzing all sources of customer
interactions across multi-channels and were
able to deploy a 360 customer household
view with inferred demographics for
household members that had devices

18  Top5Dataand Analytics Use Cases

without separate accounts setup. Onthe
network side, they are ingesting over 30
billion data points every hour to optimize the
network and customer experience. For
example, they built a tower outage and
network analyzer to identify and prioritize
the towerrepairs that can provide the
biggestimpact to customer satisfaction.

They are also ingesting network and traffic
data toidentify and manage the
decommissioning of RAN circuits and
network equipment without any customer
impact, which resulted in millions of dollars
of savingsin network costs.

59%

11

Our big data solution for
managing the quality of
service and customer
interactions has helped to
drive a 59% improvementin
the customer experience.”

Sr.Vice President of Big Data

11

Big datais being adopted
across our entire organization,
including training, so that
every employee will be skilled
in big data analytics.”

Sr. Vice President of Big Data
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Case Study: British Telecom

For British Telecom (BT), one of the largest
telecommunications providers in the world,
the key to achieving sustainable, profitable
growthin today’s competitive landscape s
its ability to broaden and deepen customer
relationships. BT engaged with Cloudera to
optimize their ETL operations for the
enterprise side of the business. BT was able
toincrease datavelocity by up to 15x, giving
them the means to process five times more
datain one third of the time. The transition
provided substantial cost savings, delivering
an ROl of 200-250% in one year.

In addition, BT uses Cloudera to bring
together network and performance data for
deeper analysis of the network, minimizing
wasted truckrolls. By remotely identifying
network performance issues, BT sends fewer
technicians to the field, generating savings
of millions of dollars.

To betterunderstand the performance of
their services, BT also uses the platform

to collect data from more than 10 million
smart hubs and smart devicesin consumers’
homes. The data allows them to predict
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and proactively fix customer problems,
preventing customers from experiencing
potential service interruptions.

Another key area where BT is utilizing
Clouderais to powerits loT journey with
initiatives such as fleet vehicle analytics
and telematics as a service. BT continues
toinnovate and unveil new and compelling
use cases, including cybersecurity and loT
analytics, andis now positioned to take
onnew projects more quickly and at
alower cost.

11

One of the competitive edge
features that we can offeris
the ability to instrument those
vehicles and collect data from
them. Where we want to get to
is to be able to predict faults,
so we canidentify a vehicle
failing early.”

Phillip Radley
Chief Data Architect, BT
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Case Study: Telefonica

Global telecommunications company
Telefdnica has developed a corporate
standard around data with Cloudera
adoption across all lines of business.
Cloudera helped Telefdnica by providing

a scalable, next-generation platform for
data and analytics along with architecture
advisory services. Withmore than 100
applications and use cases running on

the platform, the company can analyze
mobility patterns to enhance the customer
experience, develop targeted advertising
and churnreduction, optimize the network,
and analyze voice-to-text carelogs

to evaluate customer satisfaction.

Forexample, Telefonica Spainis using the
Cloudera platformto capture, store, and
analyze customerinteractionand
experience data. The company used this
data to deliver customized TV content,
accelerate complaint resolution, and
optimize store orders, shipments, and stock.
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Real-time customerinsights and the delivery
of customized experiences for TV viewers
helped Telefénica Spainincrease customer
usage by more than 20%, create a double-
digitincrease in customer satisfaction,and a
similarreductioninchurn.

A deeperunderstanding of customers has
also helped the organization deliver more
relevant offers forimproved up-sell efforts.
Additionally, real-time insights into store
inventory and sales have helped the company
increase store sales by 17%, while reducing
in-store stock of mobile devices by 39%.

Jelefonica

11

We can now offer customers
exactly what they want; not
what marketing may think
interests them, but what
really interests them.”

Carlos Morras

Manager of Innovation,
Big Data and Processes,
Telefonica Spain
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A True Hybrid Platform for Telcos

Giventhe complexity and variety of customer,
network, device, andloT data, CSPs are
reinventing their data management and
analytics strategy — transitioning to a multi-
function and open platformthatis optimized
forthe massive scale and complexity of the
data that the industry demands.

CSPswant the ability toingest, process,
store, analyze, model diverse types of data
(structured, unstructured, or semi-structured
data), regardless of where it lands — at the
edge, on premise, intheir data center, orin
any public, private, or hybrid cloud.

They need toingest and process data from
multiple sources, combining and correlating
network, customer, and device data with
activity logs, location, billing and rating data,

OSS andinventory data, CRM data,

external data, and much more. They also
need anintegrated suite of proven and open
datamanagement tools and analytics
engines, in order to drive insights and
analytics from all of this data — with the
robust security, governance, data
protection, and management capabilities
that organizations require.

Telcos today need an end-to-end data
management and analytics platform that
can collect, process, manage, and analyze
datato drive insights and enable machine
learning to implement some of the most
compelling use cases.

ATrue Hybrid Platform empowers CSPs
to getclearand actionable insights from

Enterprise True Hybrid
Data Sources Platform
Real-Time and Transactional Data Lifecycle
— <
& =0)
Network Billing
DD >
CRM Clickstream

A—=R
L N2
= =
10T/Sensors Connected
Products

5 @

Ordering Inventory

Enterprise
Data Insights

Business Use Cases

Churn and Customer Analytics
Metadata

Network Optimization
Schema

10T Analytics
Migration

Security Fraud Analytics

Governance Connected Ecosystems

Data Monetization

complex dataanywhere, from the edge to
Al. It provides the flexibility to run modern
analytic workloads anywhere, regardless of
where the dataresides. It offers the ability to
move those workloads to different cloud
environments — public or private — to avoid
lock-in. And it has the agility, elasticity, and
ease of use of public clouds and acommon
security and governance framework to
enable data privacy and regulatory
compliance by design.

With the ability to analyze data atrest, datain
motion, and streaming data, CSPs can use
machine learning, advanced analytics, and Al
technologies to identify patterns, detect
anomalies, and predict potential outcomes
fortheirbusiness.

80%

of the global top 100
communication service
providers run on Cloudera.
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End-to-End Data Flow for
Telcos with Cloudera

and enterprise data sources, enrichand
processitacross a hybridinfrastructure,
and run analytics or apply machine learning
algorithms to all data, all while maintaining

strict enterprise data security, governance,
and control across all environments.

Today, leading Telcos worldwide are
adopting atrue hybrid platform strategy
powered by Cloudera to manage the end-
to-end datalifecycle fromingesting data
from multiple sources, to storing,
processing, analyzing, serving, and driving

actionable insights and use cases. ) .
Please find below an overview of the

end-to-end datalifecycle froma
Telco standpoint.

With Cloudera, CSPs caningest datafroma
variety of sources including both streaming
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1. Collect

With Cloudera, Communication Service
Providers can easily ingest data from
multiple sources, including both traditional
as well as new and streaming data sources
such asloT and connected devices. Any type
of data canbeingested andloadedinto
Cloudera without altering its format or
fidelity, while preserving data integrity and
enabling security and governance.

Cloudera Data Flow provides a scalable,
real-time streaming analytics engine that
ingests, curates, and analyzes data for key
insights and immediate actionable
intelligence. It caningest and process
real-time data from streaming data sources
(such asclickstreams, log streams, social
feeds, loT sensors, smart devices etc.) and
also from traditional enterprise data sources
such as databases, datawarehouses, CRM,
billing, rating, network, inventory and other
BSS and OSS systems. It addresses the key
challenges enterprises face with data-in-
motionincluding:

e Ingesting and enriching real-time data
streaming at high volume and high scale

e Driving stream processing and predictive
analytics on high-speed data-in-motion
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e Tracking data provenance and lineage of
streaming data

e Managing and monitoring edge
applications and streaming sources

Hereis a primer on Cloudera Data Flow and

key capabilities.

2. Enrich

Preparing data for analysis and insights is the
foundation of any data-driven exercise and
Cloudera Data Engineering helps enrich,
transform, and cleanse a wide variety of data
and makesit easier than everto create and
execute end-to-end data pipelines.

You can enrich the data, build and manage
end-to-end data pipelines, and make it
available via Cloudera’s Shared Data
Experience (SDX) for machine learning or
operational and analytic use cases. For
operations, this means delivering real-time
businessinformation blended with
additional data sets that lend context for
decision makers. The underlying platform
also provides the ability to execute a wide
range of data processing workloads in an
extremely high-performance manner
including batch and real-time stream
processing using Apache Spark and Spark
Streaming, supported by storage options
like Apache HBase, Apache Kudu and cloud
object storage.

Learn more about Critical Success Factors
for an Enterprise Data Strategy.
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3. Report

Cloudera offers the flexibility to run
multiple analytical options to drive
insights, intelligence, and action from all
data. Depending on the business needs,
organizations can analyze datain a variety
of waysincluding — interactive SQL, text
search, integration with leading Bl and
visualization tools, or perform advanced
analytics and machine learning.

Traditional data warehouses are inadequate
to meet theincreased scale, economics,
and analytics demands that today’s Telcos
are experiencing. Cloudera Data Warehouse
is an auto-scaling, highly concurrent and
cost effective analytics service that ingests
high scale data anywhere, from structured,
unstructured and edge sources. It supports
hybrid and multi-cloud infrastructure
models by seamlessly moving workloads
between on-premises and any cloud for
reports, dashboards, ad-hoc and advanced
analytics, including Al, with consistent
security and governance. Cloudera Data
Warehouse offers zero query wait times,
reduced IT costs and agile delivery.

To learn more, check out ouron-
demand webinar on Fundamentals
of aModern Data Warehouse.
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4. Serve

The Cloudera Operational Database
serves traditional structured data alongside
new unstructured data within a unified
end-to-end open-source platform.
Cloudera Operational DB enables stream
processing and real-time analytics on
continuously changing data, ensuring
the latest data and analysis canbe
injected into decision making. Users can
serve real-time data at scale, with high
concurrency and low latency. They can
serve up data science at scalein orderto
easily build, score, and deploy machine
learning models into production.

To learnmore, please read our whitepaper on
Building Mission-Critical Applications with
Cloudera Operational Database.

5. Predict

CSPs canclose theloop onthe Data
Lifecycle by using Cloudera Al to make
predictions thatin turn drive key business
outcomes. Cloudera Al can help CSPs
accelerate enterprise data science from
research to production at scale with self-
service, collaborative workflows for building
and operationalizing machine learning
models andinteractive, visual applications.
Rapidly onboard new data science teams
without interrupting business workloads,
giving data science teams on-demand
access to governed business data, open
tools and autoscaling computing resources
forend-to-end ML without waiting. Using
Python, R, and Scala directly in the web
browser, Cloudera Al delivers a powerful
self-service experience for data science
teams to develop and prototype new
machine learning capabilities and easily
deploy them to production.

Learn more about How to Operationalize
Enterprise Machine Learning.
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Data Security & Compliance:

All of this needs to be underpinned by
best-in-class enterprise grade data security,
governance and compliance capabilities.
Cloudera SDX provides this enterprise wide
data security and governance fabric that
binds the datalifecycle. SDX enables data
and metadata security and governance
policies to be set once and automatically
enforced across the datalifecyclein hybrid,
private or multi-cloud environments,
delivering safe and compliant data access
across the organization.

Tolearnmore, read this 451 Researchreport
on Cloudera SDX.
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Drive Insights and Business Outcomes

Thus Cloudera helps deliver insights and
business outcomes by enabling the
end-to-end lifecycle from dataingest to
insight, thereby powering a wide variety of
use cases. Organizations can deploy some
of the data-driven use cases directly using
the platform orrun yourin-house or best-
of-breed applications on top of Cloudera
by utilizing all of the data in the platformto
enable compelling analytics and use cases
that your business demands.

To learn more watch our on-demand webinar
on Data-Driven Transformation for Telcos -
Key Use Cases & Examples.

P
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The Cloudera Platform

Clouderais the industry’s first true hybrid
platform, offering a fullrange of analytic
capabilities from the Edge to Al. Cloudera
delivers powerful self-service analytics
across hybrid and multi-cloud environments,
along with sophisticated and granular
security and governance policies that IT

and dataleaders demand. And it’s built
100% on open source.

Cloudera SDX provides enterprise-grade
security and governance on all data
including metadata, with dedicated,
integratedinterfaces to manageit. Data
security, governance, and control policies
canbe setonce and consistently enforced
everywhere, reducing operational costs and
business risks while also enabling complete
infrastructure choice and flexibility.

Cloudera alsoincludes a unified control
plane to manage infrastructure, data, and
analytic workloads across hybrid and multi-
cloud environments. The platform can also
connect and power all yourin-house or
best-of-breed applications to enable some
of the most compelling use cases.

Cloudera makes it easy to say yes to any
analytic workload from the Edge to Al all with
enterprise-grade security and governance.
Yes to the analytics your people want to use.
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Yes to operating on any cloud your business
requires. Yes to the future with a cloud-
native platform that flexes to meet your
needs today and tomorrow. Say yes to
Cloudera, and say goodbye to shadow IT.
Clouderais notlike anything you’'ve seen
before — Itis the industry’s first true

hybrid platform.

Get anexclusive look at

the new Cloudera Platform
andlearn more about how
Clouderais transforming the
telecommunications industry.
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About Cloudera A .

Clouderais the only true hybrid platform for data, analytics, and Al. With 100x more data under
management than other cloud-only vendors, Cloudera empowers global enterprises to
transform data of all types, on any public or private cloud, into valuable, trusted insights. Our

open datalakehouse delivers scalable and secure data management with portable cloud-
native analytics, enabling customers to bring GenAl models to their data while maintaining
privacy and ensuring responsible, reliable Al deployments. The world’s largest brands in
financial services, insurance, media, manufacturing, and government rely on Cloudera to be
able to use their data to solve the impossible—today and in the future.

Tolearn more, visit Cloudera.com and follow us on LinkedIn and X. Cloudera and associated
marks are trademarks orregistered trademarks of Cloudera, Inc. All other company and
product names may be trademarks of theirrespective owners.
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