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DIGITALTRANSFORMATION

Three Ways Digital Transformation
Thwarts Government Fraud

Digital transformation opens new channels for providing and consuming services;
thisjourneyis fundamentally changing the end-user experience. Evolving technology,
expectations, and the threatlandscape also have profound effects onthe operations
of customer-facing organizations, including government agencies providing

citizen services.

Inboth finance and the public sector, sensitive data such as personally identifiable
information orfinancialrecords are necessary forinstitutions to provide services
—butthey’re also prime targets forfraud and theft carried out online. However,

with theright security architectures, protective measures, and expertise, banks,
regulators, and government agencies alike can betterdeter fraud and financial crime.
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Pro: Masses of end-users’ datais online, soit’s easier to offer better,
tailored services.

Con: Masses of end-users’ datais online, soit’s easier to use for
nefarious purposes.

The federal government’s emerging requirements forimproved citizen experience
have agency leaderslookingtoindustry forways to be customer-friendly. Want to
accessyouraccounts, renew yourtags, apply foraloan, orreach alive person?
Yourbank’s app onyourphone cando much of thatinaninstant,and agencies

are catchingup.

Butthatease of accesscanalsobe afforded to someone pretending to be you

— orsomeone who doesn’t even exist. Aftermonths oryears, a fake persona created
through datafound online canaccessuntold money through creditlines orloans.
Inthe public sector, fake personas canbe used forsmaller-scale financial crimes like
payroll fraud — orworse, particularly atlarger organizations.

Money launderingis a chief concern: Forexample, it’s how criminals profit from the
$150 billion-per-yearforced-laborindustry. It's also heavily used to finance terrorist
activities. The push to orientaround consumers has created countless new end points,
and as aresult, systems are straining under the weight of billions of dollars’ worth of
malicious behavior.
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All that data produces substantial gains.

What customers buy (and when, where, and how), citizens’ interactions with
governmentinstitutions, and a host of otheronline behaviors generate volumes of
datathat canpaintacomprehensive picture — especially whenit’s layered with other
information, such as bills, bank accounts, carinsurance, or most-visited websites.

Allof that dataisaboonforgovernmentagencies embracing the technological
curve, tracking citizen activity to bettermeet theirneeds and monitoring network
activity to detect anomalous behaviors. The latter goals may vary by agency — they
may be seeking terrorsuspects, human traffickers, orfederal employees engaging
incorruption — butthey’re using the same tools: hackathons, data analytics, and
advanced algorithms, toname afew.

Asignificant hurdle, though, is that public- and private-sector organizations often

rely on databasesthat only store months’ worth of data. But these crimes can span
years, and those high-tech tools only work if applied to massive pools of diverse

data capturinglong-term transaction histories. Inthe case of atleast one Cloudera
customer, afterinstituting amore-comprehensive solution throughwhich years’ worth
of network activity could be accessed, processed, and analyzed, the organization
discoveredabillion-dollar fraud scheme that had beenunderway foryears.
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Making sense of it all canimprove government — and help prevent
financial crime.

Whetheryou’re abank, aregulatory body ora government agency, no matterhow
muchyou’reinvestingin security, there’s always more to do. Not only are threat actors
becoming more sophisticated, digital transformation and the customerjourney
continue to evolve. While the data deluge can be overwhelming, organizations can

use those mass quantities of information to understand their networks and consumers,
to balance the end-userexperience and the expanding threat landscape, and to
safeguard against fraud and other financial crimes.
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Here are afew ways Cloudera

solutions can help do that:

« Createdatalakesunderforward-
leaning architectures that offer
large-scale storage. Thesecan
thenbeusedtosearch, analyze,
reporton, andimprove the citizen
experience aswellas theinstitution’s
security — andreputation.

o Augment existing networks
and systems withopen source
technology thatis constantly
evolving andimproving, offering
cutting-edge algorithms that can
detectanomalous behavior.

o Understand how datamovesthrough
anorganization. Think of itlike the
food supply chain: Where does the
dataoriginate,and where doesitgo
fromthere? Whathappenstoitalong
the way? Who can touchit? Like the
food supply chain, dataprovenance
andlineage are sensitive.

o Institute avariety of defenses.
We know by now that perimeter
defense alone cannot provide
adequate security; layered network
defensesthat extend to end points
are critical. Equallyimportantis the
ability to performinternal analyses,
includingonemployees andrelevant
individuals. Many breaches start
internally, soincluding everyone
andeverythingthat canfactorinto
security helps maintain aholistic
picture and stronger, proactive
defenses going forward.
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