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A Global View

Introduction

The telecommunications (telco) industry has influence over much of ourlives —
especially since the start of the pandemic. The accelerated digital transformation
and changed consumerbehaviorhas made reliability and resilience primary
considerations when selectinga communications provider. With the rollout of 5G
andvirtualized networkinfrastructure, the telcoindustryis addingrobust enterprise
networking offerings to the virtual portfolio.

Forthe average consumer, connectivity too has become so critical that any hiccups
inservice levels become non-negotiable. Faced with the ever-increasing volumes of
data, the future leaders of the telco industry willundoubtedly be organizations which
cancohesively pull alldataand workloads togetherin a unified data cloud architecture.

This executive summary takes a deeperanalysis of the telcoindustry based oninsights
fromour2021“Cloudera Enterprise Data Maturity Report: ldentifying the Business
Impact of an Enterprise Data Strategy”.

The key takeaways fromtheresearch are as such:
o Customer-centricityis at the top of telco’s dataagenda.
o Thetelcoindustryreportsalargevariety ofinnovative analyticalmethods and toolsused.

o Organizations are adopting enterprise data strategies, andreport areas of much
neededimprovements to optimize theirdata.

o Organizations that leverage True Hybrid Platform capabilities create opportunities
fornew business frontiersin a hybrid world.
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Priorities When Managing Datain the Telco Industry —
Customer Centricity is Key

Smartphones, tablets, andlaptops have greatly increased the amount of data generated
ontelecomoperators’ networks. This massive volume makes the telco industry one of
thelargest dataaggregatorsinthe world. Inthis post-pandemic landscape, using data
is crucial to establishing and maintaining a competitive advantage.

Data analytics can help an organizationunderstand and optimize the customer
experience while aiding with service assurance. By employing advanced analytics
and machine learning (ML) across the infrastructure, organizations have a clearview
of repeating patterns and can effectively apply predictive maintenance. Applying
machine learning and artificial intelligence also allows organizations to identify
network problems before customers notice them and can detect fraud patterns and
real-time threats before the businessis affected.

It, therefore, comes asno surprise that customer centricity is key for the telcoindustry

— with customerand prospect data (60%), connected sentiment data (58%), and
connected productdata(52%) being the most used data sources. A quarter (25%) of
organizations are currently using all three of these data sources simultaneously. While
changing customerbehavior providesincreasingly complex data, new opportunities
tomeet customerneeds emerge. Thisis particularlyimportant across the telco
industry, to give organizations a unified view of their customer data across the business
andwithindepartments. Thisis furtherreiterated by those that use dataand analytics to
improve the customer experience and satisfaction (54%) — engaging with customer
centric data sources will pave the way for organizations to be able toimprove the
overall experience.

Apartfromthe customerexperience, security and governanceis also a priority for
telco organizationswhenit comes to managing the datalifecycle. Surveyed telco
organizations demonstrate engaging with several stages across the datalifecycle
process. Notably, data collection (66%), security and governance (62%), as well as
predictive analytics (60%) are the main areas utilized in this context. Data digestion
and monitoring atthe Edge is of course essential with the sheervolume of data these
organizations willbe expected to manage on afrequent basis.

It’s also critical to protect such data, with anintegrated set of security, management
and governance technologies across the entire datalifecycle. Thisis especially
important when considering privacy concerns when moving workloads and data sets
beyond the firewall and/or out of the country fromwhich they’re hosted. The transfer
of Personally Identifiable Information (PIl), and data from enterprise end-customers
relatingto network services canresultin detrimentalimpacts if compromised, and
organizations should strive to manage data andits security with confidence. It’s positive
then, that more than a third (39%) of IT decision makers (ITDMs)inthe telco industry
have completely achieved having the necessary enterprise-grade standardsinplace
forsecurity, back-up, and disasterrecovery across all environments.
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Innovative Analytical Tools and Methods are a
Priority When It Comes To Data Management

The telcoindustry reported alarge variety of innovative
analyticalmethods andtoolsused, such as data science (64%),
Internet of Things (loT) and Edge device management (58%),
aswellasArtificial Intelligence (Al)and machine learning (57%).
With therapidrise of technologies such as smartwatches,
fitness trackers and mobile devices, telco companies are
flooded with masses of data every day. Telco organizations are
leveraging these broad-basedintegrated datathat they have
accessto, totrain highly accurate Almodels executing across
the business, from predictive maintenance andintelligent
anomaly detectiononthe network, to preemptive customer
support and lifetime value optimization.!

Telco organizations are adopting these innovative analytical
methods and tools for the followingreasons:

o To effectively collect, manage and analyze vast volumes
of data across multiple sources and locations to make
better and fasterinformed business decisions. Almost all
(98%) senior decision maker(SDM)respondents across the
industry report that their organizationrequires datain either
real-time or atleast nearreal-time in order to make business
critical decisions.

o Toenhance delivery of real-time businessinsights.
Surveyed telco organizations (84%) report the valuable
nature behind deliveringreal-time businessinsights through
technologies such as Al —which we’re already seeingin
terms of analytical tools and methods currently used. When
considering the next generation of mobile connectivity for
example, the need to process data quickly makes alot of
sense. Withthe move to new 5G networks and plans to evolve
throughdigital transformation, telco organizations need
accurate oversight of their data.

o Tosupportself-servereporting analytics suchasAl.
Organizations’ progression towards the monetization of data
isreflected by their current abilities to support self-serve
reporting analytics. Two fifths (40%) of ITDMsreport they
have completely achieved providing allrelevant business
groups withaccess to centralized analytics tools and support
suited fortheirown analysis andreporting needs. From their
ownperspective, more thanthreeinten (32%) surveyed SDMs
report completely achieving this self-serve capability.

The Critical Nature of Effective Enterprise
Data Strategies in the Telco Industry

The majority (85%) of ITDMs and nearly eightinten (79%) of
SDMs organizations across the telco industry report currently
having enterprise data strategiesinplace. Telco businesses
wantto domore with theirdataand having enterprise data
strategiesinplace pushesthemone step furthertowards
having good quality data at theirfingertips. Aimost half (49%)
of ITDMs alsorecognize theircurrent enterprise data strategies
asvery effective, with the remaining proportion of surveyed
respondentsinthe telcoindustry reportingimprovements
tobemade.

Telcos are among the largest aggregators of data, and this will
only grow as 5G-powered applications willlead to an influx of
datafromthe networkand connected devices. Beingable touse
this data effectively to generateinsightsisimportant as data
sources are many and varied, and often spread across multiple
environments. Data can come from the networkitself toits
management systems, through Business Support Systems (BSS)
including billing and care, to marketing automation environ-
ments that combine multiple cloud services and applications
withinterfaces, to product catalogue and campaign manage-
ment solutions. These areinturn distributed across on-premise,
private and public clouds, some visible at aninfrastructure level
to the enterprise architect and some buriedin an Original
Equipment Manufacturer (OEM).

Almost all (97%) surveyed ITDMs from telco organizations report
arealm of challenges whenit comes to their current enterprise
data strategies, demonstrating anotable need toimprovein
orderto getthe most out of such strategies.

Challenges with enterprise data strategies:

* The high cost of management solutionsis a key challenge
fortwo fifths (40%) of ITDMs, and as such, without having
the ability to fund these solutions, businesses willbe lagging
behindinterms of optimizing datamanagement. This, paired
with growing data volumes many within theindustry are
experiencing, creates a snowball of further challenges.

o Lack of effective processes and systemsinplace: With
growing datavolumes (36%), and the inability toinvestin
solutions to manage this, comes alack of effective processes
andsystemsinplace (37%), and poorer quality of data (33%).
It goes without saying that organizations that currently
experience these challengeswillnotbe getting the most
out of theirdatatoimprove the customerexperience. These
numbers also highlight the importance of data governance,
where an established system comprising people, processes
andtechnology ensures the properand consistent handling
of data across the organization.

' https://blog.cloudera.com/telecommunications-and-the-hybrid-data-cloud/
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o Growingdatavolumes: Almost sixinten(59%)ITDMs
within the industry alsoreport that their organizations are
not coping extremely well with the volumes of data they’re
expected tomanage - furtherevidence of where pinch
points are currently experienced. Thisinturnhas aknock-on
effect onothercoping abilities with data.

Similartrends are seenwhen assessing organizations’ ability
to cope withthe frequency of data (60%), variety (57%), the
trustworthiness (57%), and mostimportantly, the ability to
use datatoinformbusiness critical decisions (64%). The telco
industryisrequired to make business critical decisions daily
and areresponsible forrolling out the likes of the next
generation of networks and mobile technologies. Without
being able to cope with the data that they’re faced with, it’s
virtuallyimpossible to make the best, informed decisions
moving forward.

Organizations that Leverage True Hybrid
Platform Management Capabilities Create
Opportunity for New Business Frontiersin
a Hybrid World

Theway that data, infrastructure and workisto be managedin
the future willbe hybrid. Organizations are planning to move
furthertowards hybrid multi-cloud to bettermanage dataand
supportitsworkforceinthe nearfuture. This gives organizations
the agility that they desire, particularly when thinking about the
needto process data quickly and efficiently across anumber of
differentenvironments.

To achieve these outcomes with their data, businesses are
increasingly moving theirworkloads to the cloud. Cloud
enablesbetterintegration across business operations and
supports anagile businessintelligence model — something
that’simportantacross the industry when thinking about multi-
access edge computing forexample. Thisis essentialin the
interests of improving risk management, gaining quick customer
insights and seeking opportunities ahead of competitors.
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More than two fifths (44%) of ITDMs surveyed across this
industry havereported anincreaseinspend across supporting
changingwork environments (e.g., hybrid working). There has
alsobeenanincreased spendsince the start of the pandemic
insupportingdigital transformationinitiatives forjustunderhalf
(49%) of surveyed ITDMs’ organizations, such as hybrid multi-
cloud architecture, and data and analytics solutions.

The hybrid future outlines the need for a hybrid, multi-cloud
dataarchitecture (knownas a true hybrid platform). The majority
(87%) of ITDMs agree that organizations thatimplement
ahybrid architecture as part of its data strategy willgaina
competitive advantage.

Supported by a set of integrated capabilities, a True Hybrid
Platformis able to help organizations navigate in the hetero-
geneouslandscape. However, there are anumber of areas
inwhich telco organizations could be doing more to get the
most of this:

+ Leveraging solutions optimized for speed and access:
ITDMsreport gaps here across on-premise and public/
private cloudinfrastructure — a capability whichis essential
interms of being able to combine, manage and transfer
data forbusinessinsights.

+ Refining new business models: Organizations could also be
doingmore toroutinely and formally evaluate and optimize
processes torefine new business models that emerge from
dataandanalytics; anareawhere SDMs alsoreportroom for
their organizations toimprove. Just being able torecognize
atleast one newrevenue stream orbusiness model from data
and analytics could see telco organizations boost their
positioninahighly competitive market.

o Assurances of heightened security: SDMs highlight areas
toimproveinregardto havingpeace of mindwhenitcomesto
security, back-up and disasterrecoveryif and whenis needed.
As previously uncovered, this capability is particularly important
inthe context of the telcoindustry and the Plland data.



Organizations’ Current Capabilities in Relation to the True Hybrid Platform:

NOT
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NOT
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ACHIEVED

35% 65%

Leveraging solutions optimized for
speedandaccessacross on-premise
and public/private cloudinfrastructure.

Allrelevant business groups have
accesstocentralized analytics
tools and supportideally suited for
the needs of theirown analysis and
reporting.

40% 60%

Weroutinely and formally evaluate
and optimize ourprocesstorefine o o
35% 65%

new business models thatemerge
fromdataandanalytics.

Having big datainfrastructure that

iscentralized and tightly integrated
across the organization, allowing o o
business divisions/departments to 36 /o 64 /o

alignpriorities with the organization’s
dataroadmap.

Having the necessary enterprise-
grade standardsin place forsecurity, 90 (o)
39% 61%

back-up, and disasterrecovery
across allenvironments.

We maintainaperformance measure-
mentstandard forapplyingdata 39 O/ 6-' O/
servicestoouroperations, at speed. o o
Ourbusinessdivision/ department
membershave accesstodata

and are able torundataanalytics
and generateinsightsreports
themselves.

32% 68%

Ourbusinesshasrealized atleast
onenewrevenue streamorbusiness
model from dataand analytics.

21% 79%

Weregularly align our business
division/department priorities with
the organization’s dataroadmap.

45% 55%

Ourbusiness division/ department
has peace of mindwhenitcomes 90 o
19% 81%

to security, back-up and disaster
recoveryif andwhenisneeded.

Figure one: To what extent has your organization achieved the following capabilities? [Base size in table], “Not completely achieved” isbased on the
sum of “Mostly achieved”, “Somewhat achieved” and “Notin place”, showing global telco scores, omitting some answer options

While the majority of telco organizationsreport having enterprise data strategiesinplace, thereis anoticeable misalignment
between SDMs andITDMswhenit comesto theirorganizations’ achievements with True Hybrid Platform management capabilities.
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Opportunities for SDMs and ITDMs to better align expectationsin terms of security,
businessmodels and accessto centralized analytics tools to support self-servereporting:

o Security: Acrossparticularareas, ITDMs appearto be more optimisticandrecognize
greaterachievements whenit comesto theirorganizations’ True Hybrid Platform
capabilities. Forexample, having the necessary enterprise-grade standardsinplace
forsecurity, back-up and disasterrecovery across all environments. This capability
is critical, particularly when considering the security vulnerabilities across the
industry, with masses of personalusage and customer data exchanged frequently.
89% of SDMs and 80% of ITDMs agree that having secure, centralized governance
and compliance overthe entire datalifecycleis highly beneficial whenhandling
and managing data. What’s concerningis that SDMsrecognize that theirbusiness
divisions haven’'t completely achieved this capability, and without all departments

Methodology

Thisreport specifically focusesonthe
analysis of the telco (telecommun-
ications)industry which consisted of
2811TDMs and 62 SDMs. Respondents
were from organizations with1,000 or
more employees across both public
and private sectors.

Allinterviews were conductedusinga
rigorous multi-level screening process
toensure thatonly suitable candidates
were giventhe opportunity to participate.

within the organizationbeing alignedinthis area, there’s likely to be security gaps
which could be detrimental to the business.

o Business models: As covered previously, bothITDMs and SDMsreportaneedto
notably improve capabilitiesin terms of leveraging business models from dataand
analytics, butit’s SDMswho highlight this, more so than ITDMs.

o Datademocracy: ITDMs are also more likely to report that their organizations have
completely achieved all business groups having access to centralized analytics
tools and supportwhichisideally suited forthe needs of theirown analysis and
reporting. The disparity between this and the views of SDMs suggests that perhaps
IT departments don’thave the level of visibility required to ensure that all are able to
have accesstothe datatheyneedandtakereportinginto theirownhands.

Althoughthere’s aglimmerof optimismin terms of organizations’ current capabilities,
there’sanevidentneedtoimproveinorderto getthe most out of theirdata. Organizations
thatrecognize these areas and strive to address them, will see notable and positive
differencestohow theirdatais managedand utilized toinformbusiness critical decisions.

Conclusion

The telcoindustry engages with data and analytics, putting the customer at the center.
Indoing so, they’re able to progress to product and service development, the moneti-
zation of data, adoption of new technologies and networks such as 5G, and aid digital
transformation efforts.

With this comes challenges and areas where notable improvements canbe made to
best optimize theirdata, thus abilities to drive effective business critical decisions.
Improving the effectiveness of enterprise data strategiesis agood place to startand
ensures that organizations aren’t limiting potential. Telco organizations that embrace
transformation fueled by data will develop the agility and a competitive advantage to
excelinthe future.
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