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Data-In-Motion Philosophy

A blueprint for enterprise-wide streaming
data architecture

Don’t Let Your End-to-End Streaming Architecture Fall Short

[t'snotenoughtohave the best messaging solution atthe heart of yourend-to-end
streaming architecture. We've learned that as aresult of supporting our customers
throughtheirdatajourneys. Flow management, along with stream processing and
analytics, are two additional tenets that need to be unified with streams messaging
capabilities. These three tenets, if properly integrated will ensure a sustainable,
scalable,and adaptable end-to-end streaming architecture. Like a three legged stool,
one weak tenet can make the entire structure fall short.

This solution brief describes Cloudera’s data-in-motion philosophy andismeantas a
blueprint to help business and technology decision makers evaluate and simplify their
approachto streaming data across theirenterprise.

Streaming Architecture in Context

Below we have listed the three tenets that together provide a unified end-to-end

streaming architecture.

e Flow management, broadly speaking, refers to the collection, distribution, and
transformation of data across multiple points of producers and consumers

e Streams messagingis the provisioning and distribution of messages between
producers and consumers

e Stream processing and analyticsis how you generatereal-time analyticalinsights
fromthe data streaming between producers and consumers

Key Tenents of a Streaming Architecture
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Cloudera’s data-in-motion philosophyisrootedinthe complementary powers that
are brought to the table by Apache NiFifor low management, Apache Kafka for
streams messaging, and Apache Flink for stream processing and analytics.
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SOLUTIONBRIEF

RealLife Data-in-Motion

Below describes how the data-in-
motion capabilities describedin this
solutionbrief have been successfully
applied by a Cloudera customer,
end-to-end.

Aglobalmedical device manufacturer
successfullymodernized their
messaging architecture to supporta
new line of implantable medical devices
that generate more data, more often,
andatahigherresolutionthan

previous products.

o Flowmanagement —Duetothe
private nature of medical data, the
data flow was complex, requiringin
motionand atrestencryption. NiFi’s
no code userinterface enabledthe
initiative tobe 100% business driven,
only engaging the technology teams
asneeded.

e Streamsmessaging — Messaging
volume jumped from quarterly
reporting of device status toreal-
time health monitoring. Kafka
enabledthe businesstoscale that
volume across multiple on premises
and cloud environments.

e Streamprocessingandanalytics —
The company had to transition from
batchtoreal-time data processing.
Flink handles bothmodels along
with complexevent processing that
isplannedforthe nearfuture. The
company, therefore, only needs
toadoptandsupportonetype
of stream processingand
analyticsengine.




Data-in-Motion Philosophy

Clouderabelieves that a holistic end-to-end data pipeline must leverage best-in-
classcompute engines fortheirrespective tenets. Additionally, highlevel platform
abstractions should handle the complexities of connecting and managing enginesin
the background, so thatusers canfocus onbusinesslogic. Clouderarealizes that two
part philosophy as follows:

1. ClouderaData Flow is the data-in-motion platform that supports the entire
streaming datajourney andintegrates all three tenets from:

o Datacapture and flowmanagement atthe edge; to
e Provisioning that data directly to/fromyour Kafka messaging backbone; and/or
e Streamprocessingand analytics

2.Shared Data Experience (SDX) provides acommon set of integrated services,
including unified security and governance across data centers and cloud
environments (see The Shared Data Experience onpage 5).

The Limits of ‘Messaging as the Center of Everything’

Ascalable messaging solution at the heart of yourend-to-end architecture is
important butit’snotenoughto handle advancedreal-time use cases orthe technical
and operational data movement requirements of expanding enterprises.

Inresponse toreal-time business demands, technology teams have been pivoting
fromlarge monolithic database architecturesto eventdriven applications and
microservices design. Inaddition to analytics on data atrest, more and more
decisioningisbeing derived directly fromreal-time data streams.

Kafka has emerged as the single central backbone of streaming architectures for
large organizations and forgoodreason. It addresses the fundamental challenges -

The Flow Management
Customer Journey

Our flow managementjourney with our
customers goes backmany years.

What started outas abetterway to
ingest datainto a date lake evolved
toaddressscalable streaming event
architecturerequirements andthento
letcustomerstapintoandrunanalytics
onthose streams.

We list the stages below that highlights
how best-in-class compute engines
became ourdata-in-motionvision.

1. NiFifirstdeployedto enable codeless
datalakeingestion. Lateritisapplied
to federated clusters to enable full
enterprise datamovement.

2.Kafkaisintegrated with NiFias the
primary messaging substrate to
supportscalable eventarchitectures.

3.Flinkintroduced a third generation
stream processing and analytics
engine to enablereal-time
processing as easily as batch.

4.Integrationwith Clouderacreates a
flexible platform as aservice (PaaS)
through a shared data experience.

of scalability andis highly optimized forboth ad-hoc and sustained exchange of
messages. However, itdoesnot address the challengesrelated toingesting real-time
datafromvarious sources orgeneratingreal-time insights onthe data asitis being
streamed. Those are best addressed by a combination of flow managementand
stream processing and analytics capabilitiesin your streaming architecture.

Key Considerations for Flow Management

There are threeimportant aspects to consider when evaluating your flow management
needs. They are: extensible tooling, ease of use, and data provenance. Apache NiFi
isareal-timeintegrated datalogistics and simple event processing platform that
inherently addresses all three.

Extensible Tooling

Thelifecycle of data, from where itis produced to points of consumption, can span
vast geographic borders and security boundaries. Forexample, sensor data may
needtoberouted sequentially orin parallel toregional business centers, commercial
partners, and global headquarters for differentreasons. Some of that data may be
sensitive and need to be sequestered or filtered out. Organizational dynamics offer
anotherlevel of complexity as data producers and consumers are added, removed,
modified, orredesigned ad-hoc.

The toolingneeded to address varied and unique data flow scenarios needs tobe
flexible and extensible. NiFl does this by acting onbehalf of data sources and targets
that are at vastly different pointsin the enterprise and differentlevels of maturity. Itis
datasource agnostic and canhandle disparate and distributed sources of differing
formats, schemas, protocols, speeds, and sizes.

Machine sensors, geolocation devices, click streams, files, social feeds, logfiles,
videos,and more all fallunderthe NiFipurview. Simple event processing like
combining streams and enriching or filtering data are also handled by NiFi.

Data-in-Motion Philosophy Solution Brief




Data Provenance

The dataintegration complexities described above also make it extraordinarily hard
fororganizationstounderstand the origin and attribution of data asit moves
throughout the enterprise. This conceptis generally referred to as data provenance
andis acritical top-of-mindissue for CDOs and CISOs. At any pointintime, they need
to countontheirteamsbeing able to explain exactly how any data point was affected
by any system.

Dataprovenanceisinherentto NiFlbecauseit naturally generates datalineage
informationin everything thatit does atavery fine grainedlevel thatrecords changes
before and afteranevent.

Since NiFicontrols the data flow between producers and consumers, enterprise-wide
end-to-enddatalineageis captured. Beyond data governance and security value,
NiFiexpands operational awareness of which and how systems communicate and the
latencyinbetween. Thatis very powerful.

Ease of Use

Subject matterexperts who lead business solutions and understand end-to-end data
flow may notknow how to write good code. For thisreason, NiFimakes the integration
work described above approachable through ano-code, drag-and-drop interface.
The experienceisinteractive because the orchestration flows they build translate into
real functions that affectreal data inreal-time.

Yourteam can quickly build powerful data flows because the subject matterexperts
have veryrealandtactile feedback as to what does and doesn’t work.

Additionally, with 300+ pre-built processors, you have the capability to seamlessly
connect any datasource to any target with simplicity and ease.

Full Visibility of Streams Messaging

The Streams Messaging
Customer Journey

Interviews withtop Cloudera Kafka
customers madeit clearthat thelack
of visibility across Kafka clusters was
a huge problem. Wereferto this as
“KafkaBlindness”.

Inresponse, Clouderadevelopeda
unified toolset (see Full Visibility of
Streams Messaging on this page) to
solve the unique challenges of teams
across the enterprise, including:

o Kafkaplatformoperationsteams
now have visibility ata clusterand
brokerlevel, the effects of the broker
ontheinfrastructure, andviceversa.

o KafkaDevOpsandapplication
teams canfully visualize how data
flows between producers, brokers,
topics, and consumers and monitor
the key performance metrics of each.

e Governance and security teams
have full transparency around chain
of custody, audit, metadata, access
control,and datalineage.

Foradetailed overview of how
Clouderacured “KafkaBlindness”, see
the white paper, “Manage, Monitorand
Replicate Apache Kafka Across the
Enterprise and Cloud.”

The streams messaging tenetrequires high scalability and stability and the best-in-
classcompute engineinthat spaceis Apache Kafka. Kafkahas emerged as the single
centralbackbone of streaming architectures forlarge organizations, igniting data-in-
motioninnovations across financial services, telecommunications, manufacturing,
and numerous otherindustries.

Clouderais dedicated to the Kafka community and continues to be actively involved
with deep engineeringrelationships that have led to criticalinnovations and product
improvements.

As part of the Cloudera Data Flow data-in-motion platform, Cloudera provides an
entire ecosystem of components that support and enhance high performing Kafka
environments, some of which are described below.

e Cloudera Streams Messaging Manager (SMM) s a single monitoring/management
dashboardthat provides end-to-endvisibility into how data moves across Kafka
clustersbetween producers, brokers, topics, and consumers.

o Aspartofaunifiedtoolset, directlyincorporatedinto SMMis the Streams
Replication Manager (SRM). SRMis an enterprise-grade cross-cluster Kafka topic
replication solutionthat enables yourteamsto ensure business continuity and high
availability foryour streaming architecture.

e SchemaRegistry enablesyourteamsto safely mitigate interruptions that occur
due to schemamismatches. It manages, shares, and supports the evolution of all
producerand consumer schemas across the Kafkalandscape.

e Cruise Controlis aKafkaload balancingcomponentusedinlarge Kafka
installations. While automatically balancing partitions based onuser defined goals,
Cruise Control also detects and actively addresses anomalies.
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Stream Processing and Analytics With Loads of Control

and Options

The third tenet of capabilitiesis stream processing and analytics. While the first two
tenets provide apowerful way to move, provision, andreplicate streaming datawith
fullvisibility and provenance, that data also needs to be processedinreal-time to get
actionableintelligence forbusiness decisions.

Our customers, through their data-in-motion journey, realized that they need a best-
in-class stream processing and analytics engine that covers the fullrange of data
pipelinerequirements.Thatis why Apache Flinkhasbeenincorporatedinto Cloudera
DataFlow (see The Stream Processing and Analytics Customer Journey on page 4).

ApacheFlinkis adistributed processing engine and a scalable data analytics
framework that can process millions of data points orcomplex events very easily and
deliverpredictiveinsightsinreal-time. Itis best-in-class becauseit gives youloads
of technological and operational control to address some of the more sophisticated
analyticuse cases.

Flink has a streaming-first (over batch) approach to processing high-volume streams
of data athigh-scale, while supporting key features such as stateful streaming,
exactly-once delivery, built-infault tolerance/resilience, and advanced windowing
techniques. Flink canprocessreal-time dataasitis generated aswell as store datain
storage filesystems, public cloud object stores, orotherdurable repositories.

Fromanease of use perspective, Cloudera SQL Stream Builderenables developers,
analysts and data scientists to write streaming applications usingindustry-standard
SQL. It provides aninteractive experience so the development processis quick, easy,
and productive. It provides an advanced materialized view engine to interface with
applications, tooling, and services via REST so theresults arereported through alerts,
visualization dashboard, and otheranalytics applicationsinreal-time.

Below are afewreasons why some of the biggest brand name companies have already
investedinlarge deployments of Flink for theirreal-time stream processing and
analyticsneeds.

o Flexibility across microservices, batch, and streaming use casesisrequired

o Highthroughputisnecessary

e Lowlatencyiscrucial

o Advanced state capabilities like complex event processing are needed

o Operational efficiencyisasimportant astechnical capabilities

o Easeofuseandscalabilityisimportantto encourage adoption across the enterprise

e Developersdon’tneedtounderstandthe Javaand Scalaprograminglanguages and
complexities of watermarks

Flinkis anintegral component of Cloudera’s data-in-motion philosophy and as suchit
will fullyintegrate into your organization’s security framework, operational processes,
and support structure.
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The Stream Processing and
Analytics Customer Journey

At Stage 3 of The Data Flow Customer
Journey (see The Flow Management
CustomerJourney onpage 2),
customers had an easy way to move
dataacrossthe enterprise with NiFi
andbecameintegrated with Kafka as
the scalable event/streams messaging
architecture. Now they need to tap
into those streams to extractreal-time
insights.

While Cloudera supported Spark
Structured Streaming and Kafka
Streams, they didn’taddress the
challenges of late ormissing data,
complexeventprocessing, orensuring
resilience, high availability, andno
dataloss.

Recently, Apache Flinkemerged as the
3rdgeneration stream processing and
analyticsengine thataddresses those
complexanalytics needs andhas since
beenintroducedinto Cloudera’s data-
in-motion portfolio.

LearnaboutFlink’s capabilities and
the technicaland operational factors
thatare crucialinselectingastream
processing and analyticsengine, see
analytics engine with this white paper,
“Choose the Right Stream Processing
EngineforYourDataNeeds.”




Unification Through A High Level of Abstraction

Cloudera’s philosophy is that best-in-class compute engines arerequired to
adequately address the unique challenges of the end-to-end management needs
of streaming data.

To turnthat philosophyintoreality, we provide a unified platform to handle the
complexities of connecting, managing, andintegrating those engines through a high
level of abstraction.

This means thatyourteams canfocus onthe true businesslogic that goesinto building
anend-to-end datapipeline because Cloudera seamlessly renders thatlogic across
therespective engines. This shields the user from that complexity. We’ve already
described afew examples of how we do this:

e Anocodeuserinterface that enables subject matterexperts to translate data flow
diagramsintoreal functions that affectreal datainreal-time

¢ Asingle monitoring/management dashboard that provides end-to-endvisibility
andreplication solutions to ensure business continuity and high availability across
large streams messaging environments

o Expressive and flexible APIs enable developers to build sophisticated stream
processing and analytics applications easily

o Tightintegrationwithacommon set of services that offerunified security and
governance across your enterprise’s data centerand cloud environments

Thereference architecture diagram below shows how NiFi, Kafka, and Flink work
togetherwithin the larger context of anend-to-end data pipeline.

The Shared Data Experience (SDX)

Akey part of Cloudera’s data-in-motion
philosophyisto provide highlevel
platformabstractionthat shieldsusers
fromthe complexities of connectingand
managing the best-in-class compute
enginesdescribedinthisbrief.

Cloudera Shared Data Experience
(SDX)is the foundational element of
thatprinciple and akey differentiator
fromotherplatform providers. Shared
Data Experience (SDX)letsyou set
data security, governance, and control
policiesonce and consistently enforce
themacrossallcomponentsand
anywhere—inthe datacenterorin
hybrid and multi-clouds.

Itboosts deployment choice and
flexibility with the following:

e ApacheRangerdeliversenterprise-
scale security with centralized,
granular, consistentaccess control. It
monitors and protects assets across
yourend-to-end streaming platform
through asingle pane of glass.

e Apache Atlas providesenterprise-
grade auditing, lineage, and
governance capabilities. Itisakey
component to providing enterprise
visibility and understanding.

o ApacheKnoxisagatewaybased
SSO that simplifies security controls
with seamless, secure useraccess
to clusterdataand permissions
to execute jobs while maintaining
compliance with enterprise
security policies.

A Data-in-Motion Reference Architecture
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Vision

The Clouderadata-in-motionvisionis to provide one unified set of services that
simplify the development of end-to-end data pipelines andintegrate withyour
organization’s security framework, operational processes, support structure, and to
scaleupanddowninline withbusiness demand.

We deliveronthatvision by providing anintegrated platform of best-in-class data
streaming compute engines with a highlevel of abstraction so that you and your teams
canfocusonthetrue businesslogic of building streaming data pipelines.
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Clouderais the only true hybrid platform for data, analytics, and Al. With100x more dataunder management than other cloud-only vendors,
Clouderaempowers global enterprises to transform data of all types, on any public or private cloud, into valuable, trusted insights. Ouropen data
lakehouse delivers scalable and secure data management with portable cloud-native analytics, enabling customers to bring GenAl models to their
datawhile maintaining privacy and ensuringresponsible, reliable Al deployments. The world’s largest brands in financial services, insurance, media,
manufacturing, and governmentrely on Clouderato be able to use their data to solve theimpossible—today andin the future.

Tolearnmore, visit Cloudera.comand followus on LinkedInandX.
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