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Enhanced Cyber-Readiness

Cloudera’s platform-based approach
strengthens federal cyber posture

Cyberattacks are ontherise, as adversarial states and state-sponsored actors pivot
quickly to take advantage of current events, including the disruptions associated
with the COVID-19 pandemic. Cybersecurity is a significant problem for government
agencies — aproblemtailormade forbig data.

Bad actors are leveraging an ever-expandingrange of cyber exploits, withan
emphasis on Advanced Persistent Threats. Inthese cases, anattack canunfoldinmere
minutes and onceinthe system, bad actors canlive off the land formonths oryears,
quietly exfiltrating vast tracts of sensitive information.

Heterogeneousinfrastructuresthatinclude bothlegacy and cloud deployments

put government atrisk, with enormous volumes of data potentially exposedinboth
on-premise and modernized frameworks. Existing point solutions generate too many
alerts, andthere are simply not enough trained cybersecurity analysts available to
investigate them all. Security Information Events Management (SIEM) applications
typically cannot support the needed speed and scalability; norare they able to
effectively monitorthe growing number of data generators at the edge — therising
tide of loT.

Government agenciesrequire a solution thatempowers agencies to triage inreal-
time, with enterprise-ready security and governance built-in. They need an approach
to cyberthat makes data openandreadily shareable acrossteams and across the
hybrid multi-platform architecture.

Why Cloudera

Inthe currentenvironment, cyber-responders need to detectand collect all of the
relevantlogdataand present high-fidelity alerts to analysts. They need analytics
toinvestigate suspicious behavior, supported by alerts and automatedresponses.
Responders also need the full context of events to understand how the attack
repeats onthe network, whatresources were compromised, and how to remediate.
Compliance teamsneedtoretainall the required data for the required time period.

Cloudera addresses these needs. Aplatform-based approach to cybersecurity,
Clouderais horizontally scalable across the data centerand the cloud. It allows users
to share data securely with fullgovernance, andit scales to multiple petabytes and
thousands of users. This enables|Tto store all of the needed contextin support of
investigation and remediation.

Asuite of high-end capabilities, Cloudera makes available acommon workbench
where analysts can gaininsightinto bothreal-time and historic information, supported
by machinelearning and artificialintelligence.
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82%

of breaches happenin minutes.
Quick detection and remediation
contains the damage

18

minutes for state sponsored attacks to
completely compromise the network

months on average before
breachis detected


http://cloudera.com/cdp
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Analytics functionality enriches the logs with organization-specific reference data (
aboutassetsandusersand applies threatintelligence supported by userbehavior Cybersecurity fromEdge

profiling, machine learning models, and othertechniquesto triage and prioritize threats.

The Clouderahub stores prepared datain a scalable data warehouse that provides
openandsecure access forvarious use cases including behavioranalytics, threat
hunting, and security orchestration, and automatedresponse. Investigators and
compliance teams have years of data at their fingertips for thorough and accurate
investigationsandreports.

When data scientists are ready to explore and build models, Cloudera Al brings open
source tools suchas Apache Spark to support collaborative data science. Models can
thenbe deployedto classify andidentify threats and make the threat triaging even
more effective. Visual apps, dashboards, and visualizations all help analysts make
informed decisions.

An Open and Shareable Solution

As anopen-source solution, Cloudera frees government from the fiscal trap of
vendorlock-in, while ensuring there are many capable eyes fromarange of disciplines
reviewingthe code. Opensource likewise offers a future-proofed solution, one that
willcontinue to evolve as new threats and new defensive stratagems emerge.

Cloudera’s shared workbenchis customizable toingest many different commonly
used cybermachine system source and application protocols. It caningest telemetry
datafromarange of sourcesincluding bothlegacy and cloud applications, aswell as
the growing galaxy of edge data sources. By storinglogs overthe long term — literally
billions of rows of transaction and petabytes of storage — Clouderais able toleverage
machinelearning to seek outlong-termtrends.

The platform shifts cybersecurity fromreactive to proactive mode, enabling analysts
to betteridentify potential chinksinthe armorbefore the enemy can exploit those
vulnerabilities. Thisempowers resource-constrained government agencies to make
the most effective use of theirhuman capital.

Asacommon framework underlying the SIEM environment, Clouderais able to put big
datatoworkas acritical toolinthe cybersecurity arsenal. Long-term analyticsinturn
enable the systemto more readily identify potential anomalies — suspiciousinstances
that might otherwise goundetected.
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to Al with Cloudera

e Prioritize cybersecurity
eventsinreal-time

e Detectadvanced
persistent threats

e Reducefalse positives

e Leverage machinelearningto
assist analysts and threat hunters

Hundreds of government
agencies spanning

40+

countriesrely on Cloudera



A Seamless and Transparent Transition

Government agencies haveinvested heavily in awide array of security solutions, and it
makes little financial sense to scrap those in favor of something new. Understandably
risk-averse, ITleaders are loath to contemplate arip-and-replace solutionto their
cyberwoes.

Nordo they needto considersuch drastic measures. Cloudera’s solution worksin
association with existing SIEM approaches, giving analysts acommon framework
supported by big dataandkey analytic tools. Adoption of Clouderaisinvisible to the
end-users: whatis noticedis better, timelierinformation. The transitionto Cloudera
isboth seamless and transparent, bringing to bearnew tools and new efficiencies
without disrupting the existing cyberworkflow orintroducing newrisk.

Asanopen-source, platform-based solution, Cloudera solves anumber of key
problems forfederal ITleaders. Unlike conventional SIEM solutions, it delivers the
scalabilityneededto safeguard an ever-widening threat surface, along with the
flexibility needed to adapt to the constantly changing landscape of data sources and
network connections. Ratherthan add complexity to an already complexendeavor,
the shared workbench approach simplifies the routine work of cyber hygiene, freeing
key personnel to devote their attention to higher-level tasks going forward.

Learnhow Cloudera allows government agencies to put datatowork at
cloudera.com/solutions/public-sector.
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Why Cloudera

Clouderaenables organizations to
effectively execute theirdataand
analytics strategy toaddress current
and evolving customer expectations.

Edge to Al Analytics

Analytics forthe complete datalife
cyclecombinedinasingle platform,
eliminatingthe needforcostly and
cumbersome point products.

Data Security & Compliance

Maintains consistent data security and
governance across all environments.

Hybrid and Multi-Cloud

Delivers the same datamanagement
capabilities across all clouds and
datacenters.

100% Open Source

Opencompute and openstorage
ensureszerovendorlock-inand
maximum interoperability.
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Clouderais the only true hybrid platform for data, analytics, and Al. With100x more dataunder management than other cloud-only vendors,

Clouderaempowers global enterprises to transform data of all types, on any public or private cloud, into valuable, trusted insights. Our open data
lakehouse delivers scalable and secure data management with portable cloud-native analytics, enabling customers to bring GenAl models to their
datawhile maintaining privacy and ensuringresponsible, reliable Al deployments. The world’s largest brands in financial services, insurance, media,
manufacturing, and governmentrely on Clouderato be able to use their data to solve theimpossible—today andin the future.

Tolearnmore, visit Cloudera.com and followus onLinkedlnand X.
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