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Executive Summary

As enterprises adopt cloud-native capabilities
onpremises, they are positioning themselves at

the forefront of modern data architecture. Yet,
organizations who simply modernize on premises
alone miss a significant opportunity to optimize
infrastructure costand drive accelerated time to value.
Hybrid architectures enable customers to balance
performance, compliance, and cost while enabling
cutting-edge innovation with Alagents, next-generation
Al/ML frameworks, and more.

Cloudera’s banking and financial services customers
are shiftingrapidly toward hybrid data and Al operating
models. As firms seek torealize the potential of
generative Al (GenAl) and agentic Al capabilities,

the need forhybrid agility has neverbeen greater.
According to Gartner, data synchronization across

the hybrid cloud environmentis the most urgent
GenAl priority.

This whitepaper explores what hybrid means for
organizations thatare modernizing theiron-premises
dataandAl estates, why hybrid matters to those
organizations, and how Cloudera provides a practical
pathto hybrid modernization.
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What Hybrid Means for
Enterprise Banks

Forenterprise banks, hybrid means bringing the best
parts of the cloud, such as cost efficiency, scalability,
and agility, to the datawhereverit resides. To this end,
Cloudera enables asignificant and growing number of

while still struggling to meet service-level agreements
(SLAs) at peak times. While on-premises modernization
efforts have helped to mitigate this, hybrid architectures
canbe the next step to efficient compute resource
allocation. By shifting workloads flexibly and
dynamically to the cloud (known as cloud bursting),
banks cansignificantly reduce infrastructure costs.

hybrid use cases, with sixin particular that customers

prioritize most frequently (see Figure 1).

The customer goals driving hybrid adoptionvary, but

there are patterns.

First, infrastructure cost optimizationis a significant
value driver formany hybrid use cases. Historically,

large banks have struggled to maintainlarge on
premisesinfrastructure estates, often hamstrung by
utilization of compute resources aslowas 10 to 20%

Top Use Cases for Hybrid in Banking and Financial Services

Use Case

Hybrid Al/ML

Unified Data
Access

Forexample, arecentinternal Cloudera study found
that enterprise banks operating real-time fraud

detectionmodels on Cloudera cansave 31% by

adopting a hybrid approachinstead of using only

the public cloud. Customers canrun predictable,
consistent workloads like modelinference and

monitoring on premises, while more intermittent

pipeline elements, including training and feature
engineering, canruninthe public cloud.

Efficient Data
Pipelines

Description Buildincloud, ScaleBl inthe Run “always-on”
runonpremises, cloudwhen compute on
securely servingdata premises, while

anywhere burstingad-hoc
(onpremises, and “bursty”
clouds) compute to

the cloud

Value Infrasavings: Infrasavings: Infrasavings:
Limitinfracosts  Mitigate Reduceinfra
byrunningtest/ duplicatecloud costsby
devworkloads storage costs optimizing data
incloudand with federated pipelines by
“always-on” dataaccess deployment
workload on style
premises Time to value:

Simplify and
Opssavings:  accelerateend
Reduce ops userexperience
burdenswhen through unified
using cloud Al/Bldataaccess
resources layeracross

Time to value:
Speedup dev/

test cycleswith
cloud-native

on-premises
andcloud data
stores

Riskreduction:

scaling Keep sensitive

. . dataon
Riskreduction: ,emisesand
Keepsensitive  servefromthe
dataon cloud

premises forAl

Figure1: Top Use Cases for Hybrid in Banking and Financial Services
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Cloud-

Optimized DR

CutDRcosts
while meeting
uptime goals

Infra savings:
Reduceinfra
costs by only
payingforDR
environment
when active

Risk reduction:

Reduce
downtimerisk
with different
environments
forprodvs. DR

Time to value:
Improve
business agility
by serving
ad-hoc
and/orbursty
workloads with
cloud-native
scalability

Future-Proof
Flexibility

Move workloads
freely between
onpremisesand
cloud

Riskreduction:
Improve ability
tomove
workloads
across
deployment
stylesdue to
strategic,
regulatory, or
othershifts

Vendor
savings:
Mitigate vendor
lock-in
concerns

Regulation-
Ready Data
Control

Combine
InfoSec and
infra savings
priorities with
dataandAl
anywhere

Riskreduction:
Meet stringent
datasecurity
anddata
residency
requirements

Infra savings:
Eliminate cost of
idle compute on
premises for
“bursty” data
serving
workloads

Time to value:
Improve
business agility
by serving data
incloud
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Second, hybrid architectures support broader
enterprise goals around agility and flexibility.

By investingin a platform built on afoundation of
open-source technologies, standards, and formats
with feature parity across cloud and on-premises
environments, companies canreducerisk across
severaldimensions:

e Securityrisks fromsiloed datathatlacksa
consistent governance framework

e Vendororpartnerrisks fromany potential future
changesto theirtechnology strategy and/or
downstreamresilienceimpacts (forexample,
hyperscaleroutages)

e Financialrisks associated with large capital
expenditure (CapEx)investments, such
as hardware

Inthis way, investingin a truly hybrid platformisnot a
vendor swap;it’s apurchase of leverage through
flexibility and openness, mitigating punitive egress
fees, vendorlock-in, and the costs of cross-
environment coordination.

Above all else, Cloudera’s mostinnovative customers
stretch the bounds of asingle use case, leveraging the
flexibility of a unified hybrid cloud to address many use
casestogether. Hybrid leaders often design for one
use case but find that the flexibility they builtinto
their platform enables them to capitalize on
additional capabilities seamlessly.

One Cloudera customer, alarge Latin American bank,
improved availability and optimized theiron-premises
infrastructure through this path. While they initially
sought to build aresilient, cloud-optimized disaster
recovery (DR) solution with Cloudera’s hybrid data and
Alplatform, the bankultimately found that they could
expandthe use of theircloud DR environment
(including prepositioned cloud data synchronizedvia
dualingestion) to drive “burst-to-cloud” capabilities
during peak times, reducing the need to expandits
on-premises footprintand driving significant
infrastructure costreduction.
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Defining Hybrid: The Three Keystone 1: Unified Runtime: Move your Data

Keystones of Hybrid Architectures and Workloads Anywhere

o . Aunifiedruntime, a single codebase across on
Many organizations operate both on premises and premises and cloud estates, is the foundation of
n m'ultlple public CIOL.JdS’ but thIS' alone.does not ahybrid architecture. The unified runtime dramatically
realize the full potential of a hybrid architecture. reduces the refactoring and replatforming costs
Instead, Cloudera’s most successful hybrid associated with moving between on-premises
customers |mp|€mgnt aseries of parallel and environments and public clouds, eliminating the need
consistent capabilities across environments such forreplatforming, a time-consuming project that can
that they collapseinto a single, unified, hybrid and cost $200-400K per application (typically, $10-50

multi-cloudarchitecture. million overall forlarger enterprises) inrefactoring alone.

This unified experience simplifies the dataand Al
technologylandscape forall stakeholders-from data
management professionals to platform managers and
Al practitioners-across alldeployments. The hybrid
architectureis built on three keystones: the unified
runtime, the hybrid control plane, and the hybrid
experience (see Figure 2).

Beyond simplifying migrations, a unified runtime
ensures that features, updates, and workflows are
consistentacrossinfrastructures, meaning they work
and feelthe same across all environments, improving
workload portability and userexperience. This
capability enables companies to run workloads where
andwhenitmakes sense, depending on potentially
shifting goals, including but not limited to: datalocality,
infrastructure availability, and cost optimization.

The Three Keystones of Hybrid Architectures
4 )

Hybrid Experience: Action Your
Data, Workloads & Apps Anywhere

TS T GZSETD

oo emeeceeemm e e e enemeennee Hybrid Data . Hybrid Platform ¥ Hybrid Practitioner
Management Experience Experience

Data & Workloads Anywhere Discover, map, and Provision compute & Query, visualize, and
move your data storage with resources operationalize data &
anywhere .- anywhere - Alanywhere

A
: Unified Runtime: Move Your
1
v

Hybrid Control Plane: View, Monitor & Secure your Data and Workloads Everywhere through a Single Pane of Glass

- J

Figure 2: How The Three Keystones Interoperate to Power Hybrid Architectures
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Keystone 2: Hybrid Control Plane: View and
Monitor your Data and Workloads Everywhere
Nextis the hybrid control plane, a consolidated

view of the entire data estate, providing centralized
configuration and security management across hybrid
and on-premises environments. It enables customers
tomonitor, visualize, and organize workloads and data
assets no matterwhere theyreside, dramatically
simplifying efforts to audit and manage security
policies across multiple environments and their
constituent services. More tactically, a hybrid
control planeis critical formaintaining unified data
governance and data quality for Al/MLworkloads.

Large enterprises have already taken significant steps
to build aunified enterprise architecture across public
cloud and on-premises |T operations workflows,
deliveringas muchas 50% reductionincybersecurity
staff costs. The hybrid control plane extends these
capabilities, taking advantage of the same operational
logic todrive costreductionandinnovation.

The Hybrid Experience Capabilities Map

Keystone 3: Hybrid Experience: Action your
Data, Workloads, and Apps Anywhere

The culmination of the journey is the hybrid experience,
providing datamanagement professionals, platform
teams, and practitioners alike with a singular
experience that supports managing, governing,
and extractingvalue from dataregardless of where
itlives, across three capabilities tied to theircore
professional activities:

e Hybrid datamanagement: Discover, map, and
move your dataanywhere

e Hybrid platform experience: Provision compute &
storage withresources anywhere - permanently
and dynamically

e Hybrid practitioner experience: Query, visualize,
and operationalize dataand Alanywhere

Building out your organization’s hybrid experienceis
the pinnacle of the hybridjourney, encompassing
unique capabilities required to power hybrid activities
performed by all critical stakeholders, including data
security and governance professionals, platform
managers, and dataand Al practitioners (see Figure 3).
With these capabilitiesin place, your organizationcan
undertake each aspect of the datamanagement
lifecycle anywhere.

Vs
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Experience Hybrid Data Management Hybrid Platform Experience Hybrid Practitioner Experience
Discover, map, and move your Provision compute and storage with resources Query, visualize, and operationalize
data anywhere anywhere-permanently and dynamically dataand Al anywhere
J
Hylbrid Data Data Data Application Compute Data BI Al/ML Ops
Activity Discovery Mapping Movement Migration Bursting Access
\_ J
( )
Au;orgg;ed Hybrid Data . Cross- . Hybrid Data i Sf;rr;lf:; 3
HybridData : i Yo i i Replication : Unified Visibility, Monitoring, Security & ¢ Environment Access ;
.. Lineage ‘% i Q . Movement :
Catalog - S Governance i uery .
- i (hManyengines | . } .
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Capabilities . Visibility - Ingestion .- . many datastores | Analytics Data Studio

Hybrid = Push-Button i . ) .
. ) . i i RapidAuto-Scaling | -
Dashboards : ! Hybrid . ¢ i Workload Migration | h i i
&Metrics | Impact Hybrid Dlata f (Unified Runtime) & Compute Elevation : Performance Al/ML Inference
] . i Integration atScale ntegration :: Anywhere
i Analysis i FY
- J

Figure 3: The Hybrid Experience Capabilities Map
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Getting Started On
Your Hybrid Journey

Building a hybrid architectureis a significant
undertaking forenterprise banks and financial services
institutions (FSIs) that typically figuresinto abroader
set of strategic initiativesincluding on-premises
modernization, enterprise Al, and the broaderdata
strategy (see Figure 4).

Considering these interdependencies, the
emerging model forintegrating these capabilities
relies on parallel development of on-premises and
cloud capabilities throughiterative transformation.
In executingin this fashion, companies make
incremental measurable progress toward
sophisticated hybrid use cases while also acting
onlong-term strategic priorities. The key parallel
and overlapping phases of this coordinated,
iterative transformation programinclude:

Phase O: Set Your Hybrid Vision

Formost enterprises,theirhybrid architectureis not
theresult of strategic decision, but rather a default.
Many organizations end up supporting disjointed
on-premises and cloud deployments by way of myopic,

reactive architectural decision making focused on
solving specific technology challenges, as opposed

to awell-considered, strategic approach. This
accidental hybrid architecture often limits the potential
of organizational data, whichis difficult to discover,
access, integrate, andleverage foranalyticsand Al.

Companies thatimplement hybrid as a conscious,
strategic decision build ontwo key components:

e First, they bet onspecific, strategic hybrid use
cases. Theyunderstand thatto getvalue froma
hybrid model, they must ensure that the capabilities
they deliveralign to broaderbusiness priorities.

e Second, theyinvestininnovative enterprise
capabilities that they believe can drive long-term
value delivery overand above specific use cases.

Asanexample, aglobalbankisworkingwith Cloudera
to define aprogrammatic approachtoimplementing
theirhybrid architecture. While they are working to
supportalist of theirtop 10 most critical hybrid use
cases, they are also ensuring that architectural
decisions preserve flexibility and interoperability,
sothey are equipped toimplement additional hybrid
use cases yearsinto the future.

The Model for Delivering Hybrid Data and Al/ML Capabilities

e N \ Y ———
Phase O: i O)Setgoals&key L
Set your Hybrid i hybrid use cases
Vision | T
Phase: 1a) Plan target on-prem & 1b) Execute on hardware refresh, and
Hybrid Readiness i hybrid architecture object storage & containerizationrollout 3b) Continuous
On Premises ST Improvement >
Phase 2: 2a) Prioritize 2b) Develop foundational
Hybrid Cloud E\ specificuse cases | hybrid capabilities
Acceleration | TS
—>
( \ -
Phase 3: ~
Hybrid Use Cases 3a) Launch Use Case Pilots
Rollout & CI/CD & Productionalize )
L J . J
p
“ Executed in parallel to accelerate time to value Continuous
Key Success Improvement
Factors
e Prioritized focus on highimpact & low “cost to achieve” use cases

Figure 4: The Model for Delivering Hybrid Data and Al/ML Capabilities
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Phase 1: Hybrid Readiness On Premises

Once aclearhybridvisionisinplace, companies must
modernize theiron-premises estate to drive hybrid
readiness. This processinvolves updating existing data
centers, servers, and legacy systems toimprove
efficiency, performance, and self-service, and ensure
compatibility between on-premises environments and
the public cloud, reducing on-premises technical debt.

The most critical modernization effortsinclude:

® Separatingcompute and storage to drive
independent resource scaling

e Densifyinghardware by leveragingmodern storage
solutions like Cloudera Object Store, powered by
Apache Ozone

e Adoptingcontainer-based compute

e Shiftingto openarchitecturesthatreduce dataand
compute silos

This effortis oftenlengthy, complex, andrequiresa
significantinvestmentintime andresources, butitis
critical forseamlessintegration with cloud services.

Some organizations mistakenly hold back on developing
hybrid capabilities until completion of theiron-premises
modernization efforts. This approachleaves significant
value onthe table by delayinginnovation and realization
of infrastructure and operational efficiencies with
cloud-native capabilities. Additionally, lengthy security
review processes, which are typicalin most highly
regulated organizations, can delay hybrid cloud efforts
unless they beginwellinadvance of executing
on-premises modernization efforts.

Y .
O
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Phase 2: Hybrid Cloud Acceleration

Hybrid cloud acceleration enables self-service and
agile platform operations, bothinthe data center
andcloud.

Froman execution perspective, itinvolves deploying
the most foundational hybrid capabilities to build an
integrated view of a hybrid ecosystem as well as
accelerating migration efforts fromon premises to
cloudyvia aunifiedruntime.

While they are developing the foundational
capabilities, companies mustrefine theirinitial goals
throughrigorous use case-specific prioritization
exercises. Afteridentifying potential use cases with
specific tagged business priorities, they should size
the value of those opportunities, and estimate the cost
and timeline required to achieve them. This will enable
them to prioritize and justify theirhybrid roadmap.

While these prioritization analyses vary by company,
we typically see two primary hybrid use case
archetypes(see Table1):

e “Bigwin” hybriduse cases (e.g., hybrid Al/ML,
unified data access, future-proof flexibility):
These are the use cases that drive an enterprise
strategy toward a hybrid architecture and are most
likely the motivators behind the overall hybrid vision
(see Phase 0). By prioritizing these use cases,
companies canjustify their hybrid capability
investments.

e “Quickwin” hybriduse cases (e.g., cloud-
optimized DR, efficient data pipelines):
These use cases typically have ashortertimeline
toimplementation, demonstrate value from hybrid
capabilityinvestment, and make incremental
progress toward more strategic wins later.

Cloud-optimized DR and otherrelated data back-up
oroffload use casesare acommon start to the hybrid
journey. First, theseinitiatives are usually driven by IT,
requiring less stakeholder management to execute.
Second, they typically offerimmediate reprieve for
customers contending with data center capacity
issues. Andfinally, they enable datato be staged and
accessible across boththe public cloud and on-premises
datacenters, providing an environment forad-hoc
analytics, R&D, and otheruse cases thatrunwellinthe
public cloud.
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Typical Hybrid Use Case Prioritization (Note: Varies by Company Context)

Hybrid Al/ML | Unified Data EfficientData | Cloud- Future-Proof | Regulation-

Access Pipelines Optimized DR | Flexibility Ready Data
Control

Business HighImpact HighImpact Low Impact Moderate HighImpact HighImpact

Value Impact: . - Impact . . .
Growth Single netnew Critical for Use case Avoid(1)vendor | Typically drives

business P&L, Al/MLusecase | democratizing [Rieleli[{=leKely} Improved lock-in & (2) ability to
candrive CEIEEIGRHE ‘techvalue’ TCO  resiliencevia beinglocked supportnew
significant organizationto  [eJeldlnlr&=\ilela] environment out of other use casesnot
multi-million pursue business diversification CSP-specificor | otherwise
dollarvalue goals on-premonly achievable
realization Al/ML

capabilities

risk reduction

(Note: ROlisnot
immediate)

Tech Value HighImpact HighImpact HighImpact High Impact HighImpact Moderate

Impact: Impact
TCO reduction |MassiveAl/ML Significant Significant Largeinfra Future ability to

compute opportunity to opportunity to savings; optimize Candrive ability
burdenwith de-duplicate properly on-premDR pipelines, avoid [lieXejiiler el
inference data&ETL costs | allocate typicallyup to IR(CIePIENCIWYA on-premises
reduced always-on & 40% of total vendorlock-in, Hgli€]

bursty compute | environment & etc.)

low utilization .
(Note:ROlisnot

immediate)

Capabilities High Cost High Cost Moderate Moderate High Cost High Cost
Cost: Cost Cost

Upfront Significant GPU  Significant Significant Significant
cost/effort to cost/investment customeffortto ControlPlane Largely complexityin complexityin
to materialize unify the data configuration out-of-the-box establishing establishing

develop

capabilities capability

estate, with requiredto capabilities; end-to-end customunified
unified direct however, must hybrid enterprise

governance workloads adapttocustom governance
&burst DRreq’s layer
accordingly
Use Case Low Cost Moderate Moderate Low Cost Low Cost High Cost
Cost: Cost Cost
Incremental Repeatable Repeatable Repeatable Significant,
cost/effort to patterndesign; NGV Key patterndesign LN TN fN  highly custom
deploy anew however, dependencyis  dependencyis pipeline design
hybridapp/use staffing & validating SLA validating SLA effortsrequired
case SYClellilolalelel i performance &  performance & tomeet custom
are significant optimizing optimizing regulatory
hybrid/ hybrid/ requirements
multi-cloud multi-cloud
networking networking
Table 1: Typical Hybrid Use Case Prioritization (Note: Varies by Company Context) STt
. - Favorable
Key Neutral

Least Favorable
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This approach—starting with “quick wins” before
moving toward “big win” use cases—is how many
companies begin theirhybridjourney. Forexample, as
part of abroad strategy to optimize theirinfrastructure,
alarge Brazilianbank has partnered with Clouderato
build out foundational hybrid capabilities and
prioritize both (1) high-level use cases, including
cloud-optimized DR and unified dataaccess, as well as
(2) specific priority applications for these new patterns
based onimpact potential and key requirements.
Forthisbank, beginning theirhybridjourney with
cloud-optimized DRis the first step toward abroader
array of hybrid use cases.

Phase 3: Hybrid Use Case Rollout and
Continuous Improvement
Thefinal stepis towork with applicationteamstorollout
top-priority hybrid use cases, including specific hybrid
AlOpsandMLOps applications. This stepisboth the
culmination of the hybrid journey and the start of long-
term, production-scale value delivery fromhybrid.

Typically, organizations embrace a “pilot & scale”
approachtolaunchingthese use cases. Dependingon
the roadmap of prioritized hybrid use cases, they build
the hybrid experience capabilities needed. Once the
pilots demonstrate businessvalue, they canbe scaled
asindividual applications and more broadly as
organization-wide capabilities.

Even as companies make progresslaunching hybrid
models, ongoing continuous improvement efforts are
critical. Hybrid architectures continue to evolve, and
the use cases grow. Bleeding-edge companies are
monitoringinnovation and preparing to adapt, backed
by existing, highly flexible capabilities.
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Conclusion: Power the Hybrid
Enterprise

Severalyears ago, one of the largest global oiland gas
companies beganits journey fromthe data centerto
the public cloud on Cloudera, with the belief that a
unified, flexible enterprise data platformwould serve
animmediate high-priority use case, as well as their
broaderenterprise goals. Today, that hybrid use case
and dozens of others power $400M+ peryearin
internally validated value delivery by reducing the costs
of dataegress, centralizing querylogic, andreducing
compute redundancy over hundreds of data pipelines
across geographies, on-premises data centers, and
public clouds. However, theircurrent hybrid platformis
so muchmore—encompassing anindustry-leading
dataingestionandintegration workflow, unified
security and governance, and cutting-edge hybrid
AlOpsandMLOps. At each stage of theirjourney, they
chose toinvestinthe power of theirhybrid ecosystem
and drive usability across their data estate—anditis
paying off.

This story showcases how companies win with a hybrid
approach. They start with specific, high-priority use
casesand aclearenterprise vision, and they do sowhile
building maximum flexibility into their architecture at
the outset, because they do notwantinfrastructure
decisions they make today tolimitinnovationinthe
future. These companiesunderstand and commit to
theirgoals, while acting transformationally toimprove
dataaccessandcoordinationacross deployments.

Hybrid architecture with Clouderaisnota
compromise—itisthe strategy forresilience, aqgility,
innovation, and openness. By enabling workload
portability, reducing therisk of vendorlock-in, and
accelerating Al/ML, Cloudera’s hybrid platformensures
theright workloadrunsintheright place attheright time.
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About Cloudera

Clouderais the only dataand Al platform company
thatlarge organizations trust to bring Alto their data
anywhereitlives. Unlike other providers, Cloudera
delivers aconsistent cloud experience that
converges public clouds, data centers, and the
edge, leveraging a proven open-source foundation.
Asthe pioneerinbigdata, Clouderaempowers
businessestoapply Aland assert control over100%
of theirdata, inallforms, delivering unified security,
governance, andreal-time predictive insights. The
world’slargest organizations across allindustries
rely on Clouderato transform decision-making and
ultimately boostbottomlines, safeguard against
threats, and savelives.

Tolearnmore, visit Cloudera.com and followus on
Linkedlnand X.
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