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Risk Management and Regulatory OJ
Compliancein the Digital Age

An enterprise data approach for
financial institutions and insurers

How afirmleveragesits dataand main-
tainsrigoraround the quality andlineage
of that data directly affectsits ability to
efficiently manage compliance.

60%

Percentincrease in operating cost spent
on compliance compared to pre-financial
crisis by retail and corporate banks.
(Deloitte)

The dynamicsinherentinriskmanagementandits associated regulationis anongoing
challenge forfinancial services andinsurance firms globally. Stringent regulatory
compliance focused onimproving financial stability and operational transparency
isunending. The cost and complexity of compliance for financial institutions and
insurers has escalated significantly since the 2008 financial crisis. Deloitte reports that
operating costs spent on compliance have increased by over 60 percent forretailand
corporate banks compared to pre-financial crisis spending.' The Insurance Journal
reported thatIFRS 17 would mean “billions of eurosin compliance costs” forinsurers.?

Overthe same period, avariety of technological and societal topics have advanced
thatrequireimproved oversight andreporting. Insome cases suchtopics have already
ledto new compliance requirements, such as the US California Consumer Privacy Act,
and others are trendingin that direction such as the European Commission’s newly
introduced Digital Operational Resilience Act (“DORA”), proposed to monitor multiple
facets of digital oversight. New technology adoption and innovationis under scrutiny
asregulatorsrecognize the opportunity technology offers forimproved operational
efficiency but must monitorforappropriate and fairuse. Inapre-pandemic 2019 study,
Thomson Reutersidentified the compliance responsibility surrounding technology
as “the greatest change [that] hasbeenseenoverthe lasttenyearsinterms of remit,
expectations and terminology.”®
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https://www2.deloitte.com/us/en/pages/regulatory/articles/cost-of-compliance-regulatory-productivity.html

Technologyis a broad category, evolving quickly with many implications onrisk
management andregulatory compliance forfinancial services andinsurance
providers. Digital transformation projects continue, and the global pandemiciis
accelerating suchinitiatives.*Inthe years since the financial crisis, the focus hasbeen
onfinancial stability and transparency. While financial stability remains of critical
importance, additional areas of focusinclude operational risk managementand a
reinforcement of privacy and protection. How a firmleveragesits data and maintains
rigoraround the quality andlineage of that data directly affectsits ability to efficiently
manage compliance inthese areas. Asregulations evolve specific to technology
developments suchas cryptocurrency orthe use of Al, it will be crucial for firms to have
enterprise platforms that offer agility and flexibility in order to remain efficient.

Technology Innovation requires Diligence
Financial Stability

Proven DatalLeadership
inFFinancial Services

Leadingfirms globallyrunonCloudera
to supporttheirdataandanalytics
strategiesincluding

82 of the top 100 Global Banks
64 of the Top 100 Global Insurers

27 of the 30 Global Systemically
Important Banks (G-SIB)

4 Largest Credit Card Networks

8 of the 10 Largest Wealth
Management firms

Financial stability prevails as a top priority infinancial services andinsurance regulations
and how thisismanaged and monitoredis directlyimpacted by the acceptance and
broaderusage of new technologies. These new technologies need additional oversight
and governance. Forexample, the US financial agenciesjoining the Global Financial
Innovation Network (GFIN)is evidence of the goal to furtherinnovation while maintaining
regulatory oversight.®

o AnAlphabet Soup of Regulations — Basel |V, CCAR, CECL, CRML, Dodd-Frank,
FRTB, GDPR,IFRS 9,IFRS 17, MiFID 2, NRRA, PBR, PRB, TRIA, etc. The “traditional”
regulations are under continuous updates andrevisioninan effort to tune the
abundance of regulationintroducedinrecent years. New demands are placed on
the compliance capabilities of firms based onupdatedrequirements. Forexample,
the Fundamental Review of the Trading Book (FRTB) requirements create an estimated
24xhigherdemand on historical data storage and 30x higherdemand oncomputational
requirements. Theinsurance industry has absorbed many regulatory changes over
the pastdecade such as|FRS17, with the US Affordable Care Act “changing the
shape of theindustry”, according to Locke Lord.¢

Operational Risk Management

Operationalrisks are associated with day-to-day activities surrounding processes,
people,andsystems andinclude abroad array of topics — IT systems and deployment,
cyberattacks, risk modeling approaches, reputational and brand crises. McKinsey
estimates that operationriskincidents can costinsurers 6% ormore of netincome —
tens of billions of dollars.”

e Cloud — Inthe arena of IT systems, cloud computingisontherise to accelerate
agility and flexibility in businessinitiatives. Across all industries, the top 2 cloud
service providers, AWS and Microsoft, hold acombined market share of 62.9%.8
Thishas gainedregulatory attention across the globe from the Financial Stability
Board, EuropeanBanking Association, EIOPA, UK Financial Conduct Authority, US
House Committee onFinancial Servicesand more. One GSIBBank CTO expressed
thisrisk as “We are moving towards a world where thereis a highly regulatedindustry
thatisrunningonnon-regulated 3rd party infrastructure.” The introduction of DORA
by the European Commissionis at the forefront of suchregulation. It acknowledges
the potential risks and paves the way foradditional regulatory scrutiny related to
cloud computing, digital services and specific concentrationrisk such as cloud
concentrationrisk and central counterparty clearing (CCP) risk.

Privacy And Protection

Dataisrecognized by financial services firms andinsurers as critical to offer products
and services more personalized to customerneeds. Itisaninvaluable assetthatenables
firmsto compete more effectively anditis estimated that1.7 MB of datais created every
second forevery person.? With the expansion of digital devices and the expanded use
of data, privacy and security are of utmostimportance.
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o GDPR, HIPPA, CCPA, etc. — Privacy laws and governance are critical to maintain (
trustand confidence of afinancialiinstitutions’ orinsurers’ customers. As digitaland
personalizationinitiatives advance, such data protection must be embeddedinto
afirm’s strategy.

o Alternative Data — Non-traditional data sources — social media, spending behaviors,
mobile phone usage patterns — offerawealth of information about anindividual or
businessthat can contribute insightto how a financial services firmorinsurerassesses
risk oroffersmore personalized services to acustomer. As these firms seek to utilize
more of this data, regulators are carefully watching to ensure fairtreatment. As an
example, the US Consumer Financial Protection Bureau (CFPB) approved the use of
alternative data for credit underwriting but emphasizes the usage must be applied

Cloudera Shared Data Experience
provides enterprise-grade security
and governance onalldataincluding
metadata, with dedicated, integrated
interfacestomanageit. Data security,
governance, and control policies can
be setonce and consistently enforced
everywhere, reducing operational
costs and businessrisks while also
enabling completeinfrastructure
choice and flexibility.

equally.”® The Asia Pacific Economic Cooperation (APEC) Cross Border Privacy Rules
(CBPR)was created to build customer, business andregulator trustin the cross border
flow of personal data across Asia, similarto GDPR. Insurers are leveraging |OT sensors
tomonitordriving and health habits (fitness bands), improving the customization of
theirservices. The use of thisunstructured offers great possibilities but providers must
alsobe able to manage this data within the parameters of the regulatory protectionand
limitsonsuchusage suchas CircularLetterNo. 1.

o Financial Crime Prevention — The detection and prevention of financial crime
remains a high priority and increasingly complexissue for firms. Thereis no tolerance
forbreachesandfinesruninto the millions of dollars. Despite best efforts, the cost
of compliancein AML,KYC, insurance fraud prevention, etc.isanimpediment and
canimpact the advancements of otherarenas.

An Enterprise Data and Analytics Platform

« Asfinancial services andinsurance firms are held accountable for theiractions
inthese areas, the ability to maintain, manage, predictandreport the necessary
informationis critical. Effectively managingrisk and regulatory compliance offers
the opportunity toimprove efficiency ratios. Alternatively, ineffective management
canleadtoadeclineininvestmentininnovation thatis critical to maintaining a
competitive advantage.

e Anenterprise data strategy helps manage the growing volume of data, the need
forlongretention periods and the increasingly complexreportingrequirements.
Astrategic approach to dataenablesrecords to be available ondemand, orsent to
regulators proactively. As frequent changesinregulations have tested the ability of
legacy compliance systemstorespondinatimely manner, firms have realized that
the key to optimizing theirbusiness operationsis torationalize the data sprawland
move towards an efficient, strategic data platformthat enables agility to evolve with
new regulatory requirements.

Cloudera

Cloudera offers financial institutions and insurance organizations a unified data
and analytics platformto manage and modelrisk exposures to drive improved risk
management and enablerisk digital transformation. It supports big data, machine
learning and predictive analytics to enable improvedrisk modeling and compliance
support for CCAR/EBA Stress Testing, FRTB, BCBS-239, MiFID I, IFRS-9,IFRS-17, etc.
Clouderaenables financial services andinsurance entities to:

1. Ingest, process, analyze and driverisk analysisinreal-time from high volumes of
streaming dataincluding customer data, market data, transaction data, alternative
dataandtraditional enterprise data sources such as ERP, core system billing, claims
and policy data, broker platforms and aggregators, core banking, treasury and
trading platforms, etc.

2. Delivertimely, consistentrisk analytics acrosslines of business. Build, test, iterate,
deploy, and monitor machine learning models to enable advancedrisk analysis.
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3. Executemultiple analytical options (from SQL Analytics and tooling for Blengines
to supporting the latest machine learning and Al algorithms) in order to drive
intelligence and action from data at the edge, on premise, orinany public, private,
orhybrid cloud.

4. Maintainstrict enterprise data security, governance, compliance, and datalineage
acrossenvironments.
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Support For All Data Sources, Highly Scalable

Riskrelated data sources are expanding not only involume and velocity but alsointhe
variety of data types — structured, semi-structured and unstructured. Alternative Data
is transforming the ability forrisk management to gain a deeperunderstandinginrisk
exposures such as financialrisk, behavioral risks, weatherrelatedrisks, supply chain
relatedrisks, pandemic related risk and many other asset exposures.

Clouderamanages streaming data with support formassive volumes of dataingests
to serve thereal-time dataneeds of an enterprise. This facilitates real-time insights
toimprove detection, decisioning and actioning on critical events. In addition, the
platformleverages a containerized approach to offer processing efficiency, including
separate compute and storage capabilities.

Security, Agility, Cost Efficiency

Cloudera enables a more efficient approach to the data and analytics challenge
surroundingrisk management and compliance across the enterprise. Cloudera operates
across the majorpublic cloud providers, in a private cloud, on premises, orin a hybrid
modelandis based on100% open source technology. It offersacommon security
and governance model. Cloudera automatically scalesresources as demandincreases
andscales down as workloads wind down. This ensures optimal performance and cost
efficiency when activities suchas modeling/stress testsrequire moreresources.

Single Control Plane

Acontrolplaneis offered with Clouderato manage services withcommontools across
thelifecycle. Users canmanage, monitor, and orchestrate all Cloudera services from
asingle pane of glass with consistent security and governance. The control plane delivers
apowerful set of tools that provide datamanagement, workload analysis, datamovement
and data discovery capabilities that enable multi-functional analytics by auser.
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Shared Data Experience (SDX) (

With therise in hacking, databreaches, and other cyberthreats, security and data
governance is paramount, particularly in the financial servicesindustry andinsurance
industries that deal with massive amounts of highly sensitive data. This, alongside
increasingly stringent data governance and general data protectionregulation (HIPPA,
GDPR, CCPA and others), has made security a key strength for Cloudera.

Cloudera’s approachto the enterprise wide data security and privacy challengeiis
SDX — Shared Data Experience. SDX enables acommon security, governance and
compliance thatis manageable and provides confidence that the datais protected.
SDXenables safe and compliant self-service access to dataand analytics. Multi-
tenantdataaccessand governance policies are setonce, and automatically enforced
acrossthe datalifecycleinhybrid as well as multi-clouds. SDXreduces security risk §

Partner Ecosystem

Clouderahas anestablished, robust
partnerecosystem of over4000 firms
thatbrings our customers the skills,
resources, and technologies to utilize
the Cloudera true hybrid cloud for
allaspects of riskmanagement. Our
Technology Certificationand Solution
Competency programs provide access
to partnerintegrations andjoint
solutions that follow Clouderareference
architecturesandbest practices.

and operational costs by delivering consistent data context across deployments.

Open Source, On Premises, Hybrid and Multi-Cloud

Clouderais100% open source, open compute, open storage and open forintegration
-thisenablesrapidinnovation and protects an organization fromvendorlock-in.In
addition, Clouderais available for public or private cloud and on premises deployment.

Financial servicesinstitutions andinsurers need the ability to analyze and act onmassive
volumes of data coming from diverse sourcesin orderto monitor, model,and manage
risk across the enterprise. Cloudera offers acomprehensive platform that can model
and monitorrisk exposures on-demand.

Risk and Compliance Use Cases

Clouderaenables adata strategy to manage large quantities of datain an efficient
manner with data warehouse optimization and businessintelligence methods and
toolsto enable accuratereporting. By accessing data across the enterprise and
includingunstructured and alternative data sources, new use cases canberealized
tobettermodeland managerisk and support compliance with existing and new
regulations.

e CCAR/PBR/CECL — Gaincontrol of therisk profiles withacomprehensive data
warehouse that enablesimproved measuringand modeling. Meetupdated regulatory
reportingrequirements suchas CCAR (Comprehensive Capital Analysis and Review) or
PBR (Principle-BasedReserving), AMLand KYC with the Cloudera platform to provide
reliable and trusted access to datareservoirs forplanned and ad hocreporting. Support
CECLrequirements (Current Expected Credit Losses)withacommon framework that
enablesbest practice data management while individuallines of business canuse
varied modeling approaches aligned to specific business needs.

o FraudPrevention — Prevent paymentorclaims fraud with a holistic enterprise view
of allcustomerand financial crimerelated data, systems, networks, models and
processes. Cloudera supports the machine learning and Al to support dynamic
modelupdating and monitoring.

o FRTB Readiness — Thislegislation will transform how banks measurerisk as part
of its key requirements, specifically shifting fromvalue-at-risk (VaR) to primarily
an expected shortfall (ES) metric, which measures therisk of loss forinvestments.
These new regulationsrequire extensive back-testing and monitoring of both the
standard andinternal approaches. Cloudera offers a scalable infrastructure and
standardized data structure to absorb expanding data sets and manageincreased
compute demands.

Risk Management and Regulatory Compliancein the Digital Age




Sample Customer Successes

o Santander Groupis a customerwho gained tremendous efficiency with the Cloudera
solution. Increasing pressure fromaregulatory and compliance standpoint drove
aninitiative to standardize dataon Cloudera. The result was a 20Xreductionin
infrastructure costs and a10x fastertime to market fornew orupdated applications.
Read thefullcase study.

o Globallnsurer — Data standardization and confidentiality were critical to the global
data security standards of this Cloudera customer. They utilized the built-in platform
mechanisms that enable datauserstoview only the datathat they’ve beenapproved
to access while masking otherdata. This greatly increased usage viability of the
enterprise datalake datawhile reducing data security and regulatoryrisks. It also
eliminated manual processes used to manage security risks previously.

o BSE — The scalability of Clouderais demonstrated by the Bombay Stock Exchange.
BSErunson Clouderaand supportstheirgrowthinarobustand scalable manner. BSE
states “As astock exchange, we undertake the responsibility of managing extremely
sensitive information. Real-time analytics and scalability are factorsimperative to the
sustainable growth of BSE. This will ensure that our critical systems are future proof so
we can continue to enable the industry by building capital market flows.”
Readthefull case study.

e Bancode Crédito del Peru hasrealized the value of SDXin a hybrid environment
managed on premises coupled with Cloudera onMicrosoft Azure. It helped them
efficiently deploy the solutionwith all personal data protection and security policies
automatically replicatedinthe cloud. Read the full case study.

Cloudera offersthe tools to help financial services andinsurance companies embrace
boththe present opportunity around data, as well as the emerging sources of new
informationto manageriskand compliance more effectively.

Learnmore about how Clouderais transforming Financial Services and Insurance.
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Why Cloudera

Clouderaenablesfinancial services
providers to effectively execute
theirdataand analytics strategy
to address currentand evolving
customer expectations.

EdgetoAlAnalytics

Allthe functionsneededtoingest,
transform, query, optimize, and make
predictions from data areintegrated,
eliminating the need for costly point
products.

Data Security & Compliance

Maintains strict enterprise data security,
governance, and controlacrossall
environments.

Hybrid and Multi-Cloud

Delivers the same datamanagement
capabilities across data centers,
private, and public clouds.

100% Open Source

Opencompute and openstorage
ensureszerovendorlock-inand
maximum interoperability.
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Clouderais the only true hybrid platform for data, analytics, and Al. With100x more data under management than other cloud-only vendors,
Clouderaempowers global enterprises to transform data of all types, on any public or private cloud, into valuable, trusted insights. Our open data
lakehouse delivers scalable and secure data management with portable cloud-native analytics, enabling customers to bring GenAlmodels to their
datawhile maintaining privacy and ensuring responsible, reliable Al deployments. The world’s largest brands in financial services, insurance, media,
manufacturing, and governmentrely on Clouderato be able to use their data to solve the impossible—today andin the future.

Tolearnmore, visit Cloudera.com and followus onLinkedinand X.
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