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Agencies say Alisboosting
speed and scale — but not
without growing pains

Federal leaders say Al is transforming national
security operations, but success hinges on clean
data, zero trust, responsible governance, and a
culture of collaboration.



As artificial intelligence adoption accelerates across
national security, agencies are asking the right
questions: where it fits, where it falls short and what it
takestouseitresponsibly.

Inarecent discussion hosted by ATARC and Cloudera,
federal and industry leaders examined how Aland
data are reshaping defense operations. They explored
what’s working, where gaps remain and how people,
policy andinfrastructure must evolve to meet mission
demands. The group also discussed the growing

need forinteragency collaboration, the importance of
clean, trusted data and how zero trust and governance
frameworks are adapting for predictive analytics,
agentic Aland beyond.

HERE ARE SIXKEY TAKEAWAYS:
Alis speeding up ops, but not
without tradeoffs

Alis already delivering real-world results, but
participants agreed: Speed and scale don’t matterif
dataisfragmented oruntrusted.

Aseniorresearcheratafederally funded R&D center
said herteam combines CVE data with public exploit
databases like Metasploit to prioritize vulnerabilities
most likely to be exploitedinthe wild. Alhelps merge
disparate datasets across publicand DOD sources —
something previously too complex ortime consuming.

AseniorlITleaderdescribed “growing pains” from
decades of siloed data across engineering,
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maintenance, real estate and contracting. Aland
machine learning are now helpingintegrate those silos
to support operational and strategic decisions.

“Andnowinorderforustobe as effective as possible,
we’ve got to bring that datatogetherin some way,
shape orform,” he said.

But pulling datatogethercanintroduce new
vulnerabilities. AcyberleaderwarnedthatLarge
Language Models exposeinsights butalsoincrease
the attack surface.

Alis alsoimproving decision-making speed and
breadth. Atadefense educationinstitution, instructors
areusingAland data analytics to help students —rising
military leaders — generate and evaluate multiple
operational paths.

Anothercyberoperationsleadershared alive example:
His teamuses Al across hybrid multi-cloud
environments tolocate precise 10-digit grid
coordinates forkinetic operations and execute cyber
missions like persona targeting and network disruption.

Zero trust only works if the basics
areinplace

As Al scales across hybrid environments, agencies are
embracing zero trust — but participants emphasized: It
only works with strong fundamentals. AseniorITleader
saidinconsistent oroverloaded networks atthe edge
delayreal-time Al-driven decision-making.
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“Every endpoint must meet core security standards
before gaining accessto apps, dataandthe broader
network,” she said.

Acybersecurity leader supporting defense software
efforts cited persistent data sprawl. Histeamuses data
taggingand microsegmentationtoisolate systems
and flagrisks with Alacross|L2 to ILé environments,
aimingto stay secure without slowing operations.
Anotherseniorcyberoperationsleaderraised anewer
challenge: agentic Al.

“It'snot just the people, butit’s now that we’ve got Al
thatcancreate Aland that’s going to proliferate, how
doyouhandle theidentity onthatasithasaccessto
your data, to yourmodels and to your networks?”
he asked.

Al makes threat detection faster,
but trust still depends on people
and process

Al-driven predictive analyticsis helping agencies
detectandrespondto threats faster, but speakers
stressed that speedisn’tenoughwithout safeguards. A
senioracademicincyberoperations emphasized the
importance of distinguishing system access risks from
datarisks. Eachrequires tailored controlsunderazero
trust model.

“We also have to go with people, process, technology
and policies, those things we have talked about f
ormany years and|think they stillapply overhere,”
he added.

Aseniorcyberoperationsleaderdescribed how Al
integration with SIEM and SOAR systems helped his
teamalign controls, cutresponse times from16
minutesto 0.0033 seconds and boost capacity by
60%, saving $4.8 million without staff reductions.

Butevenwiththose gains, human oversight
remains critical.

“Networks now are more prolific than ever,” he said.
“Everythingis anendpointwith the cloud.”

Another speakernoted predictive tools stillrely on
functioning physicalinfrastructure. Legacy ITplays a
role, too.

“Thereis always going to be a mixture of both the old
andthe new and to make itwork together,” she said.
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Collaboration won’t work
without culture, clarity and trust

Effective collaborationon Aland datahingeson
sharedunderstanding, trusted partnershipsanda
culture that supportsboth. Aseniorcybersecurity
leadersaidit’s time foragenciesto evolve together. He
compared thismoment to prior transitions like
virtualizationand cloud.

“Sowhatisthe evolution of the cybersecurity
community? And | think that has to happen together
more sothanitis separately,” he said.

Acyberacademic agreed. He pointed to data
sanitization andrevisiting established security models
like Bell-LaPadula and Clark-Wilson to guide data-
sharing protocols. He said Alcan help speed decisions
around what should and shouldn’t be shared.

Anotherparticipant saidinteragency collaborationis
key, especially with constraints around geography,
staffingandfunding. Noagency cansecureits systems
alone. He’slooking to Alto help identify others working
onsimilarchallenges and speed up shared progress.

Responsible Al starts with
governance, boundaries and
good judgment

As Albecomes embeddedinnational security
operations, participants agreed: It’snotjust about
policy;it’s about culture, clarity and accountability.
One participant noted governanceisamustto ensure
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ethical Aluse, especially in organizations where

personnel switch between civilian and military roles.
That dualidentity canlead to missteps, like bringing
commercial Altoolsinto secure DOD environments.

Histeamrelies on governance frameworks, raises
concerns through databoards and coordinates closely
with oversight bodies.

“Governanceiskey forus,” he said. “We continue to
pushalongthat guideline andithas done wellforusin
terms of our capabilities and beinginnovative.”

Aseniortech officersaidthe best place to startis with
the basics — like automating base shuttle routes with
computervision — to build confidence and free up
staff formore strategicroles.

“Ultimately, don’tignore the mundane, make use of it,
harvest the informationand use that toinformthe more
exoticaswe go forward,” he said.

Another participant said ethical Al starts with keeping
humansintheloop. As adversaries push toward full
automation,including cyberattacks and
disinformation, U.S. agencies must modelresponsible
use with clear ethical guardrails. That also means
building Aland data literacy across the workforce.
Usersneedtounderstand what systems are telling
themandhowtoactonit.

Anotherparticipant putit bluntly: Biasis builtinto every
model.

“Thereal challengeisn’t whetherAlis biased or may
hallucinate; it’'show we define and enforce what'’s
ethical, legaland preferableinrapidly advancing
technologies,” he said.
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Alreadiness starts with training
and fixing the data

Gettingthe workforce ready for Almeans more than
tools. Itrequires hands-on experimentation and fixing
datafoundations. One participant described how her
teambuilt a secure Al sandbox so staff could safely
experiment with controlled data.

“Ithink people are very afraid of crossing those
boundaries because they’'re notreally clearyetinterms
of whatis okay to ask ChatGPT giventhatit’'san
external system...” she said.

Anotherspeakeradvocated formandatory Aland data
literacy training, similar to annual cybersecurity or
OPSEC requirements. Al, participants said, should no
longerbe considered someone else’s job.

However, bad datais stilla problem, another
participant pointed out. He warned that agencies are
moving fast with generative Al while skipping over
basic data cleanup like unstructured formats, missing
indexing and unclear ownership.

Tofixit, histeamisinvestinginworkforcewide data
education and offering graduate certificates for
roles like chief data officers, many aligned with DOD
8140 requirements.

Click tolearnhow Clouderais
accelerating Alin the public sector.
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https://www.cloudera.com/solutions/public-sector.html

