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Cybersecurity Requires
Real Time Monitoring and
Long-Term Analytics




Government dataisincreasingly under attack.
Adversarial states and state-sponsored actors
leverage an ever-expanding range of cyberexploits,
with anemphasis on Advance Persistent Threats,
to steal sensitive data, conduct covert surveillance,
andinterrupt vital services.

As government migrates to the cloud, cyber must
supportaheterogenousinfrastructure, with vast
volumes of data potentially exposed onbothlegacy
and modernized frameworks. Existing Security
Information Events Management (SIEM) applications
were not designed with such a hybrid state inmind.
They generally cannot support the speed and
scalability neededto secure datainthe cloud; norare
they able to effectively monitor the growing number
of data generators at the edge — therising tide of loT.

Anew solutionis needed, one that marriesreal-time
threat detection with massive data storage, giving
analysts acommon workbench to simultaneously
detectanomaliesinreal time and also execute long-
term analytics, using machine learning and other
innovations to leverage historic data forinvestigation
andremediation.

The Rising Threat

Cyberthreats pose arising national security risk.
State and non-state actorsview government systems
as especiallyripe forexploits, targeting state secrets,
intellectual property and the vast wealth of personally
identifiable citizen datathatresidesingovernment hands.

Advance Persistent Threats, or APTs, present an
especially high-risk category of cyberincursion.
Inthis prolonged and targeted form of attack, bad
actors sniff outvulnerabilities andinsert malware that
may lie dormantforalong period — hence “persistent.”
Threat actors may use sophisticated code toremain
undetectedinthe system.
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To counter Advance Persistent Threats and
otherrising cyber perils, government needs
asimple, effective solution that marries
real-time threat detection with massive data
storage, powered by machinelearning.
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Government entities thatrely on conventional SIEM
applications are especially at risk. Resource-constrained
agenciestypically lack the human capital to tackle the
APTthreat, and while SIEMis generally adept atreal-time
threatdetection, such systems generally lack the ability
to correlate present-day data against historic trends.

As traditional SIEM ecosystems struggle toleverage
advanced analyticsin orderto discoversuch sophis-
ticated threats, governmentis hard-pressed toidentify
potential vulnerabilities untilitis too late.

Cloudera Cybersecurity
Platform

Clouderapresents anew way of solving the problem.
Asuite of high-end capabilities, Cloudera Cybersecurity
Platform makes available acommonworkbench where
analystscangaininsightinto bothreal-time and
historicinformation, supported by machinelearning
and artificialintelligence.

As anopensource solution, Cloudera Cybersecurity
Platform frees government from the fiscal trap of
vendorlock-in, while ensuring there are many capable
eyes fromarange of disciplinesreviewing the code.
Opensource likewise offers a future-proofed solution,
onethatwillcontinue to evolve as new threats and new
defensive stratagems emerge.

Cloudera Cybersecurity Platform’s shared workbench
recognizesvirtually allcommonly used cybermachine
system source and application protocols. It caningest
telemetry datafromarange of sourcesincluding both
legacy and cloud applications, as well as the growing
galaxy of edge data sources. By storinglogs over the
long term — literally billions of rows of transaction and
petabytes of storage — Clouderais able toleverage
machine learning to seek outlong-term trends.

The platform shifts cybersecurity fromreactive to
proactive mode, enabling analysts to betteridentify
potential chinksinthe armorbefore the enemy can
exploit those vulnerabilities. Thisempowersresource-
constrained government agencies to make the most
effective use of theirhuman capital.

As acommon framework underlying the SIEM
environment, Cloudera Cybersecurity Platformis
able to putbig datatoworkas acritical toolin the
cybersecurity arsenal. Long-termanalyticsinturn
enable the systemto morereadily identify potential
anomalies — suspiciousinstances that might otherwise
goundetected.
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Seamless transition

Government agencies haveinvested heavilyinawide
array of security solutions, and it makes ittle financial
sense to scrap thosein favor of something new.
Understandablyrisk-averse, IT leaders are loath
tocontemplate arip-and-replace solution to their
cyberwoes.

Nordo they needto considersuch drastic measures.
Cloudera’s solution works hand in glove with existing
SIEM approaches, giving analysts acommon framework
supported by bigdataandkey analytic tools. Adoption
of Cloudera Cybersecurity Platformisinvisible to the end
users: Allthey noticeis better, more timelyinformation.
The transition to Cloudera Cybersecurity Platformis both
seamless andtransparent, bringing to bearnew tools
and new efficiencies without disrupting the existing
cyberworkflow orintroducing new risk.

As anopen-source, platform-based solution, Cloudera
Cybersecurity Platform solves anumber of key problems
forfederalIT leaders. Unlike conventional SIEM solutions,
it delivers the scalability needed to safeguard an
ever-widening threat surface, along with the flexibility
neededto adapttothe constantly changinglandscape
of data sources and network connections. Ratherthan
add complexity to an already complex endeavor, the
shared workbench approach simplifies the routine work
of cyberhygiene, freeing key personnel to devote their
attentiontohigher-leveltasks going forward.
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Why Cloudera?

1. Hybrid and Multi-Cloud
Runyouranalytics on the clouds you
choose. Easily and securely move data
and metadata between on-premises
file systems and cloud object stores.

2. Analyticsfrom Edge to Al
Applyreal-time stream processing, data
warehousing, data science anditerative
machine learning across shared data,
securely, at scale on data anywhere.]j

3. Security and Governance
Use acommon security model, role
and attribute based access policies
and sophisticated schema, lineage and
provenance controls on any cloud.

4. 100% Open
Opensource, open compute, open
storage, openarchitecture and open
clouds. Openfordevelopers, partners,
and openforbusiness. Nolock-in. Ever.
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About Cloudera

Clouderais the only true hybrid platform for data,
analytics, and Al. With 100x more data under
management than other cloud-only vendors,
Clouderaempowers global enterprises to transform
dataof alltypes, onany public or private cloud,
into valuable, trustedinsights. Ouropendata
lakehouse delivers scalable and secure data
management with portable cloud-native
analytics, enabling customersto bring GenAl
models to their data while maintaining privacy
and ensuringresponsible, reliable Aldeployments.
The world’s largest brandsin financial services,
insurance, media, manufacturing, and government
relyon Clouderatobe able touse theirdata

tosolve theimpossible — today andinthe future.

Tolearnmore, visit Cloudera.com and follow
usonLinkedinand X. Clouderaand associated
marks are trademarks orregistered trademarks
of Cloudera, Inc. All other company and
product names may be trademarks of their
respective owners.
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