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Introduction

The meaning of “moving to the cloud” forbusinesses
isvery different today fromits past connotation,
because “the cloud” itself has changed. Cloud services
canbe deployed as public, private, orany mashup of
the two. When businesses are moving to the cloud, they
arereally moving applications, data, and theinteraction
of those to amix of infrastructures — some stay on-
premises, others move to private clouds, still others

to public clouds, orto acombination of all of the above.
More than two out of three enterprises — or 69% — were
forecast to have multi-cloud or hybrid cloud
architectures thisyear'.

Ahybrid cloud architectureis more than simply a mix of
public and private clouds. Gartner definesit as “policy-
based and coordinated service provisioning, use and
management across a mixture of internal and external
cloudservices.” More simply, a hybrid cloud architecture

— with “architecture” being the key term —is an
assortment of public and private cloud deployments
across the enterprise, oftenfrommore than one cloud
provider, all operating separately, but stillmanaged
and controlled as one.
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The biggest benefit of a hybrid cloud architectureis
flexibility — as anITleader, you can move workloads
and databetween private and public clouds as demands,
needs, and costs change, giving you more options for
deploying and using data to gainvalue. The biggest
challengeis getting value andreal-time insights from
data and applications that live across different
infrastructures, whichrequires managing, accessing,
securing, and governing multiple clouds or a patch-
work of cloud data silos. Each of those silos — whether
fromlegacy applications ormore recent point solutions

— carriesitsown data andhas a distinct framework for
handling metadata, security,and governance. Creating
and maintaining consistency on this frontis challenging,
and thisis precisely why your business and data strategy
need to drive your hybrid cloud strategy rather than the
otherway around.

This paperwill outline five steps foraligning data and
hybrid cloud strategies forIT leaders and their teams.
You'lllearntheimportance of data context thatis shared
across multifunctional systems to deliver self-service
business analytics and help turninsightsinto actions.
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Step One: Understand your data

Startbyunderstanding the disparate nature of your
data — which data assetsreside where. Inmost cases,
you will find your dataislocatedinvarious systems
that were not designed to work together, creating
information silos. Understand how the datais used
by creating an (enterprise) data catalog that contains
business glossary classifications and metadata
describing schemas, location, security policies, and
lineage details. Then place this comprehension within
the context of the currentregulatory environment —
particularly regardingwhere informationis held and
who accessesithow.

Asyour systems are siloed, you will likely find subtle
differencesinhowidenticaldatais beingusedand
perceivedindifferent applications. Security and
governance policies will show similar differences.
To satisfy the needs of both ITand business users,
this data ‘context’ should beidentical for the same
data. However, keepingit consistent between different
systems and applicationsis a significant challenge
and one that only gets more complex as different
infrastructures and clouds are used. Ashared, consistent
data context, part of your data strategy, is critical for
enabling the underlying hybrid cloud architecture’s
control of enterprise dataandis the key tobeing able
to move fluidly between different applications and
theirdata, gaininginsights asyou go.
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Data context consists of:

e Schema-howisdatastructured?

e Catalog-whatisthe business meaning of data?
e Security-who canaccesswhat data?

e Governance-howisdatarelatedandused?

e |ifecycle-where does datareside andhow do
dataandpolicies change overtime (fromingestion
to deletion)?

Regulations like the General Data Protection
Regulation (GDPR), the California Consumer Privacy
Act of 2018, and the New York Privacy Act of 2019 will
continue toinfluence the way you collect, store, and
use personal customerdata. Especiallyinahybrid
cloud environment, itis key to have consistent security
and governance controls — or data context — to allow
youtoidentify and classify sensitive data, secureit
atthe appropriate level of granularity, track lineage,
authorize access, and auditwho hasaccessedthe data
throughoutitslifecycle. Having these controls will help
ensure your datais always protected, trusted, and
compliant no matterwhere itresides.
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Step Two: Run a workload
assessment

Workloadsvary considerablyinthe digitalage. Whether
the workload isrunning adinfinitum or only for the time
neededtowork through a set of data, your business
mustunderstand the strains these demands place on
infrastructure. Youmust also considerhow workloadsvary
by orspanacrossregions and how they crossinternal,
cloud, and hybridresources. Forinstance, inthe graphic
below, the datawarehouseis apermanentworkload
running on-premises and using a traditional RDBMS;
the data science applicationis transient, only used
whenneeded, and operating ondatain apublic cloud.

Remaining true to open source will help you:
e alleviate vendorlock-inconcerns,

e benefitfromtherapidpace of opensource
software community innovation,

e takeadvantage of the opensource ecosystem
partnerships,

e andensure thatyourbusinesssuccessisnottied
to any proprietary technology.

It'salsonotjust thelocation of data. It's equally about
the suitability of the workload andits datafora particular
deploymentinfrastructure and use case. Not evaluating
the workload and use case properly against that
background canhave significant, costlyimpacts.
Forinstance, not alldata and workloads are suited for
public cloud and may need subtle changes to make
them suitable. Some may berestricted onthe grounds

of regulatoryissues orintellectual property concerns;
making the data anonymous may, however, make the
move possible.

Organizations that do not address their data strategies
ahead of their cloud strategy will find they’llhave been
perhaps too “public cloud happy.” InarecentIDC
survey?, 80% of decision makers have repatriated
50% or better of the applications and/or cloud data
overthelast yearto private cloud solutions. And when
they do, they also need to migrate associated security
and governance policies. Data gravity is something

to be aware of and may work either for oragainst a
deployment preference.

When deploying data analytics applicationsin

the cloud, youneedtounderstand yourresource
requirements based onthe workload type andusage
pattern. No matterwhetheryourapplicationis batch,
in-memory, interactive, orreal-time, you have a choice
todeployit as eitheralong-running oranephemeral
(transient) workload depending on your business
needs. Your ability to deploy ephemeral workloads
that cantake advantage of cloudresource elasticity
inresponse to abusiness need will allow you to take
advantage of cloud bursting as well as adaptive scaling
in orderto always provide the appropriate perfor-
mance and end user experience, accelerating time
toinsights at an optimal overall cost.

Afterall, considering that most cloud billing models
are onaconsumption basis, you’llwant to optimize
youruse of cloudresources based on actual workload
utilizationratherthanresource consumption.
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Step Three: Classify your data
and analytics systems,
infrastructure, and controls

Most organizations have grown theirIT landscape
overtime, sometimes on adepartmental basis, or
sometimes because they’ve acquired acompany and
inherited theirsystems and applicationsinturn. This
next stepistoidentify yourorganization’s dataand
applicationsilos, the use cases forwhich they were
created and forwhich they could continue to apply.

Forinstance, if youwere to setup yet anothersystemor
application today, similarto one you already have, you
would likely need to manually recreate the data context
ratherthan synchronize it from an existing one. When
systemsruninanephemeral ortransient fashion,onany
infrastructure, how do you preserve the data context
when they terminate?

Classifying theseissues will give you anidea of:
e Whichsystems are siloed and oftenproprietary?

e Howmucheffortisinvolvedinkeepingthe data
context synchronized betweenthem?

Consider this example: Youwant to develop amodel
that predicts maintenance required on trucks. For that,
you’'d needto:

e Capturereal-time maintenance datafrom
the vehicles

e Uncoverstructuresthrough dataengineering
e Storethedataforinitial,rough-cutanalysis

e Createdatafeatures(dataengineering)and
develop amodel(datascience)

e Andpushthismodelbackouttothevehicles

Now, as an organization with a siloed set of systems
and applications, you needed toinvolve quite afew
of those to deliver thisuse case. How did you ensure
consistent data context across all of them?

Oftenthis steprequires alot of manpowerandis done
manually, andintroduces too many risks. If a mistake
ismadeinsettingthe security policy foraparticularset
of data, it couldresultin abusiness usernot having
accesstocertaininformation. As aresult, they would
be basing decisionsonincomplete orerroneous data
with significant consequences. More significant
iswhen, as aresult, confidential or private datais
somehow exposed orused inappropriately, resulting
infinesunderregulations andloss of reputation.
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The lack of a single platform that brings togetherall
these different kinds of analytics and that canbe
deployed flexibly with consistent security, governance,
and control policiesis the cruxinaddressing
challengeslike this. Fundamentally, organizations
should considerusing an enterprise data cloud to
alleviate these problems.

Step Four: Identify how your data
platform achieves business goals

Though they are the ones managing the data systems
and applications, ITdoes not workinisolation. Your
business canuse the cloud fortechnology serviceson
demand, so yourcombined data and cloud strategy
mustidentify how yourbusiness can meetits current
datademandsinamore flexible and cost-effective
manner while also moving toward becoming a truly
data-driven organization. That means figuring out how
toleverage —ratherthanbeing hindered by — a hybrid
cloudenvironmentin a sensible and smart way.

Cloud provides many benefits for optimizing manage-
ment and cost of yourITinfrastructure. Depending on
your cloud provider, resources can be made instantly
available withup-to-the-secondbillingbased on
consumption. Cloud provides the fundamental
building blocks foryour big data processing needs:
on-demand data storage at massive scale and access
toinfinite compute resources.

But to empower the business with self-service capa-
bilities, youneed a multi-disciplinary platformthat:

e Deliversthevariety of analyticsyouneedto gain
insight from data

e Cantakeadvantage of anyinfrastructure,
including cloud

e Andthatprovidesconsistent datasecurity,
governance, and control

ITcanfinally deliver onthe business demand of self-
service. With that, business canuse theresources
(dataand analytics) they need when they need them.
Systems canbe made to automatically scale as well
asrunwhere they are most efficient.

The status quois thatin most enterprises, datais still
lockedinsilos managed by centralized IT teams. This
hinders visibility and reduces productivity for LOB
users whorequire self-service access to datafor
greateragility. Also, businessriskincreases as you
manually replicate data context — or security and
governance policies — between the siloed workloads.
Manpowerand operational costs are higherbecause
of the variety of systems needing to be supported.
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Making curated data available for self-service analytics
while maintaining governance of your data assetsis a
significant challenge thatrequires abalance between
enterprise IT stakeholders who want toreducerisk and
LOB practitionerswhowant to accelerate time toinsight.
Businessusersneedtobeable torunad-hoc analytics
on curated data assets using tools of their choicein
the hybrid cloud by having access to the data they are
entitled to withoutrelyingonIT.

The first step toward delivering self-service analytics
and faster businessinsightsis centralizing your
enterprise data assetsinan enterprise data lake
or multiple distributed data lakes connected by
adatafabric. Once yourdatais consolidated and
silos are broken, youneedto ensureitcanbe easily
discovered and available for self-service provisioning
and consumption.

Step Five: Define and implement
a hybrid cloud data strategy

If Step Fourrevealswhatyou’llneedin adataplatform
to achieve business goals, this step defines the plan
to gofromwhere the organizationis now to where it
needsto be. Yourbusiness objectives should drive
your data and cloud strategies, and your hybrid cloud
architecture should deliver:

e The flexibility torunmodern analytics workloads
anywhere, regardless of where dataresides;

e The ability to move your workloads to the cloud
environment of your choice — public or private —
and preventvendorlock-in additionto facilitating
portability;

e Agility, elasticity, and ease-of-use of public clouds;

e Amulti-disciplinary platformthatunifies metadata,
security, and governance across all environments
—to eliminate silos and deliver the self-service
analytics the businessrequires.

With all the other considerationsin place, think about
how you canuse the hybrid cloud — and a mix of
private and public resources — to runyourworkloads
in an optimized manner. With a hybrid setup, you
canmake sure datais stored correctly inrelation
to both governancerequirements and ongoing
cost management.
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Conclusion
Inthe end, your hybrid cloud data strategy should:

1. Catalogyourenterprise datainadatacatalogwith
business glossary classifications and metadatain
the context of regulations

2. Ensure workloads andtheirdataare appropriate
fortheirdeploymentinfrastructures and use cases
and canaccelerate time toinsights while reducing
overallcosts

3. Leverage an enterprise data platform that
ensures consistent data context across all silos
andworkloads, and

4. Deliverself-service analytics for faster business
insights Ultimately, it comes down to finding
theright collection of cloud technologies and
orchestration tools to make the organization
run fasterand more efficiently givenits past,
current and future business needs.

Next Steps

Clearly, yourenterprise data platformis a key
componentinspeedingtime toinsightsregardless
of where your datalives and onwhat workload it
runs. Tounderstand more about what’sneededinan
enterprise data platform operatingin ahybrid cloud
environment, download “12 technical requirements
foryour enterprise data cloud platform3.”
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About Cloudera

Clouderaisthe only true hybrid platform for data,
analytics, and Al. With100x more data under
management than other cloud-only vendors,
Clouderaempowers global enterprises to transform
dataof alltypes, onany public or private cloud,
into valuable, trustedinsights. Ouropendata
lakehouse delivers scalable and secure data
management with portable cloud-native
analytics, enabling customers to bring GenAl
models to theirdata while maintaining privacy
andensuringresponsible, reliable Aldeployments.
The world’slargest brandsinfinancial services,
insurance, media, manufacturing, and government
rely on Clouderato be able touse theirdata
tosolve theimpossible — todayandinthe future.

Tolearnmore, visit Cloudera.com and follow
usonLinkedlnand X. Clouderaandassociated
marks are trademarks orregistered trademarks
of Cloudera, Inc. All other company and
product names may be trademarks of their
respective owners.
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