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Centralizing Mission-Critical Data
With Cloudera

Supporting workloads across financial management,
warfighting and procurement starts with trust.



The appearance of U.S. Department of Defense (DoD) visual
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Advancing Analytics (ADVANA) is the Department Securing andintegrating these disparate datasets

of Defense’s (DoD) dedicated enterprise data and systems will require a high degree of flexibility will
management platform, designed to unify disparate require a high degree of flexibility to ensure ADVANA
data streams into one source of truth. Streamlining is able to meet the nuanced demands of different
data can help mission owners make impactful decisions, workloads. Cloudera’s Data Platform (CDP) can help
but before this can occur, users must find mission- establish provenance within ADVANA and provide
relevant data. scaled support as more workloads deploy Al/ML for

national security.
“One challengeisjustlocating the datarelevant to

your decision,” said Rob Carey, president of Cloudera “We’re the expertsinlocating, moving and putting the

Government Solutions Inc. datainto warehouses orlakes,” said Carey. “What we’ve
done with SDx is use a security platform that enables the

Inthe DoD, information exists on-premises, in the public identity of the accessor toreach around and only they

and private cloud, as well as in physical copies — for the cantouch the data that’s being accessed by our CDP.”

warfighter, translating this datainto actionable insight

is challenging. ADVANA looks to remedy this challenge With SDx tracing provenance is simplified. Mission

by connecting disparate data sources to emerging owners can trust in their data as they transform data

technologies like artificial intelligence and machine intoinsight.

learning (Al/ML).
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https://www.cloudera.com/products/cloudera-data-platform.html

Trust and Scale

In2023, the DoD’s ‘Data, Analytics and Artificial
Intelligence Adoption Strategy,’ set the stage forhow
emerging technologies could accelerate all domain
command and control. For mission owners, the stakes
are high: distinguishing between authentic and false
data points could mean the difference between peace
and conflict. This is where provenance plays a critical
role, enabling leaders to confidently confirm actions.

“There’s alot of promise and hope around Al,” said Carey.

“But at the same time, that requires going back to the
beginning of the data. You have to have implicit trustin
the data that’s being used to train models.”

Turning datainto a strategic asset, as outlined by DoD
7000.14-R, requires scalable platforms. Since ADVANA
willbe home to data, analytics and tools, industry
offerings must be able to support an ever-increasing
volume of data. For Cloudera, promoting accessible
data starts with interoperability across on-prem and
cloud — wherever the data resides, CDP supports over
26 exabytes of data globally.

“All datarelevant to certain decision-making is never
going to beina public cloud, in a private cloud either
on-prem, in Azure orunder adesk. It’'sgoingtobe a
mixture and once you recognize that you’re recognizing
the reality of the data environment that the DoD has,
andif you’re ADVANA, you need to be able to manage
that data whereveritis,” said Carey.

Future Forward

Accelerating the use of Al starts witha search for
solutions that minimize complexity and maximize value.
More oftenthannot, thisis easiersaid thandone, as
projectsstallinthe dreaded “Valley of Death.”

At Cloudera, the Government Solutions teamiis
wellversedinnavigating this Valley. As anIn-Q-Tel
company, Cloudera has experience fielding DoD-
ready solutions.

While ADVANA'’s use case primarily concerns
centralizing core data, it has the potential to shape
outcomes at the mission’s edge as well. Forexample,
insights generated from centralized dataregarding an
individual unit’s health, could empower decision-
makers to better apply personnel to active conflict
zones. While these insights could be generated at a
higherlevel, scalable data platforms could help push
thisinformation down to individual mission owners.
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https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF
https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF
https://comptroller.defense.gov/Portals/45/documents/fmr/archive/01arch/01_10_Nov20.pdf
https://comptroller.defense.gov/Portals/45/documents/fmr/archive/01arch/01_10_Nov20.pdf
https://www.techtarget.com/searchstorage/definition/exabyte
https://www.afcea.org/signal-media/defense-operations/tackling-technologys-valley-death

With near real-time insight, Edge Al could help our
Armed Forces effectively deter and defend against
threats as they evolve, but this requires secure solutions,
whichis why Clouderais proud to be DoD IL5 compliant
and working toward a FedRAMP High authorization.

Security isn’t optional, it’s mission-critical — whichis
why Cloudera is dedicated to the creation of secure,
scalable platforms that empower the warfighter to
make informed decisions with confidence.

Click tolearn more about Cloudera’s
public sector offerings.
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https://www.cloudera.com/solutions/public-sector.html

About Cloudera

Clouderaisthe only true hybrid platform for data,
analytics,and Al. WithT00Ox more dataunder
management than other cloud-only vendors,
Clouderaempowers global enterprises to
transform data of all types, onany public or private
cloud, intovaluable, trustedinsights. Ouropen
datalakehouse delivers scalable and secure data
management with portable cloud-native
analytics, enabling customers to bring GenAl
models to their data while maintaining privacy and
ensuringresponsible, reliable Aldeployments. The
world’s largest brandsinfinancial services,
insurance, media, manufacturing, and government
relyon Clouderatobe abletouse theirdatato
solve theimpossible—today andinthe future.

Tolearnmore, visit Cloudera.comand follow us on
Linkedinand X. Cloudera and associated marks
are trademarks orregistered trademarks of
Cloudera, Inc. Allother company and product
names may be trademarks of theirrespective
owners.
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