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Introduction

As organisations contend with a surge in new technologies and expanding
data sources, the challenge of harnessing information for strategic advantage
has neverbeen greater. From cloud-native applications and legacy on-
premises systems to edge devices, the sheerdiversity of data originsis
complicating how businesses manage, integrate and govern theirinformation.
This complexity is prompting many to rethink their data strategies, aiming to
meet operational needs, comply with evolving regulations and unlock
opportunities forinnovation.

Rapid advancesin artificialintelligence are reshaping business priorities.

The adoption of generative and agentic Almodelsis driving demand for
platforms that support diverse workloads and enable real-time decision-
making. At the same time, regulations such as the EU Al Act, GDPR and industry-
specific mandatesrequire organisations to demonstrate transparency, control
and accountability across distributed data environments.

This environment compels organisations to balance innovation with risk
management. Complianceis nolongeraprocedural formality;it serves

as acatalystforresponsible Aladoptionand scalable data operations.
Integratinglegacy systems, managing fragmented data silos and meeting
stricterregulatory requirements all point to the need for a unified approach
to data architecture.

Hybrid data architectures, which unify cloud and on-premises infrastructure,
are emerging as a practicalresponse. These approaches offer flexibility to
supportlegacy systems, improve scalability and address dataresidency
requirements. However, they also present new challenges, especially in
governance, security andregulatory compliance.

Tounderstand how organisations are navigating these issues, National
Technology News and Cloudera conducted a survey of professionalsin
data, technology and operationsroles. Thisreport presents the survey’s
key findings, analyses the drivers behind hybrid adoption and examines the
relationship between Al, compliance and operational resilience intoday’s
evolving data environment.

Methodology

National Technology News and Cloudera surveyed 100 professionals
working across data, technology and operations to understand how
organisations are evolving their data architecture to support critical
Al-based operational use cases, what kind of approach they are taking
to dataarchitectures foroperational use cases, the main factors
determining the choice of infrastructure type, and whatrole Aland
analyticaluse cases playintheirstrategy.

Key Findings:

1. Lifecycle complexity is the top obstacle: 87 percent struggle
with managing distributed Al/ML lifecycles, makingit the single most
cited challenge.

2. Security leads near-term priorities: 63 percentrankreal-time
anomaly detectionas theirnumber-one strategic use-case,
with 45 percent planning automated cybersecurity response.

3. Alinvestment accelerates: 76 per cent willexpand Al and
machine-learning capabilities in the next 12-24 months, signalling
rapid budget growth.

4. Hybrid solves the legacy lock-in: 72 per cent adopt hybrid
architecture primarily to integrate legacy systems that cannot
move to the cloud.

5. Governance maturity rises, gap remains: 68 per cent have
enterprise-wide governance, yeta full 32 percent still rely
on partial orad-hoc policies.
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1. Best approaches to data architecture for operational use cases

The survey resultsindicate thatmost organisations are
moving towards abalanced hybrid approach for
operational data architecture. More than half of
respondents (54 per cent) describe theirstrategy asa
near-equal mix of cloud and on-premisesinfrastructure.
This preference reflects a practicalrecognition that
hybrid models provide the adaptability needed to
integrate legacy systems, optimise performance and
maintain operationalresilience.

Hybrid architectures are valued for their ability to bridge
the gap between existing on-premisesinvestments and
the opportunities presented by cloud platforms. Many
organisations continue torely oncritical legacy systems
thatare not easily migrated to the cloud. By adoptinga

hybrid approach, organisations can modernise at their
own pace, reducingrisk and avoiding disruptionto
essential operations.

The survey also highlights therise of cloud-dominant and
multi-cloud approaches. Around one-fifth of
organisations (21 percent)favouramodelwhere cloud
infrastructureis the primary environment, with minimal
reliance onon-premisesresources. Afurther13 percent
are adopting multi-cloud strategies, selecting services
from multiple providers to optimise workload distribution
andreduce dependenceonany singlevendor.

Few organisations are committing to either extreme.
Onlyone percentpreferafullyon-premiseslegacy

infrastructure, andjust three percenthave adopted
afully cloud-native approach. This suggests that
most organisations see valueinretaining a mix of
environments, ratherthan pursuingacomplete
transitionin eitherdirection.

These findings underscore the importance of
adaptability and risk management. By maintaining
both cloud and on-premises capabilities,
organisations canrespondto changing business
needs, regulatory requirements and technology
developments without locking themselvesinto
asingle platform. This flexibility is especially
relevant asregulatory and operationaldemands
continue to evolve.

60% —

50%

40% —

30% —

20%

10%

0% —

Cloud-dominant
(75%+ cloud, minimal
on-premises)

Fully cloud-native
withno on-premises
infrastructure

Balancedhybrid
(near-equalcloud
andon-premises)

On-premises-dominant
(75%+on-premises,
minimal cloud)

Fully on-premises
legacyinfrastructure

What best describes your organisation’s current approach to data architecture for operational use cases? (Select one option)

Edge-centric
architecture with
distributed computing

Multi-cloud strategy
with cross-platform
integration
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2. Key factors driving hybrid data architecture adoption

Survey responses highlight that organisations are
motivated by acombination of technical, operational
andregulatory factors when adopting hybrid data
architectures. Mostrespondents selected multiple
drivers, reflecting the complexity of the decision-
making process.

Integrationwithlegacy systems was the most frequently
citedreason,chosenby 72 percent of respondents. Many
organisations operate critical systems thatcannotbe
easily migratedto the cloud due to technical constraints,
cost, orrisk. Ahybrid approach allows these systems to
remain operational while enabling the gradual adoption
of newtechnologiesand cloudservices.

Operationalscalability is anotherimportant factor,
identified by 64 percent of respondents. Hybrid
architectures offer the ability to scale workloads
efficiently, using cloudresources where appropriate
while retaining control over sensitive or high-priority data
and processes on-premises.

Improved data security and control (45 percent),
performance andlow-latency requirements (28 percent),
and dataresidency or sovereignty regulations (23 per
cent)were also significant considerations. These factors
reflect the need to balanceinnovationwith compliance
andriskmanagement, especially asregulationsbecome
more demanding and data privacy concerns grow.

Otherconsiderations, such as business continuity,
disasterrecovery, and cost optimisation, were selected
lessfrequently but still play arole in shaping hybrid
strategies. The survey data shows that organisations
arenotdrivenby asingleissue butbyablend of
priorities thatreflect theiroperationalrealities and
regulatory obligations.

Insummary, the adoption of hybrid data architecturesis
shapedbythe needtointegratelegacy systems, maintain
operational flexibility, addressregulatory requirements
and managerisk. Organisations are seeking solutions
that allow themtoinnovate without compromising
security, compliance orperformance.
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What are the primary drivers for adopting a hybrid data architecture in your organisation? (Select up to three options)

15%

12% 1M%

5%

Integrationwith Operational Improved data Performance Dataresidency Business Costoptimisation Real-time Faulttolerance
legacy systems scalability securityand andlow-latency orsovereignty continuity and across analytics at andhigh
control requirements regulations disasterrecovery infrastructuretiers the edge availability
J
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3. What makes a hybrid architecture strategy optimal?

Maturity in hybrid data architectureis closely linked to the
presence of robust governance frameworks. However,
the surveyreveals that most organisations are stillonthe
pathto achieving this goal. Although 68 per cent of
organisations describe their hybrid data architecture
strategy as aimed at fully operational hybrid architecture
withenterprise-wide governance, the figuresreflecta

strong aspirationratherthan a completed transformation.

Inreality, many organisations are stillgrappling with the
complexities of integration, policy enforcement and
infrastructure coordinationbetweencloud and on-
premises environments.

Awell-developed governance framework serves as the
cornerstone of asuccessfulhybrid data architecture,
elevatingit beyond a patchwork of systems to a unified,
strategic enterprise asset. Thislevel of governance not
only ensures compliance andriskmanagement, but also
enables organisations torealise the full value of theirdata
investments, makingit a critical driver of sustainable
competitive advantage.

Organisations thatimplementunified policiesand
controlsacross cloud and on-premises environments are
betterpositioned to manage data privacy, security and
compliance. Thisapproachalsohelpstoreduce
fragmentation,improve visibility and streamline
operations, which are essential forscaling Aland analytics
initiativesresponsibly.

Theregulatorylandscapeisacentral factorshapingthese
strategies. Laws suchasthe EUAIAct, GDPRand
sector-specific mandatesimpose strictrequirements
ontransparency, dataresidency, risk managementand
accountability. Theseregulations not only govern how
datais storedand processed, butalso dictate whereit
canreside andhowit mustbe protected. Non-
compliance canresultinsignificantfinancial penalties
andreputationalharm. As aresult, organisations are
under pressure to demonstrate that theirdata
management practices are bothrobustand adaptable
toevolvinglegal standards.
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The survey alsoreveals thata smaller proportion of
organisations are stillinearlier stages of hybrid adoption.
Nine percentareinthe pilot phase, while only asmall
minority are atthe exploratory orplanning stages. This
distribution suggests that while progresshasbeenmade,
some organisations are stillworking towards establishing
mature, governed hybrid environments.

Ahybridstrategyis mosteffective whenitbalances
flexibility with control. Adaptability to evolving
requirements, seamlessintegration of legacy andmodern
systems, andthe enforcement of consistent governance
are all crucial. Notably, the question arises: is a hybrid
approachonlyviable once anenterprise-wide governance
framework hasbeenestablished, orcangovernance and
hybrid adoptionevolveintandem?

The survey findings suggest that organisations prioritising
governance and operational discipline are the ones best
positioned torealise the full potential of hybrid data
architectures, drivinginnovation while managingriskand
meetingregulatorydemands.

~
Which of the following best characterises
your hybrid data architecture strategy?
(Selectone option)
% 9%
68% ()
Fully operational hybrid Pilot stage with
architecture with enterprise- strategicuse casesand
wide governance definedroadmap
I I
% 1%
1 (o] o
Exploratory phase with Preliminary planning
initial proof-of-concept withinitial architectural
implementations assessments
L/ I
% 2%
4% o
Emerginginterest Focused exclusively
withno concrete onAlandanalytics
implementationplans hybrid solutions
lo) Reactive approach
responding toimmediate
(o]
operationalneeds
J
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4. Operational use cases for Al and data analytics

Organisations are embedding Al and analytics across
awiderange of operational activities, signalling the
technology’s transition fromisolated pilots to core
business functions.

The mostcommon applicationis customerbehaviour
analytics, with 56 per cent of organisations using Al to
understand customerneeds, personalise engagement
anddrive loyalty strategies. Therise of enterprise Al
agentsisacceleratingthistrend, ascompanies
increasingly deploy these toolsincustomer-facingroles
suchas supportand marketing, and planto expand their
usefurther.

Acrucialrequirement forthese applicationsis the ability
touse proprietary data securely, without exposing
sensitive information outside the organisation. Systems
thatintegrate both publicand on-premisesinfrastructure,
andthat support seamless dataandAllifecycle
management, are becoming essential forkeeping
models current while enforcing strict access controlsand
auditrequirements.

Security-focused use cases are also prominent. Detection
and prevention of cybersecurity threats (52 percent) and
fraud detectionand compliance monitoring (45 percent)
aremajor priorities. These results highlighta strong focus
onusingAlto strengthenorganisationalresilience.
Operational Alis now central to cybersecurity, enabling
real-time anomaly detection, predictiverisk assessment,
automated compliancereporting andrapid response to
potentialregulatory breaches.

However, an excessive focus onprotectioncanrisk
stiflinginnovationifitleads to overly restrictive practices.
To address this, organisations are encouragedto treat
security asanenablerofinnovation, notabarrier. Hybrid
dataplatforms that offeradvanced data protection, such
astokenisationand masking, while enabling collaborative
analyticsand Aldevelopment, allow organisations to
innovate with confidence, balancing risk management
with operational agility.
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Which of the following
operational Al or analytics
use cases are activein
your organisation today?
(Selectallthatapply)

56%

Customerbehaviouranalytics

5% —

Supply chain
optimisation

16%1

Internet of

Things(loT)data

processing
16%'

Automation of
field operations

18%

o

Predictive maintenance

and asset monitoring

52%

Cybersecurity
threat detection
and prevention

pea

45%

Fraud detection
andcompliance
monitoring

29%

Network and application performance monitoring

23%

Real-time decision-makingin
production environments
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5. Strategic use cases in the next 12-24 months

Looking ahead, organisations are prioritising hybrid
dataand Aluse cases thatdirectly address operational
risk, resilience and personalisation. Real-time anomaly
detectionin operationsis the top strategic priority,
selected by 63 percent of respondents. Automated
cybersecurity response across distributed systems
(45 per cent), operational forecasting and optimisation
(41per cent), and personalised service delivery using

Al (41 per cent) follow closely behind.

The focus onreal-time anomaly detectionand
automated cybersecurity reflects the growing threat
landscape and the challenge of managinglarge volumes
of security data across fragmented environments. Many
organisations struggle to process and analyselogs from
sources suchasDNS, firewalls and endpoints quickly
enoughtorespondtothreats. Thishasdriveninterestin
opendatalakehouse architectures and advanced Al
models that canidentify anomalies and support
proactive threat mitigation.

Personalised service delivery and operational
forecasting are also gaining traction, highlighting the
demandforAl-driveninsights that canimprove customer
experiences and optimise business processes.
Compliance monitoring andriskreporting remain
important, cited by overa quarter of organisations,
reflecting the ongoingneed to meetregulatory
requirements and demonstrate accountability.

Implementing scalable Almodels across hybrid
environmentsis akey challenge for19 percent of
respondents, underlining the importance of unified
solutions that allow organisations to use proprietary data
securely and deploy models across cloud, on-premises
and edge environments.

Overall, the survey suggests that organisations are
aligning their strategicinvestments withuse cases that
strengthen security, enhanceresilience, and drive
personalisation, while ensuring compliance and
operational efficiencyinanincreasingly complex
regulatory and threat environment.

8 The state of hybrid data architecturesinthe Al era

.

Which hybrid use cases are considered strategically important to your organisation over

the next12-24 months? (Select all that apply)

Real-time anomaly
detectionin
operations

Automated
cybersecurity
response across
distributed systems

45%
41%
41%

Operational
forecastingand
optimisation

Personalised service
deliveryusing Al

Compliance
monitoring andrisk
reporting

28%
19%
18%
18%

Scalable AImodel
deploymentacross
hybrid environments

Edge-basedanalytics
forlow-latency
decision-making

Predictive
maintenance using
machine learning

Integration of loT
dataintobusiness
processes

63%

9%
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80%
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6. Approaches to data governance in heterogeneous environments

The surveyreveals a strongindustry-wide
consensus onthe need forunified governance
across cloud, on-premises and edge environments.
Allrespondentsindicated that their organisations
have either a unified governance framework
orcommon policies with environment-

specific variations. This reflects arecognition

that fragmented governance cancreate

security risks, regulatory gaps and
operationalinefficiencies.

Unified governance frameworks are increasingly
underpinned by technologies that enable consistent
policy enforcement, metadata management, audit
loggingand federated data cataloguing. Many
organisations are adopting solutions that allow them
to apply governance controlsregardless of where the
dataresides—whetherinpublic cloud, private cloud,
on-premises clusters oredge devices. Thisapproach
supports true hybrid cloud portability, enabling
seamlessmovement of data and workloads while
maintaining compliance andreducinglatency.

Replicationand synchronisation of metadata,
classificationtagsandsecurity policies are also seenas
essential forbusiness continuity and analytics. Enterprise-
gradereplication solutions help ensure that governance
controlsfollow the data, supporting high availability,
disasterrecovery andregulatory obligations.

Theregulatory environment continuesto drive these
developments. Laws suchasthe EUAlActand GDPR
require organisationstodemonstrate strongdata
stewardship, transparency and the ability to enforce
controlsacrossdistributed environments. Withouta
unified governance model, organisationsrisk datasilos,
inconsistent security, reduced data quality andincreased
compliancerisks.

While unified frameworks are ideal, the survey
acknowledgesthat some organisationsstillrely on
common policies withenvironment-specific adaptations.
However, those that can standardise governance across
allenvironments are better positioned to support
innovation, maintain compliance and respond quickly
toregulatory changes.

r

©

Unified governance

framework applied

consistentlyacross
allenvironments

Common policies with
environment-specific
implementation variations

How does your organisation approach data governance across heterogeneous environments
(cloud, on-premises, edge)? (Select one option)

2%)

Fragmented governance
withlimited cross-
environment visibility

Adhoc governance with
minimal standardisation
acrossenvironments

Separate governance
modelsforeach
environmentwithsome
integration points

Currently defininga
governance modelfor
hybrid operations
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/. Preferred Al/ML models: An overview

Survey responses show a clear trend towards
deploying Aland machine learning modelsin
environments optimised for specific workload types.
Seventy-eight per cent of organisations reportusing
specialised deployments, oftenrelying on cloud-
basedinfrastructure to support scalable training and
inference. Half of respondents use centralised
cloud-based training andinference, while 45 percent
use hybrid models that combine cloud training with
edge oron-premisesinference.

This shiftis driven by the need for flexibility, scalability
and access to high-performance computing resources,
particularly as generative Al andlarge language models
become more prevalent. Cloud-native platforms are
evolvingrapidly to support these requirements,
providing tools for containerisation, dynamic resource
allocation andintegration with popular Al frameworks.

Some organisations continue to use edge-firstand
distributed approaches, especially where latency,
data sovereignty or security concernsrequire local
processing. However, the overall trend is towards
environments that can supportboth centralised
anddistributed Alworkloads. This approach allows
organisations to optimise for performance,
compliance and cost.

The survey findings highlight theimportance of
aligning Aland machine learning deployment
strategies with operationalneeds andregulatory
constraints. Organisations that canflexibly deploy
models across cloud, on-premises and edge
environments are better positioned to deliver
value from Al initiatives while maintaining control
and compliance.

7

80% —

Where are Al/ML models currently being trained and deployed in your organisation? (Select all that apply)

0%

Distributed training | Federatedlearning |

Specialised Centralised cloud- Hybrid modelwith Multi-stage Edge-firstapproach
deployment optimised basedtraining cloudtrainingand deployment with withlocalmodel with cloud-based acrossdistributed
forspecific andinference edge/on-premises dynamicresource training andinference modelmanagement environments
workloadtypes inference allocation
\ J/

CLOUD=RA

N TIN!

10 The state of hybrid data architecturesinthe Al era



8. Challengesinimplem

Organisationsreport several persistent challenges when
deploying Aland machinelearninginhybrid environments.

The most significantis the complexity of managing
distributed modellifecycles, cited by 87 per cent of
respondents. This challengeis oftencompoundedbya
lack of integration between dataandmachinelearning
platforms, reported by 73 percent, whichcanresultin
fragmented workflows, manual processes and delaysin
moving models from development to production.

Regulatory constraints onmodellocationare another
majorconcern, with56 percent highlighting thisissue.
Laws suchasthe EUAIActand GDPR, aswellas similar
regulationsinotherregions, may require thatboth
dataandthe modelstrained onthat dataremainwithin
specificjurisdictions. This creates additional hurdles
fororganisations seeking toleverage hybrid or multi-
clouddeployments.

Otherobstaclesincludeinconsistent data availability
acrosslocations, limited computeresourcesonedge or

enting Al/ML in hybrid environments

on-premisesinfrastructure, and skills gapsinmanaging
hybrid machine learning systems. While these issues are
less frequently cited, they canstillimpede the effective
scaling of Alinitiatives.

To addressthese challenges, organisations are
increasingly adopting unified hybrid architectures that
specialiseinMLOps, centralised modelregistriesand
automated deployment pipelines. These solutions
supporttraceability, version controland secure,
programmatic deployment of models across
environments. Hybrid and multi-cloud capabilities also
provide the flexibility needed to comply withregulatory
requirements by allowing organisations to choose where
totrain, store and serve models.

The findings suggest that overcoming these challengesis
critical forrealising the full benefits of Alin hybrid
environments. Organisations thatinvestinintegrated
platforms and robust governance are betterpositionedto
accelerateinnovation while maintaining compliance and
operational control.

100% —

80% —

60% —

40% —

20%

0% —

3%

What are the most significant challenges you have encountered in deploying Al/ML in hybrid environments? (Select up to three options)

0%

Difficulty inscaling |

Complexity of Lack of integration Regulatory constraints Inconsistent data Limited compute Skillsgapsin
managing distributed betweendataand ML onmodellocation availability across resourcesonedge managing hybrid ML training workloads
modellifecycles platforms locations oron-prem infrastructure
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9. Managing compliance and regulations in hybrid environments

Compliance remains a central concern for organisations
deploying Al across hybrid environments. The survey
shows that most organisations view regulatory
compliance not as abarrier, but as an enabler for
responsibleinnovation. Sixty-two per centreport that
proactive compliance integrationis actively driving Al
innovation, while a further 21 per cent take abalanced
approach, adapting their strategies to meet evolving
regulatory demands.

Theregulatorylandscapeis evolvingrapidly, with
frameworks suchasthe EUAIActand GDPRimposing
strictrequirementsfortransparency, risk management
and dataresidency, especially forhigh-risk Al
applications. Organisations must ensure that dataand
modelsremain withinapprovedjurisdictions, maintain
detailed audit trailsandimplementrobust governance
to avoid costly penalties andreputational damage.

Asmallminority of respondents still report that
compliance constrains their Alinitiatives, or that their
approachtoregulationis fragmentedor
underdeveloped. However, the prevailing trendis
towards embedding compliance into Alworkflows and
infrastructure, enabling organisations toinnovate
confidently while meetinglegal obligations.

Organisations thatintegrate complianceinto the design
of their Al systems are betterable to managerisk,
accelerate deploymentand maintain trust with
customersandregulators. This proactive stance not only
reduces therisk of non-compliance but canalso openup
new opportunities by enablingresponsible Aladoptionin
sensitive orhighly regulated sectors.

12 Thestate of hybrid data architecturesinthe Al era

How is your organisation managing the balance betweenregulatory compliance
(e.g. EU Al Act, data sovereignty laws) and innovationin Al deployments across hybrid
environments? (Select one option)

Proactive compliance
integrationdriving
innovation

Balanced approach
with controlled
regulatory adaptation

21%

Innovation-first
strategy with careful
regulatory monitoring

Compliance-
constrained
approachlimiting Al
initiatives

Fragmented approach
withinconsistent
regulatory responses

Emergingregulatory
strategy under
development

Minimalregulatory
considerations
incurrent Al
deployment
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70%
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10. Investment priorities for hybrid datain the next 12-24 months

Over the coming one to two years, organisations are
planning significantinvestmentsin hybrid dataand Al
capabilities. The top priority, chosen by 76 per cent of
respondents, is the expansion of Aland machine
learning capabilities within operations. Thisreflects
the centralrole that Al now playsin driving efficiency,
agility and competitive advantage.

Consolidating hybrid data platformsis the next most
commoninvestment, with 47 per cent seeking to simplify
architectures, improve data accessibility andreduce
costs byintegrating disparate systems. Enhancing data
governance and compliance toolsis also a majorfocus,
cited by 41 percent, as organisationsrespondto
increasingregulatory demands and the need tomanage
privacy and security risks.

Otherkey investmentareasinclude hiring or training hybrid
datatalent (27 percent), buildingreal-time data streaming
infrastructure (25 percent), and upgrading edge and
on-premisesinfrastructure (17 percent). These priorities
highlighttheimportance of developingskills,improving
dataagility and supportinglow-latency use cases.

Overall, the survey suggests that organisations view Al
expansion, platform consolidation and governance as
interconnected priorities. The ability toinnovate at scale
dependsonrobust control, unified datamanagement
andthe capacity to adapt quickly toregulatory and
operational changes.

13  The state of hybrid data architecturesinthe Al era

What are your organisation’s
top investment areas for hybrid
data and Al over the next

12-24 months? (Selectup to
three options)

4%

Improving monitoring
and observability

17%

Upgradingedge andon-
premisesinfrastructure

25%

Buildingreal-time data
streaminginfrastructure

27%

Hiring ortraining
hybrid datatalent

76%

foroperations

47%

Consolidating
hybrid data
platforms

41%

Enhancing data
governance and
compliance tools

Expanding Al/ML capabilities
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Conclusion

The findings of thisreport demonstrate a decisive shift towards hybrid data
architectures as the foundation for operationalresilience, innovation and
regulatory compliance.

Most organisations now favour abalanced approach, combining the strengths
of cloud and on-premises environments to achieve flexibility, scalability and
integrationwithlegacy systems. This strategy enables organisations to adapt to
evolving business needs andregulatory requirements without being locked into
asingle platform.

Governance and compliance have moved to the centre of the data strategy
agenda. The adoption of unified governance frameworks and proactive
complianceintegrationis enabling organisations to manage risk, demonstrate
transparency and accelerate responsible Alinnovation. Rather than treating
regulation as abarrier, leading organisations are embedding compliance

into theirworkflows and infrastructure, unlocking new opportunities while
maintaining trust.

Aland analytics are now operationalrealities, supporting a wide range of use
casesfromcustomerengagement to cybersecurity and risk management.
The ability to deploy Aland machine learning models flexibly across hybrid
environmentsisincreasingly critical, asis the capacity to scale innovation while
maintaining control and oversight.

However, significant challengesremain. Managing distributed modellifecycles,
integrating dataand machine learning platforms, and navigating complex
regulatorylandscapesrequire ongoing investment, robust governance and
continual adaptation. Organisations that address these challenges directly—
by consolidating platforms, investingin talent and prioritising unified data
management—will be best positioned to harness the full value of their data.

Theimperativeis clear: organisations must continue to evolve theirdata
architectures and governance strategies to keep pace with technological
advances andregulatory change. By doing so, they can drive innovation,
strengthen operational resilience and build a sustainable competitive
advantageinanincreasingly complexdigital world.
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