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Abstract

Thiswhitepaper provides anintroduction
tothe DataFabric architecture. It explains
whatitis, why it was created, especially
the challengesit addresses, offers a
Cloudera-basedreference architecture
and highlights two key areas the Fabric
canbe extended.

Version: 1.0
Author: Jean-Philippe Player

Introduction

Inthis section we briefly summarize why we wrote this
whitepaper, whoitisintended for, why they should
readit,andrecommendations for furtherreading.

Audience

Thiswhitepaperwas writtenformembers of Architecture,
Operations, Engineering and Business leaders of
Enterprise Data Platform teams. [t may also provide
usefulreading for Chief Data Officers (CDO) and
Chief Information Officers (ClO) that want to establish
orstrengthentheirunderstanding of the Data Fabric
architecture, specifically asit applies to Cloudera’s
products and services.

Purpose

The DataFabricis one of threeimportant emerging
dataarchitectures; the othertwo are Data Mesh
and Data Lakehouse. Organizations needto clearly
understand what each of them s, why they are
important and how toimplement them at scale,
inahybridlandscape. Thatis the goal of thisshort
introductory whitepaper.

3 The Unified Data Fabric

Recommended Reading

Therecommendedreadinglisted belowis limited

to only those sources that directly support this
whitepaper. Reading the official Cloudera blog
orsubscribing via email will provide access to a stream
of usefulreading.

e Enterprise DataFabric Enables DataOps | Forrester

e HowaBigDataFabric conTransform Your
DataArchitecture

e Conqgueringhybrid and multi-cloud with
big datafabric

e ClouderaDataCatalogoverview

e SharedDataExperience (SDX) | Cloudera
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https://www.cloudera.com/subscribe.html
https://www.cloudera.com/subscribe.html
https://www.forrester.com/report/enterprise-data-fabric-enables-dataops/RES153219
https://blog.cloudera.com/data-360/how-a-big-data-fabric-can-transform-your-data-architecture/
https://blog.cloudera.com/data-360/how-a-big-data-fabric-can-transform-your-data-architecture/
https://blog.cloudera.com/conquering-hybrid-and-multi-cloud-with-big-data-fabric/
https://blog.cloudera.com/conquering-hybrid-and-multi-cloud-with-big-data-fabric/
https://docs.cloudera.com/data-catalog/cloud/core-concepts/topics/dc-data-catalog-overview.html
https://www.cloudera.com/products/sdx.html

Why is a Data Fabric
Architecture Needed

Enterprises today have to contend with exponentially
increasing volumes of batch and streaming data,
comprising avariety of structured, unstructured, and
semi-structured data types, and originating from
anexpanding number of disparate sourceslocated
on-premises, inthe cloud and at the edge.

At the same time, business users demand fasterand
easieraccesstoreliable, trusted, up-to-date data
to make accurate business decisions.

Traditional data approachesrequire spendingalot of time
onmanually preparing data, managingingestion,
standardizing data sets and orchestrating datamovement
between onpremises and cloud environments. Finding
theright data sets and making them available for
analyticsis oftenaconvoluted process that further
slows down business decisions. Thatis compounded
by regulatory compliance and security controls that
must be manually applied at every step of the data
lifecycle, fromingestionto analytical applications.

The Data Fabric has emerged asamoderndata
architecture to overcome these challenges and
supports the needs of a hybrid, multi-cloud
environment. The architecture focuses onmaking data
readily available to business users whereveritresides,
improve collaboration, enable self-service, andleverage
automationto simplify datamanagementand enforce
the necessary compliance and security requirements.

Figure O1 — Enterprise Data Fabric Reference Architecture, Enterprise Data Fabric
Enables DataOps, Forrester, August 2, 2021

Whatis a Data Fabric?

Definition

The Data Fabric offers a comprehensive approach

to centrally manage, own, curate, secure and govern
enterprise data across multiple clouds and on premises.
Forrester coined the term and their definition of a Data
Fabricis as follows:

11

A Data Fabric orchestrates disparate data
sources intelligently and securely in a self-
service manner, leveraging data platforms
such as datalakes, data warehouses, NoSQL,
translytical, and others to deliver a unified,
trusted, and comprehensive view of customer
and business data across the enterprise to
support applications and insights.”

Properties
Amodern Data Fabric comprises multiple layers that
work togetherto meetthese needs:

Datamanagement
Dataingestionand streaming
Data processing and persistence
Data orchestration
Datadiscovery

oo p e

Globaldataaccess

The Data Management layeris the core layer of the
architecture and provides the needed tools and
interfaces forall the otherlayers. Itis what provides
the end-to-end datamanagement capabilities that
ensure thereliability, security and governance of data
andisthe mainfocus of this paper.

' A
1 6 Global distributed platform, in-memory, embedded, Global Data
Data Management self-service, APls Access
Metadata/catalo : : ; ; Data
9 5 Datamodeling, preparation, curation, graph engine Discovery
Data security
Data governance Lo . . Data
4 Transformation, integration, cleansing Orchestration
Data processing
Data quality Data platform Datalake Data Processing
. -processing EDS/BDW and Persistence
Datalineage
Policles 2 Ingestion, streaming, data movement Data Ingestion
Al/ML ’ ’ and Streaming
Cloud f Data Sources f On premises
\ y,
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How to build a Data Fabric
with Cloudera

Clouderahasbeen built from the ground up to support
hybrid, multi-cloud datamanagementin support of
aDataFabric architecture. Inthis sectionwe provide
anintroductionto Cloudera, withafocus onthe data
management capabilities that enable the Data Fabric.

Cloudera

Clouderaisatrue hybrid platform designed to provide
the freedomto choose any cloud, any analytics,
any data. Clouderadeliversfasterand easierdata
management and data analytics fordataanywhere,
with optimal performance, scalability, and security.
With Clouderayou get the value of Clouderaon
premises and Clouderaoncloudforfastertime to
value andincreased IT control.

Cloudera provides the freedom to securely move
applications, data, and users bi-directionally between
the datacenterand multiple data clouds, regardless of
whereyourdatalives. Asaresult, the platformis perfectly
placedtoimplement modern data architectures:

e Aunified Data Fabric which centrally orchestrates
disparate data sourcesintelligently and securely
across multiple clouds and on premises.

e AnopenDatalakehouse thatenables multi-
functionanalytics onboth streaming and stored
datain acloud-native object store across hybrid
multi-cloud.

e Ascalable DataMeshthathelpseliminate datasilos
by distributing ownership to cross-functional teams
while maintaining acommon datainfrastructure.
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Figure 03 — Services Components of Cloudera on cloud

Figure O3 provides a summary of the logical
components that make up Clouderain the Public Cloud.
We’'llnow explore how each of these components
support the Data Fabric.

Common Control Plane

The Cloudera Control Pane provides a ubiquitous
service thatis consistent and spans an organization’s
deploymentinstances. Inthe diagram above this
shows how a public cloudinstance shares services
such as governance with the private cloudinstance.

It goesfurtherinsupporting multiple cloud and multiple
private cloud deployments. The Control Plane s
afederated service which enables the metadata,
security, encryption and governance to be managed
as acentral, but federated service. The fundamental
building blocks are based on Open Source components
and have an Open and Accessible APIwhich provides
integration to awider ecosystem of services and
supports open standards and Interoperability.

6 The Unified Data Fabric

*Flow Managementrate card

Data Catalog

The Cloudera Data Catalog sits within the Control
Plane. This global catalog provides a searchable
inventory of all the assets that are part of the Data
Fabric, making data assets easily discoverable.

e Comprehensive — Support forall entities that make
up the hybrid platform: Hive tables, Kafka topics,
Nifi flow, HBase tables, Machine Learning Models,
etc. Each assetwillbe displayed alongside its
contextual metadata, such as schema, security
policies, tags and classifications, profile, governance
rules and business annotations.

e Discoverability — Singlelocation to discoverand
searchfordatafromallnodes of the Fabric.

e Governance — Builtin profiling to give insightsinto
data quality and sensitivity, builtin classification
engine that assigns security, compliance and policy
related attributes suchasPII.
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e Lineage —Automatic capture of lineageinformation
helpsunderstand where the data came from, how
itisbeingused, whatimpact changes would have.
It canfurtherbe extended to propagate security
policies across the entire Data Fabric, making it
saferand easierto share data.

e Policy — Security, Compliance and Governance
policies canbe assignedto any data assetdirectly
fromthe Catalog.

e Security — Complete auditlog of allaccess and
modifications made to data setslocate anywhere
inthe fabric.

e Collaboration — Supports business annotations
and metadata, curation and collaboration.

This addresses the requirements of the Data
Management layer (1) of the Data Fabric, when
deployedin conjunctionwith the Shared Data
Experience (SDX).

Shared Data Experience (SDX)

Cloudera SDX combines enterprise-grade security,
governance and management capabilities with shared
metadatathatis deployedlocallyineachnode of the
Data Fabric, and federatedvia the Control Plane.

It provides a governance layerthatis truly global —
spanning control planes and deploymentinstancesto
assign ownership, capture audit and apply global policies
acrossonpremises deployments and public clouds.

e Metadata—establishinformationassetsforincreased
usability, trust and value leveraging allmetadata
(structural, operational, business and social).

e Security — granular, dynamic, role- and attribute-
based security policies. Prevent and audit
unauthorized access to sensitive orrestricted
dataacross platform.

e Encryption —strong cryptography fordatain
motion andrest, centralized authentication with
single-signon.

e Control—move dataand workloads between
deployments for optimum performance, cost and
resilience, meeting ever changing business needs.

e Governance — enterprise-grade auditing, lineage,
and governance capabilities applied across the

platformwithrichextensibility for partnerintegrations.

7 The Unified Data Fabric

Replication Manager

The Cloudera Replication Manageris designed to
serve anumber of use cases around cross-fabric data
orchestration andreplication: workload migration,
cloud bursting, backup and disasterrecovery, and
replicationinsupport of development andtest systems.
It supports fulland incremental replication for all data
storage types availablein the fabric.

Akey tenet of a Unified Data Fabricis having consistent
security and governance controls across all fabric
endpoints. Tightly integrated with SDX, Replication
Manager supports that function'by moving policies
withthe data, replicating allassociated metadata,
classification tags, security policies, compliance rules
andlineageinformation.

Global Unified Security with SDX

SDX supports attribute-based policies through the use
of tags, suchas “PlIl”, that can be assigned to any data
assetincludingindividual columns of atable. The data
access policy forPlldatacanbe specified by a
centralized teamresponsible forenterprise-widerules,
while the tagitself canbe assigned by the creator of the
dataset, eithermanually orvia automatic classification.
The automatic capture of lineageinformation through
the datapipeline enablestaginheritance, and as such
propagation of the relevant policies withinalocalnode
inthe fabric autonomously.

ReplicationManageris aware of these tags. As datais
moved between environments, classificationtags are
also automatically propagated and assigned to the
data. This enforces the appropriate policies globally
across the nodes of the fabric, and provides unified
policy management and compliance across all of the
organization’s environments, while allowing business
users self-service access to trusted data.

Source
' Available from second half of 2022
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Figure 04 — Key Cloudera Components that make up the Data Fabric architecture
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Data Services

The Layers 2 through 6 of the Data Fabric are addressed
using Cloudera Data Services, see figure 04:

e Dataingestionandstreaming — provided by
ClouderaDataFlow and Cloudera Data Engineering

e Dataprocessingand persistence — provided by
ClouderaDataHub, Cloudera Data Warehouse
and Cloudera Operational Database

e Dataorchestration — provided by components
embeddedin Cloudera Data Engineering and
Cloudera Streaming Analytics

e Datadiscovery — provided by ClouderaData
Visualization and the Cloudera Data Catalog

e Clobaldataaccess — providedby ClouderaData
Warehouse, Cloudera Operational Database and
ClouderaAl

8 The Unified Data Fabric

Beyond the Data Fabric

The Data Fabric takes a centralized approach to all
aspects of datamanagement. As organizations scale,
moving to a distributed modelformanaging the data
domains canbe beneficialandis encapsulatedin the
concept of the Data Mesh, whichis the subjectofa
separate whitepaperinthe series.
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About Cloudera

Clouderaisthe only true hybrid platform for data,
analytics, and Al. With100x more data under
management than other cloud-only vendors,
Clouderaempowers global enterprises to transform
dataof alltypes, onany public or private cloud,
into valuable, trustedinsights. Ouropendata
lakehouse delivers scalable and secure data
management with portable cloud-native
analytics, enabling customers to bring GenAl
models to theirdata while maintaining privacy
andensuringresponsible, reliable Aldeployments.
The world’slargest brandsinfinancial services,
insurance, media, manufacturing, and government
rely on Clouderato be able touse theirdata
tosolve theimpossible — today andin the future.

Tolearnmore, visit Cloudera.comand follow
usonLinkedlnand X. Clouderaandassociated
marks are trademarks orregistered trademarks
of Cloudera, Inc. All other company and
product names may be trademarks of their
respective owners.
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