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Q Why is intelligence in the edge important today? 

A Digital transformation (DX) is now a top initiative within most businesses.  While companies leverage a broad mix of 
technologies to digitally transform, perhaps their most important asset on this journey is data.  Most organizations 
produce plenty of raw data, but the ability to gain the right insights at the right time remains a challenge for many. 

Companies that employ Internet of Things (IoT) devices and strategies increase the amount of data at their disposal. 
However, IoT devices are numerous, highly diverse, and geographically dispersed, all of which creates roadblocks to 
gaining value from the data.  To start, IoT devices may not always have a reliable network with which to send data to 
a centralized datacenter.  If the devices do have a reliable network connection, a use case that requires real-time 
analysis may be negatively affected by the time it takes the data to travel from the device to the centralized 
datacenter and back.  Even if such latency is acceptable, an organization may not want to pay for all the data to be 
analyzed in the datacenter when much of it is just noise that could have been filtered out ahead of time.  Finally, 
organizations may be subject to regulatory and compliance mandates that require data to be kept within a certain 
jurisdiction or boundary.   

Edge computing moves compute to where the data is generated, eliminating the need for it to travel to an external 
datacenter for analysis and removing many barriers to gaining – and acting on – real-time data.  The ability to know 
what events may take place – or are taking place – in the environment gives an organization an unprecedented 
opportunity to rapidly respond to those events.  This proactive stance can provide a range of internal business 
benefits, but it can also support one of the most important goals of DX: competitive differentiation through 
improved customer experiences. 
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Q What are the business benefits of edge intelligence? 

A Edge intelligence has a role to play in many use cases across multiple industry verticals, a reality supported by the 
fact that our research finds that 63% of enterprises plan to process and analyze some portion of their data at the 
edge.  While IoT data is useful in providing descriptive information about what happened during an event, 
organizations increasingly seek to use this data in concert with machine learning (ML) and artificial intelligence (AI) to 
understand the combination of factors that led to an event.  The objective is to use this information to become more 
proactive in preventing negative events – or in improving the likelihood of positive events.  This ability to understand 
what is happening and to react quickly will require the ML model to be inferenced at the edge. 

IDC research finds the top five metrics organizations use to measure the success of IoT initiatives are: operational 
efficiencies, productivity gains, cost savings, safety improvements, and customer satisfaction.  To illustrate the 
business value of edge intelligence in reaching those goals, let’s look at some industry use cases.  In manufacturing, 
edge computing can be implemented on factory floors for preventing machine failure in real time, therefore 
decreasing costs, increasing operational efficiencies, and improving productivity.  In oil and gas, edge computing can 
be leveraged on oil rigs to do real-time equipment analysis, helping the organization gain operational efficiencies 
and improve safety.  In retail, edge computing can be used to do in-store customer behavior analysis or real-time 
marketing, leading to a more personalized customer experience. 

Q What are the key challenges in enabling intelligence at the edge? 

A Customers face several challenges when considering deployment of an edge intelligence solution.  Some are related 
to limitations within the devices; others are related to the location of the devices or 
the various data sources. 

Let’s look at device-oriented limitations.  First, it is not possible to deploy analytics 
agents on all edge devices due to the diversity of device operating systems and 
capacities available.  Storage is another issue on constrained devices since to collect 
data and store it offline as needed, the device must have local storage.  Some IoT 
edge devices have very limited storage capacity, so other ways to process such data 
locally may be required.  Rules engines are an important component for edge 
analytics, as they determine how to route or process the data based on local data 
scoring.  However, many traditional rules engines are too heavy to run on these 
types of devices. 
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The location of the devices can come into play as well.  If a device is in a location without a reliable network 
connection – or if the connection is too expensive to send data over – the device may only sync with a gateway or a 
centralized datacenter when a physical (or less expensive) connection is possible.  In some cases, this connection 
may only be available for a short time.  These conditions can lead to partial data sync, which can result in inaccurate 
results when the data is analyzed. 

Finally, the location of the data needed for a holistic analysis must be considered.  Data collected at the edge may be 
insufficient to aid decision making or to generate actionable intelligence by itself.  Organizations may need data from 
enterprise sources to augment or enrich the edge data to reach more meaningful decisions.  ML models can help 
with data scoring, but to generate broader insights may require sending the data back to the enterprise.  Today, 
many organizations do not have a good way to elegantly manage and secure the data flows between the edge and 
the enterprise. 

Q  What are best practices to consider when deploying an edge intelligence 
solution? 

A Once an organization decides on an IoT use case, it needs to consider the appropriate computing architecture to 
support the case.  When edge computing is part of that architecture, organizations need to discern which data feeds 
need to be analyzed and where.  They also must determine how to support the continuous cycle of data capture, 
processing, and analysis from the edge to the enterprise and back to the edge. 

From a device perspective, organizations need to consider what edge devices to run analytics on and the potential 
data storage and processing limitations.  They also must consider how to manage the device hardware, the agents 
collecting data from those devices, and the data itself.  A data management architecture that helps the organization 
understand data lineage and provides governance is critical for adhering to compliance mandates.  Edge intelligence 
doesn't happen without analytics; organizations should also contemplate how to deploy and manage ML models 
across a heterogeneous endpoint environment, and how they will join real-time edge data with other contextual 
data needed for meaningful insights.   

Each industry and region of the world is at a different maturity level with respect to IoT and edge deployments, and 
there is still a lot of innovation happening.  We recommend organizations take steps to keep the solution flexible 
enough to handle new requirements for hardware and software integration, scalability, and security.  Additionally, 
IoT solutions are rarely single vendor so organizations need to consider how their supplier is partnering across the 
broader IoT ecosystem. 
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Q What other IoT trends are happening around the edge? 

A IoT is becoming a pervasive fabric that enables the exchange of information between things, people, and processes. 
This fabric provides critical visual, audio, tactile, and environmental cues to help people and things adjust and adapt 
proactively to changing conditions in the world.  Paramount to this vision is the deployment of ML and AI at the 
edge, so things can become smarter and make decisions for themselves when appropriate.  As an example, we 
believe multiple industries will have self-provisioning assets enabled through AI that self-define their role in a 
production process. 

Technology needs to be in place to support this vision.  From a hardware perspective, we expect edge computing to 
increasingly accelerate via the use of GPUs, FPGAs, and ASICs.  Computer vision will play an important role in the 
sensing aspect of edge intelligence, allowing things to view and interpret the world in ways human beings cannot.  
Connectivity is another consideration: emerging technologies such as 5G that can support high bandwidth 
applications that require low latency are also key to making this vision happen.  Today, the edge ecosystem is quite 
fragmented; for edge intelligence deployments to reach scale, we think it is critical for the industry to coalesce 
around a set of standards to deploy and manage edge devices and software. 
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MESSAGE FROM THE SPONSOR 

About Cloudera 

At Cloudera, we believe that data can make what is impossible today, possible tomorrow. We empower people to 
transform complex data into clear and actionable insights. Cloudera delivers an enterprise data cloud for any data, 
anywhere, from the Edge to AI. Powered by the relentless innovation of the open source community, Cloudera 
advances digital transformation for the world’s largest enterprises.  

Cloudera DataFlow, an open source data-in-motion platform for streaming analytics ingests, curates, and analyzes data 
for key insights and immediate actionable intelligence. Cloudera DataFlow is designed to process large volumes of real-
time streaming data, track provenance and lineage and manage edge applications and streaming sources. Learn more 
at https://www.cloudera.com/cdf 
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