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The Pulse: IoT Is Happening
The Internet of Things (IoT)—a vast network of connected devices that work together to collect 
and analyze data over the Internet and other networks—is a hot and growing trend. Analysts 
estimate that there are billions of connected devices today. McKinsey predicts that IoT has the 
potential to drive up to $6.2 trillion of economic impact by 2025.1 The trend is real and being 
propelled by ubiquitous high-speed networks and low-cost devices and sensors. Simple examples 
include a medical heart monitoring device that alerts care providers in case of an emergency 
and an automobile with built-in sensors that send an alert to the owner’s mobile phone when tire 
pressure is low.

At TDWI, we see increasing interest in IoT and IoT analytics. Organizations across multiple 
industries are collecting IoT data and looking to analyze it for business advantage. Some popular 
areas for IoT include:

• Operations. Organizations are using IoT to monitor physical plants and assets in those plants. 
For instance, IoT data is being collected from assets on manufacturing floors to make sure 
items aren’t lost or stolen. IoT is being used in power grids to monitor energy consumption. 
Retailers use IoT for inventory tracking and control. IoT data is also being analyzed across 
industries for predictive maintenance. For example, oil and gas companies analyze historical 
data from rig equipment to predict when maintenance is needed. Fleet operators are using 
IoT data to understand when a car or truck needs to be repaired. Utility companies are using 
predictive maintenance to determine when physical assets such as wind turbines need repairs. 
Predictive maintenance is one of the most popular use cases for IoT we see at TDWI.

• Customer engagement. IoT is also very popular for understanding customer behavior and 
engaging customers. For example, retailers collect data from smartphones and other devices to 
better understand customers and make recommendations to them, even serving up promotions 
in real time when customers are near or in a store. Vendors are providing “dynamic 
billboards” that change advertisements based on who is walking by.

• Logistics and supply chain. IoT is being used in many parts of the supply chain. For instance, 
sensor data can track the freshness of produce on trains. Telematics data is being collected 
from trucks to understand driver behavior and help optimize driver productivity. IoT is also 
being used to understand fleet location for optimizing routes around potential delay points 
(e.g., areas with bad weather). 

TDWI expects that the number of organizations collecting IoT data will continue to rise. For 
instance, in a recent survey, IoT data collection by organizations was set to grow by 200% in the 
next few years, from 25-30% of respondents collecting IoT data today to over 60% in the next few 
years.2 This data needs to be ingested, processed, managed, and analyzed, often as part of a data 
environment a company may already have in place. 

1 See McKinsey https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/disruptive-technologies
2 See the 2017 TDWI Best Practices Report: Advanced Analytics: Moving Toward AI, Machine Learning and Natural Language 
Processing, online at tdwi.org/bpreports

https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/disruptive-technologies
https://tdwi.org/bpreports
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Figure 1 illustrates a simple IoT data flow. As the figure shows, data for IoT often comes from 
multiple devices and sensors; it needs to be filtered and processed and then analyzed and 
operationalized for business advantage. Even the simple flow illustrated here indicates the need for 
a data strategy to support IoT initiatives.

Figure 1. A simple IoT example.

This TDWI Pulse Report discusses some best practices for developing an IoT data strategy. It 
examines the organizational as well as the data and analytics aspects of such a strategy. This 
includes organizational alignment, understanding the unique nature of IoT, and other issues at play 
when managing and analyzing this “new” kind of data.

Organizational Considerations for IoT
IoT goals must align with business goals

As businesses become more sophisticated, they realize the need to monitor and analyze their 
business operations, track what is mobile, and engage customers in new ways. TDWI has seen that 
many organizations are collecting machine-generated data even if they haven’t yet started to analyze 
it. However, a successful approach is to drive IoT projects with a business use case in mind. That 
means understanding the use case as well as preparing for IoT from an organizational perspective.

In our research, we see that although many companies are moving towards IoT, only some have 
really thought through how to make the best use of IoT data. For example, in a recent TDWI 
assessment of those companies looking to deploy IoT, about a third said that they already 
identified a few potential use cases or picked the case (Figure 2). The rest are either thinking about 
this now (32%) or haven’t thought about it yet but know they need to. 

The key is to work with the business to identify the right use case for the company that will have 
an impact and provide value. IoT data is most useful when it is analyzed to gain insight and drive 
action. That insight might come from simply monitoring the temperature of a machine for safety 
reasons or might be more sophisticated, such as building a model from the data to predict when a 
part in the machine might fail. 
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and data or app 
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IoT Use Case Defined

Working with the business requires commitment from the business. The good news is that for 
those respondents looking at IoT, 66% have commitment from upper management to support 
analytics such as IoT because it’s key to competitiveness, growth, and/or operational efficiency 
(not shown). However, even if the commitment is there, collaboration is still important in 
developing the use case that will have the biggest impact, is doable, and fills a real business need. 

Equally important is to plan how IoT will affect employees. IoT can transform business models. 
That means that employees may be doing their jobs differently. If so, it will be important 
to identify who in your organization will be affected so you can help them adjust. Change 
management is critical here. Transformation takes time and often needs to be phased into an 
organization. Organizations that succeed with IoT typically have a road map in place that includes 
a phased approach. 

Figure 2. Based on 177 respondents to the TDWI IoT Readiness Assessment (total exceeds 100% due 
to rounding).

10%

22%

32%

18%19%

YES, WE HAVE DETER-
MINED WHICH USE CASE 

TO PURSUE

YES, WE HAVE DEFINED 
USE CASE(S)

WE ARE THINKING ABOUT 
HOW TO DO THIS

NOT YET, BUT WE ARE 
GOING TO

NOT YET

Many organizations have commitment from upper management to support IoT  
because it’s key to competitiveness, growth, and/or operational efficiency.
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Realize that various personas will be involved in the IoT effort

IoT analytics is different from traditional analysis because organizations will need to deal with 
hardware (e.g., sensors, devices, networks) they are not familiar with and real-time data produced 
by this hardware. The reality is that IT organizations are not necessarily experts in this area. In 
fact, organizations deploying IoT often mention that domain experts, data scientists, and data 
management experts, as well as those who understand networks and devices, are needed to deploy 
IoT. Partners are often engaged to help in areas where the company has not yet built expertise. 

Some key roles include: 

• IT (Information Technology). Although IT may not understand the new sensors, tags, and other 
devices involved in IoT, they will ultimately be responsible for managing the data that comes 
from these devices. Integration will be needed to build data flows to ingest data from IoT and 
related streaming sources. Additionally, many IoT analytics efforts also involve marrying IoT 
data with historical data. Therefore, IT is an important part of the data management function 
for IoT.

• Analysts/data scientists. IT may be managing IoT data, but it is the analysts and data 
scientists that will determine how to analyze it. That means that IT and the analytics team will 
need to work together to determine what data to capture and how often to capture it.

• OT (Operational Technology). OT includes the machines, trucks, manufacturing equipment, 
turbines, and other equipment needed to run the business. In many IoT use cases, these are 
the technologies that will be instrumented to produce IoT data. The people running operations 
can and should provide subject-matter expertise for building IoT analytics. As important (and 
sometimes even more so), this group will need to buy into the process because it will directly 
affect operations.

• Ecosystem of companies. Many organizations starting out in IoT work with partners with 
knowledge of IoT devices and how to use them. This might include companies that sell the 
technology as well as consulting partners with experience on IoT projects. TDWI has seen 
that the majority of organizations (69% in a recent survey, not shown) are looking for IoT 
partners.

• Other IoT users. In addition to operations, there are other groups in the company that might 
make use of IoT (e.g., marketing). It will be important to make sure that they buy into the 
process. They should also provide their expertise to the project.

Getting alignment across these groups can be difficult, but it is necessary. In a recent TDWI 
survey, 19% of respondents had alignment across groups; an additional 36% were trying to 
align their groups (Figure 3). Alignment of people and processes will be critical as the team will 
need to work together. All of these groups need to buy into the project in order to make sure it is 
successful.
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Figure 3. Based on 159 respondents to the TDWI IoT Readiness Assessment (total not 100% due to 
rounding).

IoT Data Capture and Management
Understand how IoT data is different

IoT data has several distinguishing characteristics that are important to consider when planning an 
implementation. For IoT, think through the kinds of data you’ll need to collect, the frequency of 
the data, and how you’re going to deal with it. 

• IoT is often real time and streaming. Sensors and other devices often generate and transmit 
data in real time and at different frequencies. That means timeframes need to be taken into 
account in terms of how IoT data is processed. IoT data can be processed as a continuous 
stream, intermittent stream, offline, or in batch.

• Multiple streams. Streams add additional complications because multiple streams will often 
need to be captured and ingested for analysis (such as correlation analysis). Complex event 
processing (CEP) or something analogous may be important here.

• IoT data can be noisy. Because IoT data is coming from sensors, actuators, and other devices 
that are both wired and wireless, instrumentation problems may result in missing or highly 
variable data. You need a strategy that accounts for noisy data. 

• Varying formats,standards, and protocols. Different devices will probably not conform to the 
same standard for data representation. That means you need to plan to handle different kinds 
of device data.  Additionally, even though there are some popular protocols such as MQTT 
and AMQP, there is no industry standard yet, so it is a major challenge for developers to 
ingest data across a diverse set of transport protocols.

Alignment in Place for IoT

19%

36%

44%

ALIGNMENT IN PLACETRYING TO GET  
ALIGNMENT

NO, GROUPS WORKING 
INDEPENDENTLY
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All of these factors may result in a complex data pipeline for IoT. These factors also influence 
where to analyze the data (see next section).

In TDWI research, the majority of organizations embarking on IoT initiatives are at least thinking 
about these kinds of issues (Figure 4), although only a small percentage (15%, not shown) feel 
they are ready to deal with streaming IoT data for their particular use case.

Figure 4. Based on 133 respondents to the TDWI IoT Readiness Assessment.

Consider your data platform and architecture

Data management and your data architecture will be crucial as your organization plans for IoT. 
There are a number of issues to consider here. 

First, with IoT, extreme ingestion is possible. IoT devices can generate a considerable amount of 
real-time data. That data may arrive in streams, so depending on the use case, your organization 
will have to plan for how streaming data will be ingested. Your organization will also need to 
decide if the data should be ingested in batch mode or if it requires stream processing. In some 
cases CEP may be required to deal with multiple streams. 

Second, your organization will need to deal with metadata. Typically, IoT data will be diverse in 
nature, and its metadata will be poor. Yet, metadata may be important for analysis. 

IoT data is often real-time, streaming, and noisy.
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Finally, your organization will need to determine how it will scale its infrastructure to support 
potentially massive yet unpredictable volumes of data in an elastic way. Performance will also be 
important in terms of high-performance queries, lookups, and refreshes.

Part of your architectural design will also need to include edge considerations. For example, a 
company might think it makes sense to process data (e.g., filter it) at the edge of an IoT network 
where the data is being produced, or it might want to process data at multiple points along the IoT 
network. The result might be that most of the data is processed before it moves to the data center 
for analysis. This might mean that although a great volume of data is generated, it is not ultimately 
persisted and stored for analysis.

Organizations are starting to think about what their architecture around IoT will look like (Figure 5). 
Of particular interest, our research shows a fairly even split among those looking to deploy IoT. 
About one-third already have an architecture in place, another third are on the fence as to whether 
their architectures can support IoT, and the remaining third of survey respondents don’t believe they 
have an architecture in place yet to support IoT.3

Figure 5. Based on 128 respondents to the TDWI IoT Readiness Assessment.

Of course, security will also be an important part of your IoT architecture. Someone will need 
to determine how sensitive the IoT data is, whether it needs to be encrypted while at rest or in 
motion, and so on.

3 For more on IoT architecture, see TDWI Checklist: Data Architecture for IoT Communications and Analytics, online at  
tdwi.org/checklists

Architecture Can Handle Massively  
Dispersed Data Sources for IoT
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IoT Analytics Considerations
Respect that advanced analytics are important for IoT

At TDWI, the top reason we see for an organization to develop a data strategy is to support 
analytics. The same holds true in the case of IoT: analytics is typically the end game for IoT, and 
the data strategy supports the analytics strategy. Organizations sometimes analyze historical IoT 
data to gain insight. For example, a utility company might analyze usage data offline to understand 
peaks in demand. More often, though, organizations are looking to deploy advanced analytics, 
such as stream mining or machine learning, against their IoT data. 

Streaming analytics involves analyzing data that arrives continuously as a sequence of instances. 
“Real time” is critical here. Some organizations might analyze streams independently to determine 
when an observation exceeds a threshold. For example, your company might compute averages 
over sliding windows (e.g., captured over a period of time). If the average exceeds a certain 
threshold (the rule), then an alert can be triggered in the stream. Sometimes the organization brings 
streams together to correlate what is happening across them. 

A company might analyze the historical data in a stream using predictive analytics. This data 
might be enriched with other data. For instance, an insurance company might analyze telematics 
data offline, along with other data, to determine driver risk in order to better price premiums. 
Models can also be instantiated in a stream to generate alerts in real time. As new data is 
generated, the model is scored, as in the case of predictive maintenance models.

The good news is that a large percent of TDWI survey respondents embarking on IoT already 
have experience with more advanced analytics such as predictive analytics (including machine 
learning). Our research indicates that close to half (46 percent) of respondents to a recent survey 
had experience with predictive analytics, including a smaller group that had more experience with 
sophisticated approaches such as embedding models into business processes. If your organization 
does not have these skills, it may need to build them as part of the team described above.

A large percent of respondents to a recent  
TDWI survey who are embarking on IoT already  

have experience with advanced analytics.
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Real-time analysis at the edge must be considered

Often, IoT projects require real-time intelligence. That can mean that organizations are looking to 
analyze the data at the edge of the network—the point where data enters and leaves the network. 
This is near the devices, often where the data is created. Although most IoT implementations today 
do carry the data into the enterprise for processing (either in the cloud or on premises), it can make 
sense to perform the analysis in the devices themselves rather than send the data back for central 
analysis. 

Edge analytics is often about processing and analyzing subsets of all the data collected and then 
only transmitting the results. This should be driven by the use case and the amount of data being 
generated. Here are a few examples:

• It might not make sense to capture all of the data being generated by a temperature sensor if 
the temperature remains stable. Only deviations from the average might be captured. That 
calculation occurs at the edge, on the device.

• Some organizations have remote devices, such as wind turbines or oil production equipment, 
where it isn’t easy to communicate with the cloud or an on-premises data center. These 
companies might choose to embed analytics, such as a predictive model, in the local device 
that would automatically shut down the machine if a problem appears likely. That information 
can then be sent to an operations team to take action.

• Some use cases require the convergence of different data streams for analysis. That converged 
data might run through a predictive model. A company might choose to integrate the data on a 
gateway device and run the model there. That gateway device can communicate with a cloud 
or on-premises data center.

The point is that the use case may often determine how and where your company deploys its IoT 
analytics. There clearly are many options. The good news is that the technology now enables 
organizations to embed more advanced analytics, such as a predictive model, in real-time streams.

Take action on IoT analytics

These examples illustrate the importance of taking action on IoT. That action might be changing 
a premium based on an analysis of historical telematics data, a real-time action such as 
automatically contacting a physician in case of a medical emergency, or alerting the operations 
team via email or text when a predictive model projects a problem on a manufacturing line and 
recommending a course of action The analytics might be simple or quite complex. The point 
is that analytics is useful most often if someone (or something) acts on them. Previous TDWI 
research indicates that those organizations that operationalize their analytics and take action on 
them are more likely to measure a top- or bottom-line impact in their analytics efforts than those 
that do not. That means that operationalizing IoT analytics is also important. This will involve 
thinking through how to communicate alerts and embed analytics for automated actions. It will 
also involve training people about what to do if they receive an alert. There will be people, 
processes, and technology issues to consider.
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Final Thoughts
IoT provides a great opportunity for organizations to improve operational efficiencies, drive 
revenue, and engage customers. Organizations that fail in data and analytics efforts usually fail 
for a few reasons. A primary reason is that they haven’t addressed business issues or provided 
business value to the organization. It will be important that any IoT deployment provides value. 
That means that the data strategy will need to be aligned with the analytics strategy that supports 
the business issue.

IoT success also requires getting ready for IoT deployments. Although many organizations 
have management commitment for IoT, they will also need to think through data handling and 
management issues as well as what kinds of analytics to perform and where to utilize analytics 
across IoT networks. It will mean getting all stakeholders on board early in the process. New skills 
and training may also be required because IoT often utilizes new technologies and introduces the 
potential of streaming data.

TDWI research indicates that those organizations that  
operationalize their analytics and take action on  

them are more likely to measure impact.
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