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ENABLING PRECISION MEDICINE AND
IMPROVED PATIENT CARE

Impact
‘One Bank Data Architecture’ A
centralised data platform to break
down data silos and facilitate research

_

More than 500x improvement on the
speed of reporting, from 2 days to
under 5 minutes

_

Data is reliable and compliant_

Johns Hopkins University is an American private research university founded in 1876 and
located in Baltimore, Maryland. It is considered the first research university in the United
States, with campuses in Maryland and Washington, D.C. Johns Hopkins Applied Physics
Laboratory (APL), is the nation’s largest university-a�iliated research center. The non-profit
organization applies its research to areas such as air and missile defense, space science, and
medicine, among others. 

 

Critical and Sensitive Data
Data is at the heart of all aspects of the laboratory’s work; and with work that includes
national defense, the federal government, and medicine, this data must be secure. 

Conrad Fernandes, APL’s Cyber Security Information Security Engineer, explains: “Data is
hugely sensitive in our world because of the defense nature of our sponsor work, which is
typically controlled unclassified information (CUI), and because we also have medical data,
which is HIPAA sensitive.” 

Hortonworks DataFlow: A Robust and Secure Platform
To handle this sensitive data, Johns Hopkins needed a platform that was robust, stable, and
could collect information and dispense it to the right parties easily in a secure manner. The
research center implemented a modern data architecture that includes a Hortonworks
DataFlow (HDF) scalable, real-time streaming analytics platform, using Apache Nifi for data
ingestion. Apache Atlas, Apache Ranger, and Apache Knox provide security and governance.

 “Hortonworks is considered one of the most robust platforms in terms of distributions for
Hadoop, and the company also provides a lot of great support,” says Fernandes. “I'm a
security person and from the perspective of having the right security components like Knox,
Atlas, and Ranger, HDF provides a really good and complete picture to house big data.”

The Precision Medicine Initiative
APL and Johns Hopkins Medicine recently announced a new joint e�ort to apply data
analytics and systems engineering to revolutionize and disrupt how diseases are diagnosed
and treated. By launching eight Precision Medicine Centers of Excellence focused on areas
such as heart failure, multiple sclerosis, prostate cancer, and others, the organizations aim to
create a learning health system that enables more focused treatment and outcomes and
greatly improves patient care.

The research center uses Apache NiFi to ingest medical records from disparate sources into
HDF. The lab leverages Cloudbreak to seamlessly spin up clusters within Microsoft Azure,
where it is used to help clinicians develop and administer more targeted treatments. Data
analytics enable researchers to divide patients into very distinct subgroups, which allows for
systematized and focused diagnosis, therapy, and prevention.

“The platform works really well—from ingest, to the time medical records from various
sources are pulled in, to the time that the data is curated to the consumer end—where it’s
consumed by those Centers of Excellence,” says Fernandes. “End to end, it works really well,
and the research teams are able to process and utilize that data.” 
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“Hortonworks is considered one
of the most robust platforms in
terms of distributions for Hadoop,
and the company also provides a
lot of great support. I'm a security
person and from the perspective
of having the right security
components like Knox, Atlas, and
Ranger, HDF provides a really
good and complete picture to
house big data. ”

Conrad Fernandes, Cyber Security
Information Security Engineer, Johns
Hopkins University Applied Physics
Laboratory

Delivering Customer Value, Securing Sensitive Medical
Data
HDF has enabled Johns Hopkins Medicine to bring in data from disparate sources, collect
that information into a single place, and apply analytics and then dispense information to the
Centers of Excellence. HDF has become so valuable, the lab has numerous nicknames for the
platform, including “the commons” and “the source of truth.”

“I can't imagine how we would accomplish our big data and analysis goals without HDF and all
of the components of the Hadoop cluster,” says Fernandes. “We needed a platform that was
stable and could collect information, dispense it, and make it available to the right parties
easily. Hortonworks is robust and enables security tenants like Atlas, Ranger, and Knox—
especially as our gateway and our reverse proxy and our single sign-on. From a security
perspective, we've checked a lot of the boxes that were important for us, including
authentication and authorization.”

Plans for Cyber Security, Machine Learning, and More
In addition to the medical initiative, the organization plans to use HDF for a cyber security
project. Fernandes states the project aims to collect cyber-related data and then use
behavioral-based analysis to detect anomalies in behavior in order to identify threats and
threat actors, especially insider threats.

The research center is also looking for additional areas where it can better serve its
customers through data collection and analytics. The organization wants to expand its
services to include machine learning and other types of tagging. With these additional plans,
security will continue to be at the forefront in order to ensure the research center’s various
customers that sensitive data is isolated and only available to those that are authorized to
access it.
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