
DATA SHEET

Apache Sentry
Role-Based Access Control for Hadoop
Every day, more users are accessing more data, using more applications in ever-growing 
Apache Hadoop clusters. While this is good news for users and data-driven organizations 
alike, this level of access, especially to potentially sensitive data, has raised concerns 
with security administrators and compliance officers who want to enable end-users 
under existing Hadoop infrastructure without compromising security or compliance 
requirements. Cloudera’s enterprise data hub provides both the flexibility of Hadoop with 
the comprehensive security and governance requirements needed for production-ready 
systems – for the most secure Hadoop distribution available. To achieve comprehensive 
security, we offer all four pillars of security: Perimeter, Access, Visibility, and Data.

For access security, which controls what users and applications can do with data, we offer 
Apache Sentry – the standard, open source, unified authorization engine for enforcing 
role-based access controls (RBAC) across the Hadoop ecosystem. It provides unified 
access control for data as well as metadata stored in Hadoop. Enterprises can define the 
privileges for data sets that that will be enforced from multiple access paths including 
HDFS, Apache Hive, Impala, Cloudera Search as well as Apache Pig, Apache MapReduce/
Yarn via HCatalog.

Access control means ensuring that the right users and applications have the proper and 
relevant permissions to appropriate subsets of data or metadata. Authorization policy 
templates based on functional roles or groups makes this administration much simpler, 
especially at Hadoop scale. Sentry can be configured to leverage Active Directory (AD) 
to determine a user’s group assignment, and will automatically update role assignments 
whenever there are any changes. Additionally, it is simple to add a new user to a func-
tional role or change policies for a role using one simple command via either SQL or the 
HUE UI. Multi-tenant authorization capabilities also allows the admin roles on a subset of 
enterprise data to be delegated for effective policy management.

Centralized Authorization for Hadoop

Unified
• Common set of policies enforced across 

HDFS, Hive, Impala, and Search

Metadata Protection
• Extends same policies to direct or indirect 

metadata access

Easy to Use
• Utilize AD group assignments and easy 

administration via SQL or HUE UI

Auditable
• Cloudera Navigator audits unauthorized 

access attempts detected by Sentry as well 
as any authorization policy changes

Open Standard
• Apache Sentry is the open source, standard 

- with broad contributions, multi-vendor 
support, third-party integrations, and wide 
industry adoption
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Key Sentry Benefits
Sentry utilizes the existing Hive metastore and offers an extensible plugin for HiveServer2 that expands the foundation for Hadoop security, building upon the 
existing capabilities of concurrency and Kerberos-based authentication that are standard components of security. 

Extend Hadoop to More Users and More Use Cases
Previously, if a file contained any sensitive data fields, its access had to be limited to a small number of users.  Now, with Sentry’s fine-grained access 
controls, the non-sensitive data fields can be made widely available, even when they are stored together with sensitive data. Data can be controlled 
down to server, database, table, or column-level. 

Unified Authorization for Easier, Consistent Administration & Enforcement
Perhaps the most important aspect of Sentry is to enforce a common set of privileges for accessing a dataset through multiple access paths. Enterprises can define 
policies once, and those will be consistently enforced across HDFS, Hive, Impala, Search, and many more access paths. 

Open Source and Open Standard
Sentry is 100% Apache open source and was donated to Project Rhino as part of the initiative to achieve unified authorization across Hadoop. It has 
broad contributions from multiple companies for continued quality and innovation, is supported by multiple Hadoop vendors for zero lock-in, and 
features third-party integrations for further authorization compatibility across the ecosystem. 

Compliance-Readiness
Sentry addresses authorization, which is a critical piece for meeting the data security and governance needs required for regulatory compliances such 
as PCI, HIPAA, and others. Cloudera is the first PCI-certified Hadoop platform and leveraged Sentry as a core security component to achieve this compliance.

Integrated Component of Cloudera’s Enterprise Data Hub
Sentry is a fully integrated part of Cloudera’s platform - allowing for seamless configuration using Cloudera Manager, integration with YARN resource 
management, visual policy management through the HUE UI, and the generation of audit logs that are ingested by Cloudera Navigator. It currently 
provides unified administration for HDFS, HCatalog, HIVE, Impala, and Search, with more being added. 

Cloudera Enterprise Subscription
Get the most out of Sentry with a Cloudera Enterprise subscription. Cloudera Enterprise gives you the comprehensive technical support and necessary 
security and features for mission-critical applications to get maximum value from Sentry.

Try it with the Quickstart VM

cloudera.com/live
Explore Cloudera’s Comprehensive Security with 

Cloudera Enterprise Trial

go.cloudera.com/ced

Figure 2: Apache Sntry Policy Management via HUE Interface
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