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Payment Card Industry Data Security Standard  
(PCI-DSS)

History and Scope
PCI-DSS originated as separate data security standards established by the five major 
credit card companies: Visa, MasterCard, Discover, American Express, and the Japan Credit 
Bureau. The goal was to ensure that cardholder data is properly secured and protected and 
that merchants meet minimum-security levels when storing, processing, and transmitting 
this data. In 2004, the Payment Card Industry Security Standards Council was formed to 
align the individual policies from each credit card company into an industry-wide standard. 

Now ten years old, PCI-DSS regulations 
must be adopted by all entities that process 
cardholder data. In January 2014, Version 
3.0 of the security standard went into effect 
requiring organizations to mitigate payment 
card risks posed by third parties such as cloud providers and payment processors. The 
new version also stresses that businesses and organizations that accept and/or process 
cards are responsible for ensuring the third parties they rely on for outsourced solutions 
and services use appropriate security measures. That includes a requirement for contracts 
between businesses, retailers, and other entities that accept card payments and third 
parties that specifically outline card security obligations.

In the event of a security breach resulting from non-compliance, the breached organization 
could be subject to stiff penalties and fines.

PCI-DSS comprises 12 categories of regula-
tions. Cloudera Enterprise’s compliance-
ready security solution, including  
Navigator Encrypt and Navigator Key 
Trustee can help satisfy five of the most 
difficult categories, bolded in the list below.  

1. Install and maintain a firewall

2. Do not use vendor-supplied defaults for passwords; develop configuration standards

3. Protect stored data

4. Encrypt transmission of cardholder data across public networks

5. Use and regularly update antivirus software

6. Develop and maintain secure systems and applications

7. Restrict access to data by business and need-to-know

8. Assign a unique ID to each person with computer access

OVERVIEW

The Payment Card Industry Data 
Security Standard (PCI-DSS) is 
an industry-wide framework for 
protecting consumer credit card 
data. Any company that stores, 
processes or transmits credit card 
data must comply with PCI-DSS by 
properly securing and protecting 
the data. 

According to the 2014 Verizon Data 
Breach Investigations Reports, 
payment card data remains one 
of the easiest types of data to 
convert to cash, and, therefore, the 
preferred choice for criminals. In 
fact, 74 percent of attacks on retail, 
accommodation, and food services 
companies target payment card 
information. 

While encrypting card numbers at 
rest and properly managing the 
encryption keys won’t prevent all 
payment card hacks, using these 
security best practices can typically 
lessen the costly blowback from a 
breach. 

In 2013, only 11.1% of organizations 
were fully compliant with the PCI-DSS 
standard at the time of their annual 
baseline.2

66% of PCI data breaches in 2013 
involved data “at rest”1

1, 2 Verizon 2014 PCI Compliance Report

http://www.cloudera.com/content/cloudera/en/products-and-services/cloudera-enterprise/cloudera-navigator/encryption-and-key-management-in-hadoop.html
http://www.cloudera.com/content/cloudera/en/products-and-services/cloudera-enterprise/cloudera-navigator/encryption-and-key-management-in-hadoop.html
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9. Restrict physical access to cardholder data

10. Track and monitor all access to network resources and cardholder data

11. Test systems regularly to ensure security is maintained over time and through 
changes

12. Maintain an information security policy

We will discuss how Navigator Encrypt and Key Trustee helps satisfy numbers 3, 4, and 
7. Numbers 6 and 10 can be achieved through other built-in security features in Cloudera 
Enterprise. For more information, visit www.cloudera.com/security.

Protection of Stored Data 
Section 3 of PCI-DSS requires the protection of stored cardholder data:

3.1  Keep cardholder data storage to a minimum by implementing data retention and 
disposal policies, procedures, and processes

3.2  Do not store sensitive authentication data after authorization (even if encrypted) 

3.3  Mask primary account number (PAN) when displayed (the first six and last four 
digits are the maximum number of digits to be displayed)

3.4  Render PAN unreadable anywhere it is stored (including on portable digital media, 
backup media, and in logs) by using any of the following approaches: one-way 
hashes based on strong cryptography (hash must be of the entire PAN); truncation 
(hashing cannot be used to replace the truncated segment of PAN); index tokens 
and pads (pads must be securely stored); strong cryptography with associated 
key-management processes and procedures

New requirements and subcontrols included in PCI-DSS 3.0 require organizations to place a 
greater emphasis on security and management of the encryption keys. 

3.5  Protect any keys used to secure cardholder data against disclosure and misuse

3.5.1  Restrict access to keys to the minimum number of people

3.5.3  Keys must be stored in as few places as possible 

3.6  Fully document and implement all key management processes and procedures for 
cryptographic keys used for encryption of cardholder data

Additional 3.6 subcontrols: mandate that best practices are followed when replacing keys 
when they reach the end of their life or are compromised, and that those entrusted with 
managing keys understand and accept their responsibility.

The simplest way to comply with section 3 of PCI-DSS is to encrypt all cardholder data at 
rest and store the encryption keys away 
from the protected data. 

Navigator Encrypt is an integrated part 
of Cloudera Enterprise and provides a 
transparent data encryption solution that 
enables organizations to secure data at 
rest in Linux. This includes customer PANs, 
credit card numbers, and other personally identifiable information. 

The cryptographic keys are managed with Navigator Key Trustee, a software-based 
universal key server that stores, manages, and enforces policies for Cloudera and other 
cryptographic keys. Navigator Key Trustee features robust key management policies that 
prevent cloud and OS admins as well as malicious actors and other unauthorized personnel 
from accessing cryptographic keys and sensitive data.

Data “at rest” is an easier target in 
several ways. It often has a larger 
window of exposure compared to data 
being transmitted, “data-in-motion”.3

www.cloudera.com/security
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Organizations that must comply with PCI-DSS rules can use Navigator Key Trustee, part 
of Cloudera Enterprise’s built-in security solution, to store and manage the encryption 
keys separate from the encrypted cardholder data. This is important because it prevents a 
breach of data resulting in a loss of the encryption keys.  

All key management processes and policies are documented for auditing purposes. 

Encryption of Cardholder Data Across Public Networks
Section 4 of PCI-DSS requires the encryption of cardholder data across open, public  
networks:

4.1  Use strong cryptography and security protocols (for example, SSL/TLS, IPSec, SSH, 
etc.) to safeguard sensitive cardholder data during transmission over open, public 
networks

An SSL or SSH session is only as secure as the protocols that control access and authen-
tication. An SSH (or Secure Shell) key is used to authenticate a secure administrative ses-
sion. If that key is stored in plain text, and the particular database or file in which the key is 
stored is compromised via hack or lost or stolen hardware, an unauthorized third-party can 
gain free reign over an entire network including access to cardholder data in transmission. 

Navigator Key Trustee can help organizations meet section 4 guidelines for PCI-DSS by 
managing the keys and certificates used to safeguard sensitive data during transmission. 
Navigator Key Trustee provides robust security policies—including multifactor authentica-
tion—governing access to sensitive SSL and SSH keys. Storing these keys in a Navigator 
Key Trustee server will prevent unauthorized access in the event a device was stolen or file 
breached. Even if a hacker is able to access SSH login credentials and sign in as a trusted 
user, the Navigator Key Trustee key release policy is pre-set to automatically trigger a 
notification to designated “trustees” requiring them to approve a key release. If a trustee 
denies the key release, SSH access is denied, and an audit log showing the denial request 
is created.

Access Restriction 
Section 7 of PCI-DSS requires restricted access to cardholder data by business  
need-to-know:

7.1  Limit access to system components and cardholder data to only those individuals 
whose job requires such access

7.2  Establish an access control system for systems components with multiple users 
that restricts access based on a user’s need to know, and is set to “deny all” unless 
specifically allowed 

Navigator Encrypt protects data from powerful Linux users and malicious actors in 
accordance with PCI-DSS Section 7. With Navigator Encrypt, only the authorized database 
accounts with assigned database rights connecting from applications on approved network 
clients can access cardholder data stored on a server. Operating system users without 
access to Navigator Encrypt keys cannot read the encrypted data. 

Providing an additional layer of security, Navigator Key Trustee allows organizations to set 
a variety of key release policies that factor in who’s requesting the key, where the request 
originated, the time of day, and the amount of times a key can be retrieved among others.

Solutions for Compliance
Cloudera products can be applied easily, quickly, and economically as a solution for compli-
ance with PCI-DSS. With Navigator Encrypt, the encryption is “transparent,” but at the 
same time, the file reads and writes actually go through AES encryption/decryption. Strong 
key management techniques ensure the keys are protected with several layers of advanced 
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cryptography and always stored separate from the encrypted files. Process-based access 
control lists ensure that only authorized system processes can access the keys to decrypt 
the files. This minimizes the risk of unauthorized access to encrypted data in the event the 
database is hacked or the physical disk is compromised through theft or improper disposal. 

Navigator Key Trustee puts strong protections around security keys and other sensitive 
opaque objects. Advanced control policies that work in enterprise and hosted environ-
ments ensure keys are safe from unauthorized access. Encrypting sensitive data and 
guarding critical keys while implementing enhanced, multi-layer security, and access 
controls are best practices for safeguarding cardholder data. 

About Cloudera
Cloudera is revolutionizing enterprise data management by offering the first unified Platform 
for Big Data, an enterprise data hub built on Apache Hadoop. Cloudera offers enterprises one 
place to store, access, process, secure, and analyze all their data, empowering them to extend 
the value of existing investments while enabling fundamental new ways to derive value from 
their data. Cloudera’s open source Big Data platform is the most widely adopted in the world, 
and Cloudera is the most prolific contributor to the open source Hadoop ecosystem. As the 
leading educator of Hadoop professionals, Cloudera has trained over 22,000 individuals 
worldwide. Over 1,200 partners and a seasoned professional services team help deliver 
greater time to value. Finally, only Cloudera provides proactive and predictive support to run 
an enterprise data hub with confidence. Leading organizations in every industry plus top 
public sector organizations globally run Cloudera in production. www.cloudera.com

Download the Free Trial of Cloudera Enterprise

go.cloudera.com/ced


